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Retrieving criminal ties and mining evidence from an organised crime incident, for
example money laundering, has been a difficult task for crime investigators due to the
involvement of different groups of people and their complex relationships. Extracting
the criminal associations from enormous amounts of raw data and representing them
explicitly is tedious and time consuming [1, 6, 13]. A study of the complex network
literature reveals that graph-based detection methods have not, as yet, been used for
money laundering detection. In this research, I explore the use of complex network
analysis to identify the communication associations of money laundering criminals,
that is, the important people who communicate between known criminals and the
reliance of the known criminals on the other individuals in a communication path.

For this purpose I use the publicly available Enron email database [5] that
happens to contain the communications of 10 criminals who were convicted of
money laundering crime [3]. I show that my new shortest paths network search
algorithm (SPNSA) combining shortest paths and network centrality measures is
better able to isolate and identify criminals’ connections when compared with existing
community detection algorithms and k-neighbourhood detection [9]. The SPNSA
is validated using three different scenarios: (i) when the investigator knows all
the criminals, (ii) when the investigator fails to detect one of the criminals and
(iii) when the investigator is at the starting stage and does not have any information
about the criminals, but suspects a crime is occurring. In each of these scenarios,
the criminal network graphs formed using SPNSA are small and sparse and hence
suitable for further investigation. The SPNSA algorithm manages to extract a criminal
network with a minimum of four criminals when none of the criminals is known.
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Different algorithm feeds were used in the different investigation scenarios discussed
above. I show that SPNSA using a relevant algorithm feed that is related to a crime
incident yields the best result. This is validated by applying a random feed to the
SPNSA, and the result shows that the probability of retrieving criminals using a
random feed is very low—only 1% in 1000 graphs. In another scenario, in five out
of nine cases, SPNSA was successful in retrieving the left-out criminal in the resulting
sub-network.

My research starts with isolating emails with ‘BCC’ recipients, with a minimum
of two recipients BCC-ed, from the Enron dataset. ‘BCC’ recipients are inherently
secretive and the email connections imply a trust relationship between sender and
‘BCC’ recipients. There are no studies on the usage of only those emails that have
‘BCC’ recipients to form a trust network, which led me to analyse the ‘BCC’ email
group separately. SPNSA is able to identify the group of criminals and their active
intermediaries in this ‘BCC’ trust network [10]. Corroborating this information with
published information about the crimes that led to the collapse of Enron yields the
discovery of persons of interest that were hidden between criminals and could have
contributed to the money laundering activity. For validation, larger email datasets that
comprise all ‘BCC’ and ‘TO/CC’ email transactions are used. On comparison with
existing community detection algorithms, SPNSA is found to perform much better
with regard to isolating the sub-networks that contain criminals.

Besides extracting possible people to investigate from a large network, I further
identify nodes (people) important to a criminal or suspect in the shortest paths network
formed. A common method of identifying important nodes is by ranking on the basis
of node centrality measures [12]. Suspiciousness in a communication network can be
highly dependent on the number of times a person is contacted, the number of meetings
involving this person and also the location of this person. When communication links
are seen as a network graph, these attributes of real life can be measured as the number
of times a node occurs between criminals and other nodes or the distance of a node
from these criminals [12]. In this research, I proposed a method of identifying the
importance of a node, given a set of nodes of interest. In order to track important
people in a criminal path that connects a criminal to their acquaintances, I explored
the mathematical concept of pair dependency on the intermediate nodes, adapting the
concept to criminal relationships and introducing a new source-intermediate reliance
measure [11]. For the purpose of illustration, besides the Enron ‘BCC’ and ‘TO/CC’
email transactions, the Noordin Top Terrorist network was also used.

I compared the performance of the reliance measure with other importance ranking
methods such as Google PageRank [4, 8] and Markov centrality [14] as well as
betweenness centrality [2, 7]. The results show that the reliance measure led to a
different prioritisation in terms of possible people to investigate. I also used this
reliance measure to form a new network; a criminal reliance sub-network for further
investigation. For this, the nodes with highest reliance that occur between the criminals
or suspects and other nodes are gathered. These nodes become a set of new suspicious
nodes and they are repeatedly used as algorithm feeds in the SPNSA to find new
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communities. The network search will stop when there is no link found from the
suspicious node to other nodes.

In conclusion, in this thesis, I demonstrated the performance of SPNSA in multiple
scenarios leading to an investigator identifying criminals’ connections within a large
network. I showed that the criminals’ importance ranking that was previously
dependent on centrality measures can now be improved by using source-intermediate
reliance ranking. This new shortest paths network search algorithm (SPNSA) in
combination with the reliance measure can be applied to one-to-one or one-to-many
relationships; for example, hyperlinks that connect different web pages and client–
server links, and could be used as primary investigation tools to investigate connections
between criminals in a complex network.
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