Contents

List of Figures page ix
List of Contributors Xi
Acknowledgements Xix

Introduction: Facial Recognition in the Modern State 1

Rita Matulionyte and Monika Zalnieriute

PART I FACIAL RECOGNITION TECHNOLOGY IN CONTEXT:
TECHNICAL AND LEGAL CHALLENGES

1 Facial Recognition Technology: Key Issues and Emerging
Concerns 11
Neil Selwyn, Mark Andrejevic, Chris O'Neill, Xin Gu, and
Gavin Smith

2 Facial Recognition Technologies 101: Technical Insights 29
Ali Akbari
3 FRT in ‘Bloom’: Beyond Single Origin Narratives 44

Simon Michael Taylor

4  Transparency of Facial Recognition Technology and
Trade Secrets 6o
Rita Matulionyte

5  Privacy’s Loose Grip on Facial Recognition: Law and the
Operational Image 74
Jake Goldenfein

6  Facial Recognition Technology and Potential for
Bias and Discrimination 87
Marcus Smith and Monique Mann

\4

Published online by Cambridge University Press



vi

10

1

12

13

14

15

16

Contents

Power and Protest: Facial Recognition and Public
Space Surveillance
Monika Zalnieriute

Faces of War: Russia’s Invasion of Ukraine and Military
Use of Facial Recognition Technology
Agne Limante

PART II FACIAL RECOGNITION TECHNOLOGY ACROSS
THE GLOBE: JURISDICTIONAL PERSPECTIVES

Government Use of Facial Recognition Technologies under
European Law
Simone Kuhlmann

European Biometric Surveillance, Concrete Rules, and
Uniform Enforcement: Beyond Regulatory Abstraction and
Local Enforcement

Paul De Hert and Georgios Bouchagiar

Lawfulness and Police Use of Facial Recognition in the
United Kingdom: Article § ECHR and Bridges

v. South Wales Police

Nora Ni Loideain

Does Big Brother Exist? Facial Recognition Technology in
the United Kingdom
Giulia Gentile

Facial Recognition Technologies in the Public Sector:
Observations from Germany
Andreas Engel

A Central-Eastern Europe Perspective on FRT Regulation:
A Case Study of Lithuania
Eglé Kavolitnaite-Ragauskiene

An Overview of Facial Recognition Technology Regulation
in the United States
Mailyn Fidler and Justin (Gus) Hurwitz

Regulating Facial Recognition in Brazil: Legal and Policy
Perspectives
Luca Belli, Walter Britto Gaspar, and Nicolo Zingales

Published online by Cambridge University Press

112

127

139

155

173

186

214

228



Contents vii

17 FRT Regulation in China 242
Jyh-An Lee and Peng Zhou

18 Principled Regulation of Facial Recognition Technology:
A View from Australia and New Zealand 253
Nessa Lynch and Liz Campbell

19 Morocco’s Governance of Cities and Borders: Al-Enhanced
Surveillance, Facial Recognition, and Human Rights 267
Sylvia I. Bergh, Issam Cherrat, Francesco Colin, Katharina Natter,
and Ben Wagner

Published online by Cambridge University Press



Published online by Cambridge University Press



