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Using personal mobile devices to record patient’s
medical information - Doing the right thing in the

wrong way?
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Using personal mobile devices to record patient’s
medical information — doing the right thing in the wrong
way?

A survey published in this month’s C7EM confirms what
many of us see on a daily basis — the use of personal
mobile devices (PMDs) to record a patient’s confidential
medical information." We should support and promote
practices that improve patient care, but this cannot
occur at the expense of our fundamental ethical duty to
safeguard patient confidentiality and privacy.

Capturing and transmitting images for the purpose of
patient care

A physician does not need explicit consent to share
personal health information with others in the circle of
care.” Examples may include a plastic surgery resident
sending a picture of a complex laceration to their attending
or a physician sending a picture of a rash to a dermatologist.

However, the use of PMDs to take these pictures
raises issues of how this information is stored and trans-
mitted. Most PMDs will not meet the security standards
required by provincial and federal legislation for the
storage of personal health information. Most people
save their photos to cloud storage and are unaware of
where that information is stored. While the sharing of
clinical information in these contexts is acceptable, the
way most physicians are doing it is not.

Many health authorities are building the capacity to

share and transmit patient photos in a secure manner,

and there are PMD applications that are compliant
with Canadian privacy legislation.’ In addition to these
technical solutions, physicians who wish to use their
PMD to capture and transmit clinical information
should consider the following:

* Obtain and document the patient’s consent when pos-
sible. If the patient is unable to consent, document
why consent could not be obtained and why sending
the image is in the patient’s interest.

* De-identify the image as much as possible. Try to
keep facial features and other identifiable marks out
of the picture. Blackout names, health card numbers,
and other identifying demographic data.

* Do notsend images that are potentially sensitive (such
as breasts or genitalia) unless it is crucial to patient
care and no feasible alternative exists.

* Change the setting on your phone so clinical images
will not be uploaded to cloud storage.

* Send the image on a secure network. Some institu-
tions and health authorities have specific rules regard-
ing how this can/should be done.

* Delete the picture from your phone once it has been
received and ask the receiver to do the same once
they have reviewed it.

Even though physicians can share personal health
information amongst the circle of care without explicit
permission, patients can request their information not
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be shared.* If a patient requests that a photo not be taken,
this must be respected.

Capturing images for learning and teaching

The Canadian Medical Protective Association (CMPA)
states that a patient’s express consent is needed when
their personal information is captured or shared for pur-
poses other than health care.” The consent discussion
should be comprehensive and include the reasons for
taking the photo, what will be recorded, whether the
patient will be identifiable, possible uses of the photo,
who may be authorized to access the photo and in
what context, and the patient’s right to refuse. The
CMPA website has a sample consent form.°

The use of PMDs to take pictures of interesting elec-
trocardiograms (EKGs), computed tomography (CT)
scans, or rashes and the casual sharing of this informa-
tion with learners and other physicians is a practice
that should stop. Every province has laws concerning
how patient information should be stored and protected,
and the native programs of most PMDs will not
meet these requirements. If a physician’s PMD or their
cloud storage were accessed by another individual,
and this type of clinical information was discovered,
there could be significant legal and professional
ramifications.

Physicians should consider other ways to build and
maintain a teaching file, including using secure storage
that is part of their clinical environment or images
from free open-access medical education (FOAMed)
sources (ensuring they have been collected appropri-
ately, patient consent obtained, and the source cited).
When a unique clinical image presents itself, physicians
must obtain written informed consent if they intend to
submit it for publication or use it as part of a teaching
session.

A number of “private” social media networks exist for
health care providers that claim to provide a secure envir-
onment for sharing clinical information.” If patient con-
sent has not been obtained, these networks still represent
a grey zone. They may meet legal requirements for priv-
acy, and the educational focus offers some justification,
but these posts can still be shared with others outside
the network, and a complaint to a regulatory authority
could result in discipline, if the content or tone is seen
as unprofessional.
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Capturing and sharing images for other reasons

We are accustomed to posting every aspect of our lives.
Some physicians see no difference between a meal they
posted on Instagram yesterday and a CT scan they are
looking at today. Posting clinical images on personal
social media should be avoided. It can be difficult to
completely de-identify these images and easy for a
patient or family to identify themselves.® A Rhode Island
emergency physician discovered this the hard way when
she was fired for sharing information about a trauma case
on social media.” We have a fiduciary duty to our
patients. As professionals, we are responsible to preserve
the trust relationship between society and medicine.
Patients will not feel comfortable disclosing personal
information or allowing clinical photos to be taken, if
they believe their doctor might post them on Facebook.

PMDs can help us care for patients, but the risks are
significant. We must act in the best interests of our
patients, adopt practices that comply with privacy laws,
and minimize the risks of breaching confidentiality.
This includes obtaining and documenting consent,
de-identifying images, using secure platforms, and delet-
ing photos when they are no longer needed. We must
avoid the casual collection and sharing of “interesting”
clinical images and avoid posting clinical information
or photos on social media. Getting a few more likes is
never worth the loss of trust and the risk of professional
repercussions.
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