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ABSTRACT

Systems complexity is increasing, in particular, when systems become systems of systems (SoS). SoS
are composed of constituent systems (CS), have unique goals for the CS and the SoS as a whole, and
present new SoS-level properties called emergent properties. Emergent properties are unique because
they only appear at the system level. Current research has only revealed some tools focusing on simple
emergence for engineers aiming to design emergence at the SoS level. However, forming design tools
for the creation or modification of strong emergence will enable engineers to create systematic changes
in the SoS. This article proposes a connection between emergence and information streams with the
latter being a model of the transfer of information between the different CS in the SoS. A methodology
for designing SoS information streams is demonstrated, with encouraging results, using a multi-agent
simulation of the propagation of the COVID-19 virus through citizens. By testing several information
stream configurations, an SoS with a decrease of 47% in sick agents was found. These results show that
by changing the information stream better SoS performance is attained, supporting designing in a
complex world.
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1 INTRODUCTION

A System of Systems (SoS) is a collection of constituent systems (CS) integrated to accomplish one or
multiple shared goals. An SoS is defined when the components are independent in several
characteristics (Rainey & Jamshidi, 2018): operational independence, developmental independence,
and geographic distribution. The study of emergence within SoS investigates ways to create system-
level phenomena that contribute value that is not attainable by a single CS. This research will focus on
the existing gap in tools for creating emergence in SoS through designing the information transferred
between CS in the SoS, also referred to in this research as an information stream.

This paper aims to provide a theory of positive emergence that can guide the development of tools to
engineer positive emergent properties or behaviors. These tools will enable SoS Engineers (SoSE) to
design desired system-wide properties through high-order interaction of CS. Resilience, adaptability,
and SoS services are some selected emergent properties. The theory will relate to the connection
between information stream manipulation and positive emergence.

The structure of this paper is as follows; the problem space is defined in the background section
including a literature review to show some existing tools for emergence design. Section 3 explains the
specific goals for our tool of emergence design given the gaps highlighted in the review. Section 4
explains the methodology for this research. Section 5 shows the results of a simulation showcasing the
proposed tool and Section 6 presents the conclusions arising from the research and points to some
possible future directions.

2 BACKGROUND

SoS are central in the modern era, from smart cities to defense systems, providing unique services only
attainable through intricate systems. SoS have components that are developed and operated by separate
businesses to achieve specific goals. One such example is an airport; the airplane is a single system
designed to carry passengers from one terminal to another. Other systems, such as baggage ticketing
systems, handle the baggage identifier, so each is routed to a specific plane. By working together, these
systems achieve the shared goal of passenger and cargo transport from one location to the next.

There is a growing interest in manipulating SoS to produce wanted results. However, current system
engineering tools do not effectively address SoS. Engineering emergent behaviors that only manifest
at the SoS level due to the interaction of the CS, remain a critical challenge for SOSE (Dahmann, 2014;
Valerdi et al., 2008). While there have been multiple works for framework, architecture and modeling,
and simulation, there has been very little research on a design methodology of emergence in SoS.
Specifically, the review conducted for this research found only a single approach (Watson et al.,
2020).

This research aims to construct a theory for developing a tool for engineering emergent behaviors. The
proposal presents an integrated review of tools and techniques developed for engineering emergent
properties and behaviors. Building upon existing methods, information stream modeling is introduced.
Information stream analysis allows the identification of underused information in an SoS. Increasing the
utility of underused information in the SoS enables the system to optimize and introduce novel emergent
properties. A use case analysis will show how this technique encourages positive emergence.
Engineering emergent properties allows the creation of high-order effects in SoS. In the context of
modeling and simulation, emergent properties have four levels of complexity (Tolk et al., 2018) : Simple
emergence: Simplified system models enable the prediction of simple emergent properties. The system
subcomponents are clear and well-understood. Each system segment can be isolated and reproduced. An
example of a positive reaction is the information transfer rate within a computer network. An adverse
reaction is the resulting emergent smell arising from molecule interactions in chemical compounds.
These can be separated and analyzed by the simulated interaction using a few molecule models.

Weak emergence: the emergent property is reproducible and consistently predicted with simulation.
These properties cannot be reduced to a few components within the system but are still available for
modeling and simulation. An example of a positive reaction could be the life quality of citizens living
within a city. A model containing the entire set of components in the system is required to simulate this
quality. It is still possible to replicate in a simulation but not as readily as a simple emergent property. An
adverse reaction could be the air quality of citizens living in the city. As the city grows, more
components contribute to pollution with interactions between nearby systems contributing to pollution,
such as the adjacency of the water system to the electricity plant producing power for the city.
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Strong emergence: the emergent property is consistent with known properties but not reproducible in
simulations. It is unpredictable and inconsistent in simulation. The economic boom allows
conceptualizing strong emergence. There is no way it can be simulated correctly. In hindsight, it is
possible to analyze occurrences of economic boom and find the components contributing to that event.
An economic contraction could be an example of a negative emergent property due to different CS
failing in a specific way that caused the entire financial ecosystem to shrink.

Spooky emergence: The emergent property is inconsistent with the known properties of the system.
The interaction between the different components is not understood. There is no clear link between the
interaction and the emergent property. Due to this complexity, it is not easy to understand if the
emergent property is positive or negative. An example of spooky emergence is human cognition or
human culture. Both examples brought here have been positive and negative in past occurrences.

Table 1 - Article analysis. X marks if the article addresses the topic in the column. The
analysis shows a shift from framework to architecture and design methodology with
consistent modeling, simulation, and case studies. In most articles, authors used case
studies to illustrate the theory practically

T2 o o m
SS2o3 5|18 L3
S|Elog|e¥a|@ < =
2BlsS(Ras|2| 3%
sgl8S|§ S8 3
# |Journal Article ~asE |° =< ®
1|JMD (Watson et al., 2020) X X |Weak
2 |Sensors (Bemthuis et al., 2020) X Weak
3 |IEEE Access |(Kerr et al., 2020) X X General
4 |JSS (Hachem et al., 2020) X X |Weak/Strong
5|SE (Oquendo, 2019) X Simple
6 |JACM CPS |(Ceccarelli et al., 2019) X X |Weak
7 |JSEP (Mori et al., 2018) X X |Weak
8 |SE (Sitton & Reich, 2018) X X |Simple/Weak
9 |JDMS (Zeigler, 2016) X X |Weak
10[IEEE SJ (Qiu et al., 2014) X | X [Weak
11|JDMS (Helle et al., 2013) X X Simple/Weak
12|SAE Tech  |(McMurran & Jones, 2013) X X |Weak
13|IEEE SJ (Tsilipanos et al., 2013) X Weak/Strong
14|IEEE TSMC |(Rokkas et al., 2012) X X [Simple
15|IEEE SJ (Haghnevis & Askin, 2012) X Simple
16/1JSoSE (McKay et al., 2011) X X [Simple/Weak
17JIE (DeLaurentis & Ayyalasomayajula, 2009) X X |Weak

To lay the groundwork, we conducted a literature review using Scopus and Web of Science, focusing
on guided emergence. Searching for articles regarding emergence is complex due to the widespread
use of the word in different domains unrelated to SoSE. Searching emergence on Scopus yields
322,401 results for the title, abstract or key. The search found 35 articles that include "system of
systems™ or "systems of systems" in the title, abstract or key, and "emergence" or "emergent" in the
keywords. Adding "guided emergence"” in the title, abstract, or key added six articles. Of the 41
results, 17 were irrelevant (not in English or unrelated to emergent properties). The remaining 24
articles were thoroughly read; six had no relation to emergent properties, and one duplicate was
removed. Table 1 notes the different contributions of a framework, architecture, design methodology,
and modeling and simulation of the 17 articles. An additional column notes if a case study is present in
the article.

Framework-related references

Previous work created frameworks that enable the creation of system architecture for SoS. Simple or
weak properties can be designed or modified by these frameworks with a bottom-up approach. One
example is the modeling of business processes in enterprise SoS through the different elements that take
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part in the process. These architectures are then validated using simulation with a model-based approach
(Haghnevis & Askin, 2012; Helle et al., 2013; McMurran & Jones, 2013; Sitton & Reich, 2018)

Architecture-related references

Research investigating the effect of system architecture on emergence yielded some insights. Work
has been conducted to show how to design weak emergent properties into system architecture, as in
the previous section using a bottom-up approach (Bemthuis et al., 2020; Kerr et al., 2020). Other
research investigated how an architecture could promote positive emergence using information flow or
system constraints (Johnson et al., 2013; Oquendo, 2019; Zeigler, 2016).

Design methodology-related references

Watson et al. (2020) suggested mimicking existing biological SoS to change the design of an
engineered SoS; the SoS Engineer can recreate in an artificial SoS an emergent property that exists in
the natural system. This was shown by adding a recycling CS to an existing ecosystem.

SoSE can analyze different emergent properties through evolution scenarios of the SoS and design
components to enhance these emergent properties. Using a case study of a power grid, Ceccarelli et
al., (2019) analyzed the different evolution scenarios, located communal threats, and enabled the
design of countermeasures to mitigate the danger, focusing on the weak emergent property of
shutdowns.

Modeling and simulation-related references

There have been several attempts to leverage modeling and simulation (M&S) tools for emergence
engineering in SoS. Some work has shown the possibility of M&S for sensitivity tests. Works
conducted in sensitivity testing usually revolve around measuring specific emergent properties in a
bottom-up method and changing CS to increase effectiveness (DelLaurentis & Ayyalasomayajula,
2009; McKay et al., 2011; Rokkas et al., 2012) .

Other articles inspected failures and risks at the SoS level including cascading failures or multiple
systems interrupting with other CS within the SoS (Hachem et al., 2020; Tsilipanos et al., 2013) . The
last type of work conducted in M&S focuses on system scenario simulation. In these simulations, a
specific system scenario is modeled and tested (Mori et al., 2018; Qiu et al., 2014).

Literature review discussion

For the different levels of emergence, four levels of engineering activities are tested: detecting,
recreating, enhancing existing emergence, and designing new emergence. Detection is the ability to
measure an emergent property at the SoS level. Recreation of emergence refers to the ability to
simulate emergence. Enhance existing is the ability to make modifications to existing emergence.
Designing new emergence enables the introduction of specific emergence into an existing SoS. The
gap in SoSE is shown in Table 2. Most of the articles in the literature review discussed simple and
weak emergence as these types of emergence are directly related to the CS level interactions.

Table 2 - Knowledge gap in emergence engineering for SoS by activity.

Detect Recreate Enhance Design
(Simulate) existing new
Simple| Simple and weak emergence have tools for detection, recreation, enhancement, and design
Weak due to direct interactions (Szabo & Teo, 2015)
Strong | It is possible to detect and recreate strong emergence | Knowledge Gap - No Design tools
by simulation (Maier, 2014; McKay et al., 2011) for strong emergence
Spooky| Improbable (Maier, 2014) Not possible by definition

Most of the articles focused on modeling and simulation showing ways of system modeling to
evaluate specific emergence. Only two articles specifically aimed at presenting a design methodology
for enhancing SoS emergence. The literature review pointed out a possible definition of factors to
induce emergence. According to (Johnson et al., 2013) there are several factors contributing to the
induction of emergence in SoS. These factors include the rate of information received from the
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environment, reception rate, and degrees of freedom. The rate of information received, and reception
rate are the basis of information stream formalism. The information stream is an emergent property of
itself and is a result of the system's parameters.

Knowledge gap

Our literature research shows only a few design methodologies for engineering simple and weak
emergence in SoS. In addition, there are no specific rules to enable SoS emergence (Valerdi et al.,
2008). Similarly, there are no tools to measure or control factors for emergence, and no empirical
study shows the connection between emergence and information (Johnson et al., 2013).

3 DESIGNING EMERGENCE

While the tools presented in the literature aim to enhance existing simple and weak emergence in SoS,
current SoSE research lacks specific tools to enhance or design novel strong emergence in an SoS.
Creating a framework or design method for direct strong emergence engineering will unlock new
possibilities in the field of SoSE.

This research aims to demonstrate how a specific emergent property can be created or encouraged
through modification of the SoS information streams. In theory, modeling the SoS information streams
can serve as a basis for benchmarking. Later, the modification of these information streams will enable
the introduction and modification of emergent properties. If such a theory for information streams in
SoS exists, it could create new engineering possibilities for emergent properties. Future work will
focus on developing a theory that ties information streams and emergence in SoS including a causal
relation between information streams. This relation can be tested through case studies and simulations
of SoS.

Based on this possible theory, we aim to define a framework to propose new information streams for
an existing SoS of interest. This new framework will utilize the theory to introduce or modify
emergence in SoS. In future research, we aim to introduce the information stream as an extension of a
modeling language and test its efficacy through a use case that evaluates the enhanced language and
showcases its usability.

We expect to show a relationship between information stream configuration and emergence in an SoS.
SoSE will be able to test the information streams in their SoS to detect discrepancies and implement
corrective actions. While this article does not explore the full engineering process, it is a possible
usage of the proposed framework. This article will demonstrate the capability to simulate an SoS using
ABM (Agent-Based Modeling) with the addition of emergence into an existing system using
information stream manipulation.

4 METHODOLOGY

To enable SoSE to use information streams for SoS design, a process must be created to support this
design activity. This process aims to form the controls for strong emergence through information
stream manipulation. Because SoS are complex, the process will use quantitative data from
simulations to conclude about qualitative system-level phenomena.

The starting point of this process is the existence of a system model. The model must contain the
relevant CS functionality and at least a preliminary definition of existing information and the
information currently transferred between the different CS within the SoS. During the design effort
different design alternatives for information streams can be tested through exploratory analysis.
However, due to the time required to change information streams in an SoS, it is impractical to test the
proposed changes on an actual system in the scope of this research.

The methodology presented includes 5 steps (presented in Figure 1): Initially, the strong emergent
property is selected (1). Based on the emergent property, the information stream is defined with
relevant metrics (2). The structure and metrics of the information stream are analyzed and a theory
about the contribution of the information stream to emergence within the scope of the SoS is created
and subsequently refined (3). A tool for the control of the information stream in the SoS is formed
with defined opportunities for modification (4). A comparison between the SoS and the related
information stream models is conducted and a tool for controlling the chosen emergence for that
specific SoS is defined (5).
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The system model with a relevant information stream model can be simulated using any programming
language. In the example presented in this article, we have used the Simpy library of the Python
programming language due to its simplicity and existing Agent-Based simulation capabilities.

1. Select Strong Emergence

2. Select Information Stream
3. Theory for connection between Emergence and Information Stream

4. Tool To Control Information Stream

5. Tool to Control Emergence

Figure 1 — The research process.

To test the approach, a simple system was selected. The system is a model of a community coping
with a sickness such as the COVID-19 virus. The selected strong emergence is resilience, a strong
emergent property due to its top-down effect on the system (1 in Figure 1). A less resilient system
stops interaction faster due to the sick agents being removed from the interaction. The different
citizens in the model travel and generate work hours given that certain conditions are met. When the
system is more susceptible to infection, the agent's ability to move throughout the system is reduced.
Thus, a top-level property affects the ability of a CS to operate within the context of the system.

The transition of data between the different agents was defined as the information stream (2), and the
connection between the effectiveness of the system and the information stream was shown (3). In this
case, the tool to control the information stream was simply new connections between agent property
and other agents (4) and thus, this tool enables the indirect control of the emergent property (5).

5 RESULTS

The following simulation showcases how engineers can use information stream engineering to affect
emergent properties. The text below describes the simulation following the structure presented in the
ODD (Overview, Design concepts, Details) protocol (Grimm et al., 2006) to increase readability.

The model's basic idea is a simple simulation of disease propagation through a society. The overall
purpose of the model is to show how information flowing through an ABM can affect the emergent
property, in this case, the group's resilience to sickness; specifically, pinpointing changes required to
the information stream in the SoS to decrease disease propagation in the community. The model
includes only entities of type citizen. Citizen entities have six variables: workplace location, home
location, cumulative sick time, whether the citizen is showing symptoms, whether the citizen is in
guarantine, or if the citizen is ill (see Table 3).

Table 3 - State variables characterizing the citizen entity.

Variable Description Possible Values | Units
Workplace Location of workplace Set of coordinates |-
Home Location of home Set of coordinates |-
Time sick Duration a citizen is sick; used to determine recovery time |0 — max t Hours
Symptomatic? |Indicates whether a citizen is showing symptoms True/False -
Quarantine?  |Indicates whether a citizen is in quarantine True/False -
Sick? Indicates whether a citizen is sick True/False -

Every step in the model represents one hour of activity, with a maximum run time of 500 hours,
setting the temporal resolution. The simulation landscape is 50X50 unit squares, where multiple
citizens could share the same unit square. The population size is 100 citizens, out of which two
citizens are sick. The most critical process of the model, which the simulation repeats on every step, is
checking for each citizen its logical test to decide if it must enter quarantine. The process then moves
the citizens between their homes and workplaces and infects citizens adjacent to other sick citizens if
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the citizens are not quarantined. The most important design concept of the model is the connection
between a decision and an information source within the information stream modeling.

The statistical distribution of citizens in households and workers in workplaces from (Shi et al., 2010)
was used to calibrate the simulation for several reasons. Firstly, the CDC (Centers for Disease Control
and Prevention) included it as part of the references for a community mitigation guideline (Qualls et
al., 2017) which increase credibility. Additionally, it is presented in a replicable and comparable
manner that allows replication of our simulation based on the referenced document. Specifically, we
allocated individual citizens' homes and workplaces based on these distributions. This approach
allowed us to simulate the spatial distribution of the population in the modeled system and test its
effects on the outcomes of interest.

In this model, infection between citizens is set to have a chance at every time step if the citizens share
a common space. To simplify the simulation, an infection can only occur when the agents share the
same location (home or workplace) and not during transit (which was assumed to happen in less than
an hour and so neglected in this model).

Different simulation runs had different information stream configurations (Figure 2). During the
exploration phase the simulation was run for all combinations of the information stream and out of all
these combinations the following three were selected to demonstrate the connection between
information streams and emergence.

In the 'basic' configuration, citizens had information about their proximity to other sick citizens. They
began quarantine if they were adjacent to ill citizens (Figure 2(a)).

In the second configuration, 'home 10', citizens had information about proximity to other sick citizens
as in the 'basic' configuration and the total citizens sharing a single home (Figure 2(b)). The decision
rule was that if a citizen shares a home with 10 or more other citizens, he is quarantined in addition to
the 'basic' rule already in place. These two logic rules are evaluated separately for each agent in
subsequent order with a logical OR between them.

In the third configuration, 'workplace 20', citizens had information about proximity to other sick
citizens as in the 'basic' configuration and the total number of citizens sharing a single workplace. The
decision rule was that if a citizen shares a workplace with 20 or more other citizens, he is quarantined
in addition to the 'basic' rule already in place. It is important to note that in ‘workplace 20" and 'home
10’ citizens are kept quarantined even if they had not encountered a sick agent at all.

Citizen Citizen

@
Quaran-
tine
Sympto- Sympto-
matic matic

(a) (b)

Figure 2 - Two different information stream configurations. (a) citizens only have basic
information about the sickness status of other citizens. (b) every citizen also has information
about the home locations of other citizens.

Quaran-
tine

From a system design standpoint, the goal is to keep working hours at a maximum while reducing sick
citizens to a minimum. These goals contradict, as the ideal solution for the reduction of sick citizens is
to keep every citizen at home for the duration of the simulation (lockdown). However, in this ideal
solution, no work hours are generated at all. In contrast, the three aforementioned information stream
configurations present trade-offs between sick people and the work hours generated. Each
configuration was run 10 times with random starting conditions. An average was calculated for the
relevant metrics (see Figure 3): sick count and accumulated work hours. We do not present statistical
tests as we run each configuration only 10 times.
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The baseline information stream configuration, where agents only went to quarantine if exposed to
nearby sick agents, denoted by 'basic’, has an average that reaches 14 sick citizens. Both suggested
information stream alternatives reduce this number to 8.

However, the total work hours for "Workplace 20" are higher (9200 total) than the 'basic' configuration
(8800 total) due to spreading infection while the total work hours for the 'Home 10" are lower than the
original configuration (8200 total) due to unnecessarily repeated quarantine of agents. This
comparison shows that for maximum work hours, agents should only consider the original information
stream and that in high clusters of agents, it is beneficial to automatically quarantine all involved.

14

—— Basic
12 Home 10
—— Workplace 20

=
o
1

[o2]
I

Sick citizens,
average over all runs

0 50 100 150 200 250
Timestep

10000
—— Basic

Home 10
8000 + —— Workplace 20

o))

o

o

o
1

H

o

o

o
L

2000 A

Accumulated work hours generated,
average over all runs

0 50 100 150 200 250
Timestep

Figure 3 - Simulation results (showing the average for 10 independent runs for each
condition); The upper graph shows the average number of sick citizens for every condition
while the lower graph shows the accumulated work hours for each condition. Both extra
conditions yield a more resilient system than the unmodified version (‘Basic’) while checking
homes ("Home 10') reduces accumulated work hours versus checking workplaces
('Workplace 20

6 CONCLUSIONS

This article attempts to provide a method to engineer emergent properties into systems of systems.
Some previous research presented the use of simulation to generate simple and weak emergent
properties but there was no research into strong emergent properties. While there has been some work
to show the effect of information stream on emergent properties, there have been no simulations to
demonstrate this connection. Such a method will enable system-level engineered properties using a
top-down approach. If such a method exists, SOSE can select this property and test the related
information exchange in the system through simulation. According to the results of the simulation,
different changes can be made to the information stream in the system to achieve the wanted property.
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We demonstrated this capability on a simple system. This system was composed of agents that can
affect each other but have different goals. The information stream in the demonstrated system was
tested; changes in the information stream alone resulted in a decrease of up to 43% in affected agents
showing a significant change in the system dynamics due to this information change.

The results of the simulation demonstrated the usage of the proposed method for engineering
emergence. The authors suggest that this method can be expanded to other systems of systems as a
method of emergent property engineering. This proposed method may be used to model and analyze
any system using a coarse approach as the first base for modeling while adding detail as the simulation
effort progresses to achieve more accurate results. Future research can expand this work to model
specific emergent properties and the required information stream to support them.

As an example of future use, suppose an intelligence SoS is composed of sensor arrays, data analysis
systems, and additional components. The different CS have different goals and objectives (e.g., the
sensors aim to collect data while the analysis systems aim to analyze and produce actionable
information), these CS may extend resources from the global resource pool to increase their
throughput (or release resources back to the global resource pool to reduce their throughput). The
information stream of this proposed system can be analyzed to enhance self-organization in the SoS as
a strong emergent property. A preliminary demonstration of enhancing self-organization is presented
in (Hochmann & Reich, 2022). Other information exchanges within the system can be analysed to test
their connection to the proposed emergent property or other emergent properties. This enables a
simple perspective of the system that enables SoS design using simulation.
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