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Making human data in research and clinical 
datasets broadly accessible is essential to 
advancing biomedical research, precision 

medicine, and public health. Research data are often 
shared in compliance with policies, such as those set 
forth by funding agencies (e.g., the National Institutes 
of Health (NIH) Genomic Data Sharing Policy) and 
by academic journals (e.g., in compliance with the 
International Committee of Medical Journals Edi-
tors).1 Advocates and supporters of open science are 
also encouraging sharing of datasets and other valu-
able resources that enable data integration and analy-
sis.2 Not only are data being shared, but institutional 
arrangements are being developed to support the dis-
tribution of data, creating a medical information com-
mons (MIC).3 An MIC is a networked environment in 
which diverse health, medical, and genomic data on 
large populations become widely shared resources.4 
While this paper uses the term “MIC” to refer to the 
data-sharing ecosystem, certain data-sharing efforts 
within the ecosystem may also be described as MICs. 
Such an understanding of an MIC follows Elinor 
Ostrom and colleagues’ conceptualization of com-
mons for managing larger common-pool resources as 
complex and having multiple layers.5

Policies and guidelines endorsed by organizations 
such as the Global Alliance for Genomics and Health 
(GA4GH) and the Organisation for Economic Co-
operation and Development (OECD) promote the 
development of an MIC and recommend that data-
sharing initiatives communicate information on key 
features such as governance, privacy and security 
protections, and data access rules in a transparent 
manner and through accessible formats, including 
digital platforms.6 Transparency about data-sharing 
practices can cultivate trust among individuals con-
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templating participation in or considering whether 
to continue their participation in a data-sharing ini-
tiative.7 Achieving a trusted and trustworthy MIC is 
imperative if the benefits anticipated from large-scale 
data sharing are to be realized.8 But how well are data-
sharing initiatives living up to this norm of transpar-
ency about their practices? And what can be learned 
from comparing practices across data-sharing initia-
tives, insofar as those practices can be identified draw-
ing on available information?

We reviewed publicly-available information about 
existing data-sharing initiatives in order to comment 
on the implementation of strategies recommended by 
GA4GH and other organizations to promote trans-

parency about data-sharing practices. Our focus was 
on U.S. efforts collecting and sharing primary DNA-
derived data from individuals, and we report on char-
acteristics such as funding source and type(s) of data 
shared and practices in the domains of consent, pri-
vacy and security, data access, oversight, and partici-
pant engagement.

Methods
A two-stage analysis was carried out to describe the 
biomedical data-sharing landscape. To inform cur-
rent research efforts, including precision medicine 
projects, the landscape analysis focused on efforts 
sharing or facilitating the distribution of genomic 

Figure 1
Landscape Analysis Consort Diagram
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data that share or do not share other health-related 
information. The first stage of the analysis examined 
publicly-available online information and led to the 
development of a typology characterizing the data-
sharing landscape as a whole. Details regarding the 
first stage of our landscape analysis are reported else-
where in this issue.9 In brief, we reviewed a total of 
679 efforts. After application of exclusion criteria as 
shown in Figure 1, the remaining 327 were used to 
generate a typology of efforts sharing or facilitating 
the distribution of data derived from human DNA.10 
Note that at this stage we excluded efforts that share 
data only through an external repository. While efforts 
contributing data to repositories (such as the database 
of Genotypes and Phenotypes (dbGaP)) are impor-
tant to the development and sustainability of an MIC, 
data shared through repositories are governed by the 
policies established by the repository. Biobanks only 
sharing biosamples (i.e., not sharing data) and forth-
coming initiatives (i.e., initiatives in the planning 
stages) were also excluded, along with efforts no lon-
ger actively sharing data. 

Stage Two of Landscape Analysis
The second stage of the landscape analysis reports on 
the data-sharing practices of the subset of efforts that 
were categorized in the first-stage analysis as open- 
and controlled-access data-sharing initiatives.11 These 
initiatives were chosen for further review because 
they directly collect from individuals biosamples used 
to derive genetic data or collect reports containing 
genetic data such as the reports furnished by direct-
to-consumer DNA testing companies, allowing for 
an examination of practices from the point of con-
sent to the distribution of the data. The open- and 
controlled-access data-sharing initiatives included 
for review satisfied the following inclusion criteria: 1) 
share DNA-derived data generated from biosamples 
or data reports collected from individuals; 2) are of 
U.S. origin or include data collected in the U.S.; and 
3) share the data through distinct mechanisms, mean-
ing according to practices established by the initiative 
itself. Finally, initiatives that had insufficient publicly-
available information about data-sharing practices to 
enable characterization of those practices in any of 
our major domains (Table 1) were excluded, yielding 
a total of 34 data-sharing initiatives reviewed for pur-
poses of this stage of our analysis. 

Data Collection and Analysis
To comment on transparency, our review exclusively 
relied on publicly-available online information, 
including supporting documents (e.g., consent forms, 
data-sharing agreements, data dictionaries) if avail-

able. Information and documents available only upon 
request or following completion of a registration pro-
cess were not included. Publicly-available, Internet-
accessible academic and popular press articles were 
reviewed to better understand the operations of a 
given initiative. Details on data-sharing practices were 
captured on a data collection instrument developed by 
the research team and programmed into the Research 
and Electronic Data Capture (REDCap) platform.12 
The process of developing the data collection instru-
ment was iterative and initially guided by a prelimi-
nary review of websites and project team input. The 
final instrument included questions of interest and 
response categories informed by our review of ini-
tiatives and relevant guidelines on data sharing and 
transparency. Initiatives included in the final set for 
analysis did not necessarily have details related to all 
the Table 1 domains available on their website; we 
therefore used a “Not Mentioned Online” response 
category to capture these occurrences. The REDCap 
data collection instrument is available as part of the 
online Supplemental Information for this paper.

Each website and related documents were exam-
ined for various characteristics (Table 1) including 
funding source, type of data shared, and promoted 
use of the data (e.g., disease-specific vs. broad data 
use). We categorized funding from academic cen-

Table 1
Reported Information on Characteristics and 
Data-Sharing Practices

Characteristics Funding source
Type(s) of data shared
Adult vs. pediatric data shared
Disease-specific or broad focus

Data-Sharing Practices:

Consent Type of consent

Privacy and 
Security

Discussion of applicable privacy laws
Breach response plan

Data Access Data access levels
Requirements to access data
Invited data users
International data sharing

Oversight Data access oversight body
Constitution of data access oversight 
body

Participant 
Engagement

Mode(s) of communication with 
participants
Engagement of participants in decision 
making
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ters as non-profit funding. Although we focused on 
data-sharing initiatives sharing DNA-derived data, 
we recorded whether other types of data that are 
important factors in health, such as the built envi-
ronment and lifestyle habits, were also included in 
shared datasets. We also explored practices related to 
consent, privacy and security, data access, oversight, 
and participant engagement. For privacy, we exam-
ined whether initiatives had standalone webpages or 
downloadable documents and sections on a webpage 
dedicated to sharing information about data privacy 
protections. We also took note of any information 
related to privacy posted elsewhere, such as on the 
consent form or the Terms of Use (TOU) agreement. 
TOU agreements typically serve to inform the user of 
the utilization of HTTP cookies to collect browsing 
activity data, in addition to other information gov-
erning the use of a website. We only included in our 
review TOU agreements that described policies and 
practices related to the sharing of health-related data. 
In addition, we examined the accessibility of data and 
used the GA4GH definition of open access — “[m]
aking data available without restriction” — to clas-
sify an initiative as open- or controlled-access.13 We 
considered any gatekeeping action required to access 
the data– for example, submitting an application or 
creating a user account– a restriction, and such initia-
tives were classified as controlled-access. 

Also, engagement of individuals whom the data 
describe (“participants”) was examined in two ways: 
communication with participants through the initia-
tive’s website and the involvement of participants in 
making decisions concerning data uses. All the ini-
tiatives reviewed had a public interface. However, 
we distinguished between websites intended for 
researchers and websites intended for participants 
and did not consider posting content intended for 
researchers, such as study protocols, a form of partici-
pant engagement. 

Two members of the research team archived cop-
ies of digital content, entered data, and reviewed 
each other’s entries. We started the landscape analy-
sis in 2015 and continuously updated the informa-
tion through August 2018. The use of REDCap allows 
for an automatic assignment of numerical codes for 
the response options. The reported relative frequen-
cies were derived from REDCap using the Reports 
function. 

Results
A total of 34 initiatives that met inclusion criteria of 
sharing DNA-derived data of U.S. origin or with sig-
nificant U.S. presence and publicly available data-
sharing details are included in this analysis.14

Characteristics
More than half were funded by non-profit, non-gov-
ernmental organizations (n=19, 55.9%), such as aca-
demic centers, advocacy organizations, and private 
foundations. Other funding sources included gov-
ernmental organizations (n=6, 17.6%) and for-profit 
companies (n=2, 5.9%), in addition to partnerships 
between governmental, non-profit, and for-profit 
entities (n=3, 8.8%), government and non-profit orga-
nizations (n=2, 5.9%), and non-profit organizations 
and for-profit companies (n=2, 5.9%). Most initiatives 
were established by a U.S.-based organization (n=31, 
91.2%) and promoted disease-specific research (n=25, 
73.5%). 

The vast majority of initiatives (n=33, 97.1%) shared 
some phenotypic information (e.g., disease diagnosis, 
weight, height, handedness), and several also shared 
other health-related information, such as diet (n=11, 
32.4%), physical activity (n=12, 35.3%), and drug 
(including cigarettes) and alcohol use (n=15, 44.1%). 
Other data shared included information on educa-
tion (n=14, 41.2%), employment status and income 
(n=12, 35.3%), the built environment, including zip 
code (n=10, 29.4%), health insurance status (n=5, 
14.7%), and social connections (n=4, 11.8%).15 Nearly 
half shared data from both adults and minors (n=15, 
44.1%), and a third shared data from adults only 
(n=13, 38.2%), with the remainder not specifying 
online the age of participants represented in the data 
shared (n=6, 17.6%).16

Consent
We found information about consenting processes, 
consent forms, or TOU Agreements containing lan-
guage typically seen in consent forms for 18 initiatives. 
One TOU Agreement, that of the Altruist Database, 
advised participants that it is their responsibility to 
review the TOU Agreement periodically to monitor 
for changes that may affect their willingness to par-
ticipate. Most of the initiatives used a one-time agree-
ment or broad consent (n=13, 72.2%). Only one initia-
tive, the HEROIC Registry website, clearly described 
the use of a dynamic, granular consent process that 
that allows participants to specify the acceptable uses 
of the data they contribute and change these param-
eters over time. Specifically, the Registry linked to a 
Terms of Use pop-up window that disclosed their 
implementation of the Platform for Engaging Every-
one Responsibly (PEER).17

Privacy and Security
Initiatives communicated information about data 
privacy via a standalone webpage or within a section 
of a webpage such as a Frequently Asked Questions 
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page (n=6, 17.6%), via a supporting document such as 
a consent form inclusive of a TOU agreement operat-
ing as a consent (n= 6, 17.6%), or via both webpage 
content and a supporting document (n=12, 35.3%). 
For 10 (29.4%) initiatives, we were unable to locate 
any information about data privacy and security. An 
example of an initiative communicating risks and 
privacy information via a TOU agreement was open-
SNP, which posted a disclaimer on the lack of data 
privacy.18 Six initiatives (17.6%) noted the possibil-
ity of a data breach, while one (2.9%) indicated that 
they will notify participants of a data breach. Also, ten 
(29.4%) mentioned the Health Insurance Portability 
and Accountability Act (HIPAA) and eight (23.5%) 
mentioned the Genetic Information Nondiscrimina-
tion Act. Additional information reported via web-
sites include dreceiving IRB approval (n=11, 32.4%) 
and receiving a Certificate of Confidentiality (n=8, 
23.5%). A Certificate of Confidentiality would prohibit 
those initiatives from disclosing sensitive, identifiable 
information with only a few exceptions (including dis-
closure with individual consent and for research pur-
poses under certain conditions).19 An interesting data 
privacy and security strategy we recorded has been 
implemented by the Personalized Medicine Research 

Project at the Marshfield Clinic. The Clinic reported 
storing research data in a database that is not con-
nected from “other Clinic information systems or to 
any external network, such as the Internet.”20

Data Access
The majority of initiatives (n=28, 82.4%) shared data 
only through a controlled-access portal that requires-
dsome action to be taken before data could be accessed 
(see Table 2). Three (8.8%) initiatives had no restric-
tions on data access and thus met the GA4GH defini-
tion of “open access,” and three (8.8%) comprised both 
open- and controlled-access data. Some initiatives 
(n=4, 11.8%) made data available through an external 
repository and through distinct, initiative-level mech-
anisms. For example, the Framingham Heart Study 
(FHS) reported sharing genetic data through dbGaP; 
data not available through dbGaP were directly shared 
with researchers approved by the FHS DNA Commit-
tee.21 We observed that 17 (50%) initiatives used the 
language of “open science” to describe their data-shar-
ing policy.

The majority of initiatives (n=31, 91.2%) invited 
researchers to access data without specifying whether 
the researcher must be affiliated with an academic 

Initiative Type

All Initiatives
n= 34 (100%)

Controlled- 
Access

n= 28 (82.4%)

Controlled- & 
Open-Access♦

n= 3 (8.8%)
Open-Access
n= 3 (8.8%)

Requirements to Access Data ▲
Agree to Conditions of Data Use 
Create User Account
Submit Application
Obtain IRB Approval
Send Email Request
Access External Repository

22 (64.7 %)
19 (55.9%)
16 (47.1%)
14 (41.2%)
8 (23.5%)
4 (11.8%)

19 (67.9%)
16 (57.1%)
15 (53.6%)
13 (46.4%)
8 (28.6%)
3 (10.7%)

3 (100%)
3 (100%)
1 (33.3%)
1 (33.3%)
0 (0%)
1 (33.3%)

--
--
--
--
--
--

Invited Data Users ▲
Unspecified Researchers
Academic Researchers
Private Industry Researchers
Clinicians/Healthcare Providers 
Other ■

31 (91.2%)
2 (5.9%)
3 (8.8%)
5 (14.7%)
6 (17.6%)

26 (92.9%)
1 (3.6%)
2 (7.1%)
4 (14.3%)
3 (10.7%)

2 (66.7%)
1 (33.3%)
1 (33.3%)
1 (33.3%)
2 (66.7%)

3 (100%)
0 (0%)
0 (0%)
0 (0%)
1 (33.3%)

Information on who has accessed data is 
available online. 

10 (29.4%) 9 (32.1%) 1 (33.3%) --

▲ The column percent totals may sum to more than one hundred as more than one option may have been selected for each initiative.
♦ Information on requirements to access data pertains to data available through controlled access only.
■ “Other” category includes DTC genetic testing company customers and the public.

Table 2
Requirements and Users by Type of Access
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institution or other sectors, such as private industry. 
Healthcare providers and clinicians were identified as 
data users by six (17.6%) initiatives. Lastly, five (14.7%) 
initiatives explicitly invited other groups, for example, 
customers of direct-to-consumer (DTC) genetic test-
ing companies or the general public, to access data. 
Categories of invited data users were not mutually 
exclusive. 

In order to access data, the majority of initiatives 
reviewed (n=19, 55.9%) required data seekers to create 
a user account. Other common requirements include 
submitting an application (n=16, 47.1%) and/or 
receiving IRB approval (n=14, 41.2%). Furthermore, 
the majority of initiatives (n=22, 64.7%) required 
agreement to abide by stipulations governing data 
access, such as permissible data uses and acknowl-
edgement of the data source in publications resulting 
from data accessed. Many of these initiatives required 
a signed agreement; a few used clickwrap agreements. 
An initiative granting data access through a clickwrap 
agreement was the American Association for Cancer 
Research Project Genie, which required data seekers 
to click on the “Agree” box following individual state-
ments specifying the terms of data use and then click a 
‘SUBMIT” button. Thereafter a Google email address 
was used to authenticate the user before access was 
granted.22 In other cases, applications for access 
underwent a review process to determine eligibility 
based on institutional affiliation and purpose of the 
request. For example, the Alzheimer’s Disease Neu-
roimaging Initiative’s Data Sharing and Publication 
Policy stated: “The DPC [Data and Publications Com-
mittee] does not believe it is feasible to adjudicate who 
is ‘qualified’ and who is not, however to maintain com-
pliance with language in the informed consent docu-
ments indicating that data will be shared with mem-
bers of the ‘scientific community,’ the DPC will review 
the applications of each investigator requesting data 
and make a judgment based on their affiliation with a 
scientific or educational institution, and on the basis 
of the reason for the request.”23

Of the initiatives we reviewed, ten (29.4%) pro-
vided information on who has accessed data either by 
listing the publications resulting from data access or 
providing statistics on the sectors that have used the 
data. Furthermore, for most of the initiatives reviewed 
(n=25, 73.5%), no information on data release 
embargo policies was found; a few mentioned data 
release policies (n=9, 29%) that either state data are 
readily available (n= 7, 77.8%) or described the con-
ditions of a data release embargo (n=2, 22.2%). For 
example, the Simons Foundation Autism Research 
Initiative embargo policy stated: “In order to facili-
tate other research projects…Simons Foundation per-

sonnel may, at their discretion, release these data to 
other qualified investigators with the understanding 
that these other investigators will have agreed not to 
publish on these data until after an embargo period 
expires.”24

Information on fees to access data was also limited, 
as half of the initiatives did not post such information. 
Among the initiatives that disclosed information on 
fees (n=17, 50%), most (n=11, 64.7%) made data freely 
available. Additional sharing practices that were pub-
licly available for a subset of the initiatives included 
also sharing data through external data resources, 
such as dbGaP (n=17, 50%) and sharing data with 
researchers outside the U.S. (n=22, 64.7%). 

Oversight
Of the 31 initiatives that shared data through a con-
trolled-access mechanism, 23 (74.2%) explicitly men-
tioned an oversight body, such as a data access com-
mittee, that reviews and approves data requests. Ten 
of those (n=10, 43.5%) publicized the roster of names 
and/or roles of the individuals involved with data-
sharing decisions. Representatives with an academic 
affiliation were the most commonly mentioned mem-
bers of data-sharing oversight bodies (n=9, 90%); 
however, some did mention including industry repre-
sentatives (n=2, 20%) and participant representatives 
(n=4, 40%).25

Participant Engagement
The majority of the initiatives we reviewed (n=23, 
67.6%) had websites containing content intended for 
participants that was communicated through elec-
tronic newsletters (n=13, 56.5%) or social media such 
as a Facebook page (n=5, 21.7%). In addition, some of 
the initiatives engaged participants in decision-mak-
ing by allowing them to exercise some control over 
how their individual data are used (n= 3, 8.8%) and 
by whom (n=4, 11.8%), giving them the ability to edit 
or update their data (n=7, 20.6%), and/or involving 
them on an oversight or other governance body, such 
as a data access committee. For example, the Jackson 
Heart Study (JHS) was notable for its work in engag-
ing participants. Through a Community Outreach 
Center (CORC), JHS engaged with participants and 
community members — most of whom are African 
American — to explain data uses, to promote study 
participation and retention, and to train community 
health advisors who in turn educate those living in 
surrounding communities about cardiovascular dis-
ease prevention.26
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Discussion 
As data-sharing initiatives continue to emerge and 
contribute to the evolving MIC, the time is oppor-
tune for a discussion of data-sharing practices and the 
transparency of these practices. Our analysis offers a 
snapshot of how existing U.S.-based initiatives that 
collect and share genomic and other health-related 
data present their data-sharing practices in several 
important domains. Here we highlight several areas 
in which practices appear to vary or merit further 

scrutiny. In particular, we focus on collection and 
sharing of environmental exposure (exposome) data, 
responses to growing concerns about privacy and 
security, data access requirements and citizen science, 
and the relationship between consent, oversight, and 
participant engagement. 

Although we limited our review to initiatives that 
include primary DNA-derived data in the datasets 
they created and shared, we recognize the importance 
of populating an MIC with diverse types of health-
related data to better understand common and com-
plex disease and health outcomes.27 Indeed, a 2011 
U.S. National Academies report emphasized the expo-
some, stating that with such data as part of its foun-
dation “a Knowledge Network of Disease could lead 
to better understanding of the variables and mecha-
nisms underlying disease and health disparities, 
thereby helping to reveal a truer picture of the ecol-
ogy of human health and facilitating a more holistic 
approach to health promotion and disease preven-
tion.”28 Accordingly, efforts to share DNA-derived data 
should endeavor to incorporate and link more infor-
mation related to physical and social environmental 
exposures in order to achieve the National Academies’ 
vision and precision medicine and public health goals. 

Amassing a variety of data about individuals, par-
ticularly genetic or sensitive behavioral primary 
data, raises privacy concerns even when the data are 
de-identified in line with current standards (e.g., as 
established in connection with HIPAA). Many of the 
initiatives we reviewed did not describe security mea-
sures or a breach response plan on their websites, 
although these initiatives may disclose that informa-
tion through other media. We suggest that data-shar-
ing initiatives adopt a practice of publicizing mea-

sures they are taking to prevent breaches and sharing 
information about their plan for communication with 
participants should a breach occur, especially given 
public attention to cyberattacks on services such as 
Equifax and Healthcare.gov.29 Genomic data are not 
immune to hacking. In fact, the United Kingdom’s 
National Health Service stores DNA data acquired 
for the Genomics England project on military servers 
due to data security concerns.30 Similarly, initiatives 
that do not connect a research database to the Inter-
net, like Marshfield Clinic’s Personalized Medicine 
Research Project, may provide an added layer of data 
protection. Such a strategy may appeal to individuals 
with data security concerns who would otherwise be 
unwilling to participate. However, this strategy may 
impede broad and immediate dissemination of the 
data for legitimate uses and may be seen as an undesir-
able data-sharing model by advocates of open science. 

Also related to privacy, controlled-access initia-
tives often employ a review process for data requests 
to reduce the risk of harm from nefarious data uses. 
Registered access has been proposed as a mechanism 
to ensure data privacy and security while making data 
available for research use, particularly data that are 
browsed rather than downloaded.31 We observed a dif-

As data-sharing initiatives continue to emerge and contribute to the evolving 
MIC, the time is opportune for a discussion of data-sharing practices and the 
transparency of these practices. Our analysis offers a snapshot of how existing 
U.S.-based initiatives that collect and share genomic and other health-related 
data present their data-sharing practices in several important domains. Here 
we highlight several areas in which practices appear to vary or merit further 
scrutiny. In particular, we focus on collection and sharing of environmental 

exposure (exposome) data, responses to growing concerns about privacy and 
security, data access requirements and citizen science, and the relationship 

between consent, oversight, and participant engagement. 
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ferent model involving a clickwrap agreement through 
which data seekers click ‘I agree’ to the terms of use, 
with no manual review process to authenticate and 
authorize data seekers. Instant approval through a 
clickwrap agreement may expedite access to data. But, 
the implications of implementing this type of agree-
ment to govern the sharing of genomic and other 
sensitive health data, particularly whether such an 
agreement is a contract or pseudo-contract and the 
enforceability of the terms to ensure data (especially 
downloaded data) are not misused and are adequately 
protected, should be further explored.32

Regarding data access requirements and users, most 
of the initiatives we reviewed limit access to “qualified 
researchers” whose intended data use aligns with the 
goals of the initiative and consent requirements. How-
ever, ambiguity remains about how data access deter-
minations are made, and it is often not clearly commu-
nicated on the initiative’s website whether researchers 
from government agencies, academic centers, and/
or for-profit companies, or even citizen scientists, are 
eligible to access the data. While some data access 
requirements might be satisfied by citizen scientists 
without too much difficulty (e.g., create user account, 
send email request, submit application), others, such 
as obtaining IRB approval or executing a data-sharing 
agreement, pose significant barriers. As support for 
citizen science in biomedical research increases, the 
trade-offs involved in making data resources more 
available to citizen scientists merit further analysis. 

It is also not common practice for initiatives to pub-
licize who is accessing the data and how the data are 
being used. Publicly posting information on approved 
research protocols and on published studies that uti-
lize data may help participants understand why cer-
tain researchers are granted data access and alleviate 
concerns about potential misuse. It would also help to 
establish the extent of the benefits of the research and 
data collection efforts.

Finally, regarding consent, oversight, and partici-
pant engagement, the wide utilization of one-time, 
broad consent captured in our review is consistent 
with traditional biomedical research practices. Some 
ethical analysis of large-scale data sharing finds a 
need for stronger oversight mechanisms and a greater 
emphasis on participant engagement, including the 
integration of participants in decision-making pro-
cesses concerning data sharing.33 Dynamic consent, 
which offers granular data-sharing options that can 
be modified over time to reflect changes in a person’s 
attitudes and beliefs about data sharing, is an exam-
ple of a proposed tool to cultivate trust and empower 
participants.34 Yet only one of the initiatives reviewed 
describes using this tool. As to broad consent, some 

have suggested that the ethical justification is tied to 
participant engagement efforts in general, and a clearly 
communicated plan for governance involving partici-
pant representatives in particular.35 The JHS CORC 
is one model for engaging participants, particularly 
ethnic minorities, in research plus health promotion. 
However, engaging participants through efforts such 
as the JHS CORC may be too resource-intensive for 
other projects and may not be a reproducible model 
for all data-sharing efforts. Further work is needed to 
evaluate what participant engagement strategies are 
most effective and efficient. 

Relying solely on publicly-available informa-
tion may have limited the details captured, but this 
approach allowed us to view data-sharing practices 
from the perspective of the public, the people whose 
data are needed to sustain an MIC. The use of the 
Not Mentioned Online option on the data collec-
tion instrument reflects the variation in the degree of 
transparency observed on the websites of the initia-
tives reviewed. Also, this analysis required a thorough, 
often laborious, examination of websites to find rele-
vant information and understand the different aspects 
of data sharing discussed above. 

There is currently no legal requirement that data-
sharing initiatives follow guidelines on transparency 
and disclose information on data-sharing practices 
on their websites, or even maintain a website that is 
accessible to the public via the Internet. However, we 
recommend disclosure of key information related to 
data-sharing practices in formats that are easy for the 
public to find, access, and comprehend. As indicated 
by the GA4GH Framework for Responsible Sharing 
of Genomic and Health-Related Data, comprehensive, 
understandable, and accessible communication of 
data-sharing practices is important to nurturing trust 
from participants.36 Information on public forums, 
such as a website, may foster trust and encourage pro-
spective participants to share data and enrolled par-
ticipants to continue contributing data. To support 
informed decision-making, we also recommend explo-
ration of the feasibility of creating a regularly updated 
resource for the public that captures key information 
about data-sharing initiatives, especially those solicit-
ing data directly from the public. Such a guide would 
facilitate comparisons and function in a manner simi-
lar to Charity Navigator with respect to monetary con-
tributions to philanthropic organizations.37

Conclusion
Data sharing is essential to creating an MIC that 
will lead to meaningful benefits through advances in 
biomedical research, precision medicine, and public 
health. Without data from individuals, the available 
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resources will be inadequate for forms of scientific 
inquiry and clinical decision support that depend on 
big data. Data-sharing initiatives looking to establish 
or improve an online presence should refer to guide-
lines to inform web content development and ensure 
that communication about data-sharing practices is 
understandable and comprehensive. Public and par-
ticipant trust in this enterprise rests on transparency 
about data-sharing practices in domains such as con-
sent, privacy and security, data access, oversight, and 
participant engagement. Finally, it is also critical that 
data-sharing initiatives be trustworthy, endeavor-
ing to address human health in a holistic and equi-
table manner, investing in measures related to privacy 
and security, experimenting responsibly with graded 
access mechanisms (including facilitation of citizen 
science access to at least some kinds of data), and 
carefully considering the interrelationship of con-
sent processes, oversight structures, and participant 
engagement efforts.
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