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George Smiley makes his first appearance on the very first page of Cécile

Fabre’s recent book on the ethics of espionage, Spying through a Glass

Darkly: The Ethics of Espionage and Counter-Intelligence—and aptly

so. John Le Carré’s fictional master spy—known most prominently from the

novel Tinker, Tailor, Soldier, Spy, also adapted into a film and a celebrated TV

series—has structured much of the popular perception of espionage and has

become a byword for intelligence work. Compared with the flashy exploits of secret

agent James Bond, Le Carré’s cerebral spies and gray atmosphere are considered

realistic. The combination of official secrecy and the image of some fiction writers

as privy to insider knowledge led many to treat fictional spy accounts of the Le Carré

type as accurate depictions of intelligence work. In this kind of framework, intelli-

gence agencies are engaged in a version of the “Great Game”: often devious, at times

incompetent, and with numerous moral compromises—but ultimately acting for a

good cause in a self-regulated manner. Spies such as Smiley are portrayed as profes-

sionals, even if flawed ones. The individuals they target for recruitment—or “turn-

ing”—are usually people working for the regimes of adversary nations; unconnected

civilians are generally not part of this game. These images remain common and

influential: the Cold War and spying have become almost synonymous, and percep-

tions of espionage are tied to these cultural representations.
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This is the framework that, at least implicitly, structures most of the analysis in

Spying through a Glass Darkly. The book is based on the paradigm of interstate

conflict: intelligence activities are considered by Fabre as an aspect of “foreign pol-

icy,” where agents are recruited in “foreign countries.” In addition, the analysis

assumes that professional intelligence agencies act to find out their enemies’

secrets, in protection of a clearly superior normative order in their own nations.

Yet in the contemporary post–Cold War world, much—and sometimes most—of

intelligence activity is actually carried out in different contexts: the targets of espi-

onage are often nonstate actors rather than foreign states, and many intelligence

operations take place in areas under the state’s sovereignty or control. This differ-

ent context should affect the ethical evaluations of such practices, as elaborated

below.

In this essay, I accept the basic formulation that Fabre deftly elaborates in her

work: that intelligence work, including using incentives and pressures to encour-

age betrayal and treason, is often morally justified, and at times even obligatory;

and that assessing when it is worth paying the moral price of using deception

and exploitation in the recruitment of agents is based on the criteria of necessity,

effectiveness, and proportionality. However, in the following, I propose, first, a dif-

ferent contextual basis: leaving behind the Cold War–inspired and interstate

framework and instead exploring intelligence in the messier reality of counterin-

surgency, counterterrorism, and “new wars.” Second, I suggest a methodological

expansion: adding a sociological perspective to the ethical discussion by exploring

the wider effects on society, over longer periods, of the operation of human intel-

ligence. Then, based on these shifts in perspective and context, I identify addi-

tional social harms generated by espionage that should change the assessments

of proportionality and lead to a more restrictive view of ethical espionage than

the one emerging from Fabre’s work. I then propose that many of the ethical prob-

lems created by espionage in these contexts result from the widespread systematic

recruitment of informers, while small-scale targeted, ad-hoc recruitment can avoid

many of the long-term social harms otherwise generated by informing.

From Cold War Spies to New Wars’ Informers

If spies such as Kim Philby or Oleg Gordievsky are the emblematic figures of Cold

War espionage, the figure who perhaps most effectively represents the “dirty war”

of intelligence in counterinsurgencies and counterterrorism is Freddie Scappaticci,
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also known as “Stakeknife,” an Irish Republican Army (IRA) informer for the

British army. While the exact details of this affair are still under investigation

by Operation Kenova—the biggest criminal investigation in British history—

the main contours of the story are fairly clear. Scappaticci was an IRA muscleman,

the deputy head of the IRA’s internal security unit—known colloquially as the

“nutting squad”—whose role was to unearth and punish IRA members who

were British informers. For about a decade in this role, he was also himself an

informer and allegedly involved in the killing and beating of several other (real

or wrongly accused) informers. After years in hiding, Scappaticci emerged in pub-

lic view when arrested by police for possessing extreme pornography; the

Kenova investigation, curtailed by British authorities fearing embarrassment

and more revelations, was about to recommend his prosecution when he died

in April . This affair is a particularly vivid illustration of a broader trend

where, as we move away from traditional interstate wars, the main figure is not

the Cold War gentleman spy but the sordid informer.

In “new wars,” counterinsurgencies and counterterrorism conflicts are not

mainly interstate conflicts—as was the Cold War—but rather asymmetrical con-

flicts between states and nonstate actors (such as terrorist, rebel, or national liber-

ation movements). Rather than ideology, it is now ethnic, ethnonational, and

religious identities that are the key cleavages; and political control of a population

is as much a goal as physical control and security. This has several implications for

our discussion.

First, where the legitimacy of the state is exactly what is in question (as in

Northern Ireland or the Occupied Palestinian Territory), the neat distinction

between just and unjust foreign policy becomes less clear and perhaps less rele-

vant. Sources are recruited by intelligence agencies to prevent unjust attacks

on civilians, yet such attacks are often carried out in the context of unjust oppres-

sion by the very same agencies and governments that do the recruiting. Perhaps

more importantly, the scope of the recruitment and operation of informers

tend to be much larger. In fighting insurgency and terrorism, informers—sources

of human intelligence—are considered essential, providing information not easily

available by other means of intelligence gathering. In this messier reality, espi-

onage is also not solely in the hands of secret intelligence services: the intelligence

services still operate, but they do so alongside police and military actors, each cul-

tivating their own networks of informers. Further, the higher levels of control

regimes have over populations in occupied or disputed territories means that
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security forces have recourse to a much broader repertoire of inducements, pres-

sure, and blackmail, which makes recruitment of informers easier. Finally, the

remit of the intelligence agencies is wide: their roles include supporting political

control of the population in question and subduing national, ethnic, or religious

challenges, not just military or violent activities. The combination of all these

factors means that in these contexts there is usually mass recruitment of inform-

ers—high level and low level, central and incidental—to a much higher degree

than is common in interstate conflicts and their typical scenarios explored in

Fabre’s work. As I elaborate below, the scale of the recruitment and operation

of informers generates harms that are not visible when examining individual cases.

A Sociological Perspective on Informing

A sociological perspective can bring additional insights to the ethical discussion.

This first means exploring the overall effects of a given practice on society rather

than assessing the merits of decision-making in individual cases; it can also better

incorporate long-term consequences in this regard. Second, while the methodol-

ogy employed by contemporary normative and applied ethics is to assume

clean, limited scenarios where actors’ intentions are clear (in order to examine

specific issues systematically), a sociological perspective veers toward the opposite:

it assumes a complex reality with unanticipated consequences, goal displacement,

means-end displacement, and latent functions. Such extended perspectives can

be crucial when assessing whether the deception, moral dereliction, manipulation,

exploitation, and coercion that underpin the recruitment of intelligence agents

are proportional to the security gain.

The question of the effectiveness of intelligence is one important issue in assess-

ing proportionality. Ethical evaluations tend to assume, even if implicitly, that

informers actually provide useful information, and then proceed to assess whether

any moral price generated by their operation is adequate in relation to the security

gain achieved by the information. In Fabre’s book, the people recruited by intel-

ligence agencies are designated as “assets,” and this is also the common parlance

in intelligence circles. The premise reinforced by this nomenclature is that every-

one recruited to act as an informer is an asset, primarily providing advantages. Yet

this outlook needs to be challenged, especially in the context of dirty wars and

counterinsurgencies. First, the latent (and sometimes-explicit) goals of security

agencies in such contexts are much wider than gaining information—in practice,
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informers are used also to spread mistrust and paranoia, to act as agent provoca-

teurs or as “proxies” of security agencies. Second, in such contexts, recruitment

is often opportunistic and based on “trawling”: recruiters do not necessarily target

militants or people in possession of secret information but rather anyone from the

community who is susceptible to recruitment, hardly all—or even most—of whom

are likely to be true assets.

Moreover, informers often provide misinformation and disinformation, not

just reliable information. Even when the information they provide is accurate, it

is often suspected of being unreliable because handlers distrust the motives of

those they recruited using pressure and blackmail. In addition, accurate informa-

tion at times does not reach the right target because of the perennial problem of

interagency rivalries, bureaucracy, and secrecy; and even when it does, it is often

not acted upon, in order to protect the identity of the source.

In short, there are numerous reasons to question the premise that informers

should be designated simply and solely as assets, in the literal sense of the

word. All that said, it is important to emphasize that there is no doubt that infor-

mation from informers has helped to save lives on numerous occasions in many

countries; my point is that we should assume that this is neither the typical out-

come nor the sole motivation for their recruitment.

Reassessing the Social Harms Generated by Espionage

Even if we concede that informers provide useful information, the price paid—

which determines the proportionality of recruiting them and putting them into

operation—can be much higher than it initially appears. Appreciating this requires

different optics, with a wider lens and different focus: we also need to look at the

social context and implications for a community where informers operate. First,

reprisals against real and alleged informers by anti-state armed groups and their

supporting communities are a common and widespread phenomenon, which

means that the recruitment of informers generates political violence and does

not merely reduce it. The mass recruitment of informers affects the scope and

nature of reprisals: put simply, the greater the number of informers recruited,

the greater the number who will be killed by armed groups. Moreover, the

more informers who operate, and the longer the period, the more the figure of

the informer becomes a target of hatred and resentment, with the family members

of the exposed informers also ostracized and attacked. This also means a higher
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likelihood of targeting wrongly accused people, or of using the label as cover for

settling unrelated accounts. Violence and other social harms also result from the

immunity given to criminals in exchange for informing. In addition, in a context

of mass recruitment, victims and witnesses would be increasingly reluctant to

report crime to the police, for fear of being targeted for recruitment or seen as

informers by their communities. Informers themselves are also involved in vio-

lence; indeed, they often must inflict it to maintain their cover. All of these con-

sequences should be considered as part of the ethical equation.

There are also other aspects that change when we move from considering the

individual scenario to considering the broader effects. In her book, Fabre notes

that many intelligence agencies exploit the vulnerabilities of people with sexual

orientations considered deviant in their societies, pressuring them to become

agents by threatening to expose their sexual preference. Fabre considers the prac-

tice legitimate in some conditions; for instance, she states that threatening to

expose such individuals is morally permissible while fulfilling the threat would

not be. On a higher scale and over longer duration, threats that are not fulfilled

make little sense. But more pertinently, trawling for informers rather than making

targeted approaches leads to a situation whereby an individual is pressured to become

an informer, for example, simply because he or she is gay living in a community that

considers it a sin. When this becomes a large-scale phenomenon, it also becomes

widely known or rumored in the respective society, making the situation of already-

marginalized groups even worse, as they are considered putative informers.

Further, the “duty of care” to protect and exfiltrate from enemy territory agents

and their dependents is also much less likely to be met when the recruitment of

informers is conducted on a large scale. British security services were able to carry

out a complex, impressive operation to exfiltrate Oleg Gordievsky from the USSR

to the U.K., where he received citizenship. However, this is much harder in rela-

tion to the thousands of Palestinians in the West Bank and Gaza who are at risk as

suspected collaborators but do not receive adequate protection and support from

Israeli authorities, to give just one contemporary example.

Other negative social consequences emerge when we examine the long-term

effects of mass informing. The social mistrust, wounds, and enmities created by

mass informing can adversely affect transitions out of conflicts. In other words,

while in some cases information provided by an informer can foil attacks, the

overall pervasive policy of mass recruitment can actually end up sustaining rather

than ending violence. Anti-peace “spoilers” can discredit rebels’ decisions to end
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armed struggles or oppose violence by portraying these acts as a product of

manipulation by informers. Mass recruitment of informers by state authorities

turns informers into “folk devils” in the eyes of many in their community, and

creates a cultural taboo against informers. As a result, during transitions out of

conflict there are lingering social and cultural norms against cooperation with

the police that complicate and delay letting go of conflict mentalities and achiev-

ing a fully peaceful order. Claims and counterclaims about the identities of

alleged informers can poison social and political lives, and the legacy of informing

sustains internal tensions and fears of reprisals within a community even long

after the conflict ends.

These social implications are often overlooked. For instance, Fabre’s analysis of

treason concludes that the betrayal of intimates makes unjustified treason worse,

but that if the treason itself is justified, then the betrayal of colleagues and com-

rades is not morally wrong, as they are complicitous in the wrongdoings that make

treason morally justified. But in the context of divided societies attempting to

emerge out of conflict, the legacy of personal betrayal in the underground can

have more profound long-term effects. Deception by informers, experienced as per-

sonal betrayal by their comrades, can lead to prolonged enmities and keep old

wounds open even after there is a measure of reconciliation between former under-

ground rebels and their erstwhile rivals in the security agencies. One former IRA

member explained, for example, that the deception is key in this sense: “You

think back: you stayed in their house, you had them in yours, you maybe went on

holiday with them. At that time you thought you knew them, but you didn’t, they

led a double life. And all that sense of betrayal is personal, it’s not just organisational.

The personal betrayal is what gives it that added edge, that keeps the wound open.”

In short, the policy of recruiting informers can have damaging long-term impli-

cations for the ultimate goals of counterterrorism and counterinsurgency: to reach

a peaceful society with “normal” political life and citizen-state relationships. The

negative consequences of informing may be unintended—that is, not meant and

perhaps not foreseen by those devising conflict-era policies—but this only under-

lines the importance of identifying and discussing such effects.

Another important issue relevant to counterterrorism—but not so much to

interstate conflicts—is that the widespread recruitment of informers from some

communities can result in limiting the voluntary flow of information to the

authorities from such communities. Systematic widespread recruitment of

informers has to be built on the immunity provided to offenders, but this creates
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the social stigma of the hated “informer” within the target communities. This

stigma legitimizes threats of retaliation, and in turn makes the voluntary passing

of information from ordinary members of the public less likely, creating a huge

disadvantage for governments seeking to protect their citizens from terrorist

attacks. Extensive recruitment of informers in specific communities—such as

Muslim communities in the U.K. and the United States in the aftermath of

/—of which community members are well aware, can lead to communities

perceiving themselves as collectively suspect and a target of social control, increas-

ing alienation and undermining efforts to engage and partner with community

members for counterterrorism purposes.

The Question of Scale

The issue at stake in this discussion is to a large degree one of levels of analysis;

scale and perspective can alter the normative assessment, as quantitative differ-

ences lead to qualitatively different phenomena. If we look at specific scenarios

of recruiting human sources on a case-by-case basis—as is Fabre’s method in

Spying through a Glass Darkly—we can take a fairly permissive approach; but

in the aggregate, at a level above some critical mass, widespread recruitment of

informers creates new problems that can tip the scales. Each incident of recruit-

ment by itself may be legitimate, but when they accumulate, a macrolevel analysis

would show that their overall effects constitute illegitimate harm.

The question of scale is therefore one of the key variables: the difference

between situations whereby security agencies recruit informers in very specific cir-

cumstances, in a sporadic and regulated manner, resulting in a few short-term

cases; and policies of systematic widespread, proactive recruitment, where large

numbers of long-term informers operate. Pervasive large-scale, long-term recruit-

ment of informers—as was the case in Northern Ireland and is currently the case

in the Israeli-Palestinian conflict—generates the negative political and social

effects sketched above, which targeted, small-scale, ad-hoc recruitments may

not generate. To be sure, assessing when the scope of recruiting informers reaches

unacceptable levels is a difficult task—and finding operational means to regulate

and control the levels is even more challenging. Treating informing as a neces-

sary evil, a “least-bad” alternative, whose every use must be justified while taking

into account the overall quantity might go some way toward checking the practice.
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But this is perhaps more a question of outlook: treating informers as risks or bur-

dens instead of assets, for example, can result in limiting their overall numbers.

It should be stressed, then, that I argue for a much more limited recruitment of

informers, but not for a pacifist or abolitionist approach toward the use of human

intelligence. It is possible to argue, following Ned Dobos’s argument for the abo-

lition of militaries, that even if in some limited circumstances the recruitment of

informers would be justified, the costs incurred by maintaining an institutional-

ized system of human intelligence are such that it is better to dismantle the system

completely, while allowing that some ad-hoc “ticking-bomb” scenarios might

make resorting to informing legitimate. However, many of the abuses and neg-

ative consequences generated by informing occur because the operation of intel-

ligence agencies tends to be shrouded in secrecy and suffers from lack of oversight,

accountability, and legal regulation. To allow the use of informing without an

institutional framework may only increase abuses and unintended consequences.

The solution is to have smaller, more modest, and more tightly regulated

operations.

There is an interesting analogy here with contemporary American debates

regarding the future of prisons and policing. Many observers accept that the prob-

lems of violence and racial discrimination by law enforcement officers, and their

broader social effects, are systematic and have become inevitable within the cur-

rent arrangements, creating more social harms than they solve. For some, this

leads to concluding that the only solution is abolition (of the police or prisons

or both), much like in relation to slavery or to the death penalty, as the assump-

tion is that the institutions cannot be reformed and so must be eradicated. Others

maintain that the way ahead is substantially restricting and minimizing the oper-

ation of policing and prisons, including through reallocating resources to other

bodies and activities, but not to let go of them altogether, arguing that armed

police are necessary in some limited circumstances and that some violent offend-

ers have to be imprisoned. Those who accept the latter position—analogous to

my argument here in relation to informing—seek to have smaller, more account-

able, more regulated police forces and prisons and not to let them operate on an

ad-hoc basis. This, I believe, should be the way ahead in relation to policies on

informing in the contexts explored here. Designing an exact institutional arrange-

ment is beyond my remit, but the key may be engaging in real public debates on

these issues, as hitherto the topic has not been discussed publicly in the scope and

depth of debates on, for example, policing or the death penalty.
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Conclusion: The Legacy of Espionage

The approach sketched here accepts the framework offered by Fabre for the eval-

uation of espionage and its cardinal activity of recruiting human sources. When

applying it to the context of “new wars,” however, I argue that the tests of neces-

sity, effectiveness, and especially proportionality should be applied to the overall

policy rather than on a case-by-case basis. This broader perspective also takes

into account the long-term legacy of espionage and how it can affect society, cul-

ture, and individual lives long after the actual events in question. This is, in fact,

what John Le Carré himself ended up doing: his books published after the end of

the Cold War became increasingly critical of Western intelligence activities, ques-

tioning their necessity and effectiveness, and observing the abuses they generate as

the focus shifted from the Cold War ideology to the murky war on terror. In one

of his last books, aptly titled A Legacy of Spies, he even revived George Smiley, in

the context of a human rights inquiry examining the legality and morality of the

deception described in his s classic The Spy Who Came in from the Cold.

This fictional inquiry, examining the broader and long-term consequences of espi-

onage, should inspire real-world assessments of the proportionality of intelligence

activities.
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Abstract: This essay starts by accepting Cécile Fabre’s argument in her book Spying through a Glass
Darkly that intelligence work, including using incentives and pressures to encourage betrayal and
treason, can be morally justified based on the criteria of necessity, effectiveness, and proportional-
ity. However, while assessments of spying tend to be based on Cold War notions, I explore it here in
the messier reality of counterinsurgency, counterterrorism, and “new wars.” In addition, I suggest a
methodological expansion: adding a sociological perspective to the ethical discussion by exploring
the wider effects on society, over longer periods, of the operation of informers. Based on these shifts
in perspective and context, I identify additional social harms generated by espionage that should
lead to a more restrictive view of ethical espionage than the one emerging from Fabre’s work. I
argue that many of these social harms are created by the mass recruitment of informers, in asym-
metrical conflicts where governments have leverage over suspected communities, and given the
(often mistaken) belief that everyone recruited to act as informer is an “asset,” primarily providing
advantages. I argue, therefore, that the decisive issue is one of scale: many of the ethical problems
created by espionage in these contexts result from the widespread systematic recruitment of inform-
ers, while small-scale, targeted, ad-hoc recruitment can more easily avoid such problems.

Keywords: espionage, informers, intelligence agencies, betrayal, retaliation, political violence, Irish
Republican Army (IRA), Israeli-Palestinian conflict
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