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ABSTRACT

In the last few years, states have advanced various proposals for cooperation in the use of
countermeasures. In this Article, we ask whether, and if so under what conditions, states
may lawfully collaborate in the taking of countermeasures against other states. We distinguish
five different types of collaboration: (1) independent but coordinated action; (2) secondment;
(3) joint action; (4) aid and assistance; and (5) what we term “proxy countermeasures”—the
idea of taking a measure at the request and on behalf of another state. We consider the per-
missibility of each, both where the acting state is itself entitled to resort to countermeasures and
where it is not. We also draw attention to certain legal and policy considerations relating to,
and to plausible avenues for, the development of international law.

1. INTRODUCTION

States collaborate with each other all the time. They train each other’s officials, fund pro-
jects, sell weapons, and undertake joint operations. States forge and act within alliances,
sometimes informal, sometimes institutionalized. This collaboration is regulated by interna-
tional law. Thus, in certain circumstances, states will bear joint responsibility where their col-
laboration entails the commission of an internationally wrongful act. Various rules of
complicity give rise to responsibility where states facilitate the wrongful acts of another.
The doctrinal aspects of this regulation have received extensive attention in recent interna-
tional legal scholarship.1
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COMPLICITY IN INTERNATIONAL LAW (2015); VLADYSLAV LANOVOY, COMPLICITY AND ITS LIMITS IN THE LAW OF

INTERNATIONAL RESPONSIBILITY (2016); MARINA AKSENOVA, COMPLICITY IN INTERNATIONAL CRIMINAL LAW

(2019); PRINCIPLES OF SHARED RESPONSIBILITY IN INTERNATIONAL LAW: AN APPRAISAL OF THE STATE OF THE ART
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States regularly collaborate, too, in the adoption of sanctions or restrictive measures against
perceived violators of erga omnes and erga omnes partes obligations. And recently, states have
begun to raise the possibility of collaboration in the taking of countermeasures.2 For instance,
there has been extensive argument about the legality of a proposal to transfer seized Russian
assets to Ukraine as a countermeasure in response to Russia’s invasion of Ukraine.3 This may
involve a number of allies acting in collaboration. Relatedly, in recent statements on the appli-
cation of international law to cyberspace, states have stressed the importance of alliances in
that context,4 putting forward views that states may act together in responding to malicious
cyberoperations, including bymeans of countermeasures. In particular, these statements have
proposed that collaboration in the taking of countermeasures may take place through sup-
port,5 collective action,6 or where one state acts on behalf of another.7 More widely, states
may seek to act jointly as a regional bloc in response to some wrongful act which directly
injures one of them, a situation that is likely to increase in the light of growing multipolarity
and the inadequacies of the UN’s collective security system. For example, in December of
2023, the EU’s Anti-coercion instrument came into force, which includes the possibility
of resorting to countermeasures.8

For the most part, collaboration in the taking of countermeasures has not been treated dis-
tinctly or drawn out precisely, either in the practice or views of states, or in the related schol-
arly commentary. This may be due to a variety of factors which, we think, have tended to
obscure the question. First, it is possible that cooperation in the taking of countermeasures
does occur in practice: injured states may have sought help from allies, or allies may have
offered it, in responding to violations of their rights. But this practice may not be public.
Second, while in many instances states impose sanctions and other restrictive measures in
response to another state’s alleged violations of international law in concert, at least some
of these measures do not involve breaches of the rights of the target state. Even where they
do seem to involve such a breach, this may not be recognized by the state taking the measure.
As such, the question of collaboration in the taking of countermeasures has not been raised or
considered on its own terms by these states. Third, collaboration in the taking of

2 Sanctions do not necessarily involve conduct inconsistent with obligations owed to the target state. Indeed,
broad categories of sanctions—such as certain economic measures and disruption to diplomatic relations—are
likely to be consistent with international law. As such, cooperation in the taking of sanctions does not necessarily
involve cooperation in the taking of countermeasures. On the difference between these concepts, see Tom Ruys,
Sanctions, Retorsions and Countermeasures: Concepts and International Legal Framework, in RESEARCH HANDBOOK

ON UN SANCTIONS AND INTERNATIONAL LAW (Larissa van den Herik ed., 2017).
3 See, e.g., James Politi, Washington Puts Forward G7 Plan to Confiscate $300bn in Russian Assets, FIN. TIMES

(Dec. 28, 2023), at https://www.ft.com/content/d206baa8-3ec9-42f0-b103-2c098d0486d9.
4 Kersti Kaljulaid, National Position of Estonia (2019), CYBERLAW (May 29, 2019), at https://cyberlaw.ccdcoe.

org/wiki/National_position_of_Estonia_(2019) [hereinafter Estonia 2019].
5 Id.; New Zealand Ministry of Foreign Affairs and Trade,National Position of New Zealand (2020), CYBERLAW

(Dec. 1 2020), at https://cyberlaw.ccdcoe.org/wiki/National_position_of_New_Zealand_(2020).
6 National Position of Estonia (2021), CYBERLAW (Aug. 2021), at https://cyberlaw.ccdcoe.org/wiki/

National_position_of_Estonia_(2021) [hereinafter Estonia 2021]; Ministry of Foreign Affairs of Costa Rica,
National Position of Costa Rica (2023), CYBERLAW, para. 15 (July 21, 2023), at https://cyberlaw.ccdcoe.org/
wiki/National_position_of_Costa_Rica_(2023).

7 Ministry of Foreign Affairs of Costa Rica, supra note 6.
8 Regulation (EU) 2023/2675 of the European Parliament and of the Council of 22 November 2023 on the

Protection of the Union and Its Member States from Economic Coercion by Third Countries, OJ L 2023/2675,
at https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L_202302675.
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countermeasures has also tended to be collapsed into a different, though related, question.9

Most collaboration in response to wrongs has so far taken place in the context of sanctions
regimes imposed on perceived violators of fundamental rules of the international legal order.
For this reason, focus has been on the permissibility of countermeasures in the general
interest—on “States other than the injured State” (in the sense of Article 48 of the Articles
on State Responsibility) taking countermeasures in response to the violation of an erga omnes
or erga omnes partes obligation. As we discuss below, the question of the lawfulness of coun-
termeasures in the general interest is a critical aspect for thinking through the permissibility of
collaboration, but it is only part of the picture.
The recent developments just mentioned—the proposal to confiscate Russian state assets,

countermeasures in cyberspace, and the EU Anti-coercion Instrument—all distinctly raise the
possibility of collaboration in the taking of countermeasures. At the same time, though, these
positions and proposals do not specify, for the most part, the forms that collaboration can
take. Collaboration can range from as little as a statement of support, to participation in
the countermeasures of an injured state, to even taking such a measure at another state’s
request. These different forms of collaboration may, and often do, fall under different
rules of international law. By implication, their regulation and, indeed, their permissibility,
may not always be the same. For this reason, analyzing the form that collaboration takes and
the rules that are applicable to each will be essential in understanding the extent to which, if at
all, such collaboration is addressed by, and permitted by, the legal order.
In this Article, we consider five forms of collaboration between states, and assess whether a

state acts lawfully when collaborating with an injured state in taking countermeasures. We
distinguish: first, independent but coordinated action; second, the secondment of an agent
or organ to another state; third, joint conduct; fourth, the provision of assistance to another
state’s countermeasure; and fifth, the idea that a state may take a countermeasure at the
request and on behalf of an injured state. In practice it may often be difficult to determine
the exact boundaries between certain forms of collaboration, especially where the terms of the
collaboration are not clarified by the various participants. But at a doctrinal level, it is impor-
tant to distinguish them since the legal rules applicable to each vary and the permissibility of
the collaborating state’s conduct may—and does, as we will argue—differ from case to case.
The focus of our analysis is on the question whether, and if so under what conditions, a

state acts permissibly when it collaborates with an injured state in its countermeasures against
the wrongdoing state (or “targeted” state). If the injured state acts in accordance with the sub-
stantive and procedural requirements for the taking of countermeasures against its wrong-
doer, it will act permissibly. For the collaborating state, two possibilities arise. First, where
the collaborating state possesses its own independent entitlement to take countermeasures
against the wrong-doing state in question, few difficulties arise. As we will argue, this state
will act permissibly when it collaborates with another state that is also entitled to take coun-
termeasures against the same wrongdoer. The difficulty that arises in this scenario is that of
identifying the circumstances in which the collaborating state will itself be entitled to take
countermeasures against the same wrong-doing state. This will obviously be the case where
the two collaborating states are injured by the state targeted by the countermeasure, but it also

9 As also noted by Ashley Deeks, Defend Forward and Cyber Countermeasures, in THE UNITED STATES’ DEFEND

FORWARD CYBER STRATEGY: A COMPREHENSIVE LEGAL ASSESSMENT (Jack Goldsmith ed., 2022).
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raises the broader—and long disputed—question of whether a state other than an injured
state is entitled to take countermeasures when the prior breach violates an obligation erga
omnes or erga omnes partes owed to it. Second, more difficult issues arise where the collabo-
rating state is not itself entitled to take countermeasures in the circumstances. As we show
below, the extent to which—if at all—the collaborating state also acts permissibly by coop-
erating in the injured state’s countermeasures in these circumstances is unclear. This is likely
to be the more common scenario in practice, insofar as the permissibility of countermeasures
by states other than an injured state in response to erga omnes breaches remains controversial
and, in any case, is only applicable in relation to a narrow set of obligations. For this reason, this
scenario—where the collaborating state possesses no entitlement to take countermeasures—will
be our primary focus.
To this end, the Article is structured as follows. Part II sets out some foundational aspects of

the law of state responsibility and our framework for analysis. It addresses the idea of counter-
measures as a justification to otherwise wrongful conduct, and the ongoing controversy about
who is entitled to take countermeasures. Part III forms the bulk of our analysis—it concerns the
lawfulness of collaboration in each of our five scenarios where the collaborating state has no
entitlement of its own to take a countermeasure. Here, the most complicated question con-
cerns the lawfulness of a collaborating state’s assistance to another state’s countermeasure. We
show that it is plausible to think such assistance is lawful, but that certain considerations of
principle relating to essential features of countermeasures challenge this view. In addition,
our analysis in Part III addresses an idea that has emerged in the context of the application
of international law to cyberspace—that a state may take a countermeasure at the request
and on behalf of another state where it would otherwise not have an entitlement to do so.
We term this proposal “proxy countermeasures” and show that at present it has no basis in
international law, and cannot be justified by analogy to collective self-defense. Thereafter,
Part IV briefly considers situations where the collaborating state possesses its own entitlement
to act—showing that in all five collaboration scenarios, it acts lawfully. Finally, Part V turns to
questions of policy that arise in relation to collaboration in the taking of countermeasures, and
sets out potential directions for the development of the law. Part VI concludes.

II. FOUNDATIONS AND FRAMEWORK

This Part provides a framework for our analysis to come. It will, first, discuss the role of
countermeasures in the international legal order, their function as a justification to otherwise
wrongful conduct, and the ongoing controversy about who is entitled to take countermea-
sures, particularly in response to the breach of an erga omnes or erga omnes partes obligation.
Second, it will turn to collaboration, noting the limited engagement in the practice and lit-
erature with the idea of state collaboration in respect of countermeasures thus far, and the
recent developments pointing in that direction.

A. Countermeasures in the International Legal Order

Countermeasures are a mechanism for the enforcement of state responsibility. Under the
law of countermeasures, states whose rights have been breached by another state can, in
response to the breach and with a view to inducing compliance with the targeted state’s obli-
gations of cessation and/or reparation, forego performance of an obligation owed to that state.
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The regime of countermeasures is set out in the Articles on State Responsibility (ARSIWA),
adopted in 2001.10 In order to be permissible, countermeasures must satisfy a series of sub-
stantive and procedural conditions. Substantively, countermeasures must be a response to a
prior wrongful act, andmust be adopted by the injured state in order to induce compliance by
the wrong-doing state.11 Theymust be temporary,12 reversible,13 and proportionate.14 There
is no requirement that the injured state target an obligation connected or closely related to the
prior breach: reciprocity is not needed, though the choice of obligation is limited by the exclu-
sions listed in ARSIWA Article 50.15 Procedurally, before resorting to countermeasures, the
injured state must call upon the wrong-doing state to comply with its obligations and, subject
to urgency,16 notify the wrong-doing state of its intention to take countermeasures and make
an offer to negotiate.17 ARSIWA leaves open the question whether states who are not injured
by a breach may nevertheless take countermeasures when the breach affects an erga omnes
(partes) obligation owed also to them—a question to which we return later.18

The regime in ARSIWA reflects a careful balance between competing considerations. On
the one hand, there was the desire to ensure that international obligations are respected and
injured states’ rights enforced: in the absence of centralized dispute settlement mechanisms,
international lawmust afford states the power to seek this aim unilaterally. As the Argentinian
delegate put it in the United Nations General Assembly’s Sixth Committee: without coun-
termeasures it was “the injured State [that] could find itself unable to bring about the cessa-
tion of wrongful acts in a timely manner, and could turn out to be the main victim of a
decentralized system of international sanctions.”19 On the other hand, there was the desire
to curb the potential for abuse which is inherent in unilateral self-help. There was ample his-
torical evidence of the abuse of reprisals by powerful states against weaker ones, often on the
basis of spurious or trivial claims.20 Unsurprisingly, certain states that had been subjected to

10 ARSIWA with Commentaries, Responsibility of States for Internationally Wrong Acts, Art. 22 (2001), at
https://legal.un.org/ilc/texts/instruments/english/commentaries/9_6_2001.pdf [hereinafter ARSIWA] (in the con-
text of circumstances precluding wrongfulness, and in Chapter II of Part Three (on implementation of state
responsibility)).

11 Id. Art. 49.
12 Id. Art. 49(2) and Commentary to Pt. 3, Ch. II, para. 4.
13 Id. Art. 49(3).
14 Id. Art. 51.
15 Countermeasures may not affect: the prohibition of force; fundamental human rights obligations; obligations

of a humanitarian character prohibiting reprisals; and obligations under peremptory rules of international law. Id.
Art. 50(1). In addition, the following obligations may not be the object of countermeasures: dispute settlement
obligations existing between the injured and wrong-doing state; and obligations concerning the inviolability of
diplomatic or consular agents, premises, archives, and documents Id. Art. 50(2).

16 Id. Art. 52(2).
17 Id. Art. 52(1)(b). ARSIWA also includes provisions on the suspension of countermeasures, and their termi-

nation. See id. Arts. 52(3), 53.
18 See Section II.A.
19 ILX, Report on the Work of its Forty-Eighth Session, para. 42, UN Doc. A/C.6/51/SR.36 (Nov. 8, 1996).
20 See, for example, the Inter-American Juridical Committee’s list of fourteen instances ofWestern intervention

in Latin America from the independence of the Latin American republics in the early nineteenth century and
through the early part of the twentieth century. Inter-American Juridical Committee, Contribution of the
American Continent to the Principles of International Law that Govern the Responsibility of the State,
Opinion Prepared in Accordance with Resolution CIV of the Tenth Inter-American Conference, Resolution
VI of the Third Meeting and Resolution XII of the Fourth Meeting of the Inter-American Council of Jurists,
at 3–5 (1962).
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such abuse resisted the inclusion of countermeasures in ARSIWA or pushed for stronger and
tighter restrictions. The point was put most forcefully by Brazil when it noted that to recog-
nize “the legitimacy of countermeasures meant denying the equality of States and actually
heightened their inequality.”21 The compromise eventually reached in the International
Law Commission (ILC), and now included in ARSIWA, was found satisfactory by the major-
ity of states in the UN General Assembly (UNGA).
Even if the regime on countermeasures in ARSIWA is generally accepted to reflect custom-

ary law, some doubts remain in respect of certain aspects, most notably the procedural con-
ditions of notification and negotiation.22 Since the adoption of ARSIWA in 2001, states have
tended to endorse the substance of its provisions, even though they have not always men-
tioned them expressly when taking or addressing countermeasures.23 Thus, states have relied
upon these rules in their diplomatic practice,24 and in litigation.25 The ARSIWA regime on
countermeasures has also, for the most part, been endorsed by states in statements on inter-
national law in cyberspace.26

Two aspects of the regulation of countermeasures are relevant for the analysis in the present
Article: the characterization of these measures as justifications, namely defenses that render
conduct permissible, and the question of who is entitled to take countermeasures. Each of
these is addressed in turn.

21 General Assembly, Summary Record of the 25th Meeting, para. 40, UN Doc. A/C.6/47/SR.25 (Nov. 2,
1992).

22 See, e.g., United Kingdom: State Responsibility: Comments and Observations Received by Governments,
UN Doc. A/CN.4/488 and Add.1-3 (Mar.–July 1998); United States: State Responsibility: Comments and
Observations Received by Governments, at 122, UN Doc. A/CN.4/488 (Mar.–July 1998); Germany: State
Responsibility: Comments and Observations Received by Governments, at 121, UN Doc. A/CN.4/488
(Mar.–July 1998). Note that Germany seemed to change its position later: ILC, Report on the Work of its
Fifty-Second Session, at 10, para. 55, UN Doc. A/C.6/55/SR.14 (Oct. 23, 2000). See, in the literature, Linos-
Alexandre Sicilianos, La codification des contre-mesures par la Commission du droit international, 38 RBDI 447, 479
(2005).

23 Expressly referring to ARSIWA before international courts and tribunals. See, e.g., Application of the Interim
Accord of 13 September 1995 (Maced. v. Greece), Counter-Memorial of Greece, 196–203 (Int’l Ct. Just. Jan. 19,
2010). In legal positions on international law in cyberspace, see, e.g., Canada, International Law Applicable in
Cyberspace, GOV’T OF CANADA, paras. 34–37, nn. 23–24 (Apr. 22, 2022), at https://www.international.gc.ca/
world-monde/issues_development-enjeux_developpement/peace_security-paix_securite/cyberspace_law-
cyberespace_droit.aspx?lang=eng; Costa Rica’s Position on the Application of International Law in Cyberspace, paras.
14–16, nn. 19–26 (2023), at https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_
and_Communication_Technologies_-_(2021)/Costa_Rica_-_Position_Paper_-_International_Law_in_
Cyberspace.pdf.

24 See, e.g., U.S. Dep’t of State Press Release, U.S. Countermeasures in Response to Russia’s Violations of the
New START Treaty (June 1, 2023), at https://www.state.gov/u-s-countermeasures-in-response-to-russias-
violations-of-the-new-start-treaty.

25 Gabčíkovo-Nagymaros Project (Hung. v. Slovk.), Merits, 1997 ICJ Rep. 7 (Sept. 25); Archer Daniels
Midland Company and Tate & Lyle Ingredients Americas, Inc. v. United Mexican States, ICSID Case No.
ARB (AF)/04/5 (Nov. 21, 2007); Corn Products International, Inc. v. United Mexican States, ICSID Case
No. ARB (AF)/04/1 (Jan. 15, 2008); Application of the Interim Accord of 13 September 1995, supra note 23, at
120–22.

26 Other than Brazil, most legal positions have endorsed the rules included in ARSIWA (with the exception of the
procedural requirements, which have been called into question either in general, or in their application to
cyberspace, by some states). For the relevant parts of these legal positions, see Countermeasures, CYBERLAW, at
https://cyberlaw.ccdcoe.org/wiki/Countermeasures.
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1. Countermeasures as Justifications

Countermeasures constitute justifications, that is, they are defenses that render permissible
conduct that would otherwise be unlawful. This characterization is widely accepted by
states.27 Justifications do not set aside the affected obligation(s): they have no effect on the
continued existence of the relevant primary rule.28 The primary rule affected under justifica-
tion remains in force throughout: even during the period when the state is permitted to forego
compliance with it in the light of the justifying circumstances. This is particularly clear in the
case of countermeasures: ARSIWA Article 49(2) states that countermeasures are “limited to
the non-performance for the time being” of obligations of the invoking state.29 There are two
features of the concept of justifications that are relevant for our purposes.
First, justifications involve conduct that is prima facie wrong: namely, that is inconsistent

with an existing rule of the legal order. The prima facie wrong is at a minimum a procedural
one,30 in line with the International Court of Justice’s (ICJ) approach in theNicaragua case.31

That is to say, the conduct is wrongful at first blush, or on first impression, until all else—
including the justification—is considered. But, all things considered, the conduct is held to be
permissible. Even so, the point remains that, even after all things have been considered, and
the conduct is found not to be a wrong after all, it is conduct inconsistent with an existing rule
of the legal order. As we discuss in more detail later, this is why countermeasures are often
described as “intrinsically wrongful acts.”32

27 States have invoked countermeasures to support the permissibility of their conduct. See Gabčíkovo-Nagymaros
Project, supra note 25, para. 69; Archer Daniels Midland Company, supra note 25, para. 124; Corn Products
International, supra note 25, at 150–51; Application of the Interim Accord of 13 September 1995, supra note 23,
at 120–21; Appeal Relating to the Jurisdiction of the ICAO Council Under Article 84 of the Convention on
International Civil Aviation (Bahr., Egypt, Saudi Arabia and U.A.E. v. Qatar), Memorial of the Kingdom of
Bahrain, the Arab Republic of Egypt, the Kingdom of Saudi Arabia, and the United Arab Emirates, at 53
(Int’l Ct. Just. Dec. 27, 2018). These states had previously made a similar statement in the dispute before
the International Civil Aviation Organization. In re Application of the State of Qatar Relating to the
Disagreement Arising Under the Convention on International Civil Aviation, Preliminary Objections of the
Arab Republic of Egypt, the Kingdom of Bahrain, the Kingdom of Saudi Arabia and the United Arab
Emirates, at 14, (Mar. 19, 2018) (included as Annex 24, Vol. III, at 612, of the Memorial presented before
the International Court of Justice). States in the UNGA Sixth Committee also overwhelmingly endorsed this
view during the ILC work on ARSIWA. For references, see FEDERICA PADDEU, JUSTIFICATION AND EXCUSE IN

INTERNATIONAL LAW: CONCEPT AND THEORY OF GENERAL DEFENCES 253–55 (2018).
28 ARSIWA, supra note 10, Commentary to Chapter V of Pt. One, para. 2.
29 Id. Art. 49, para. 2. This is one of the key differences between countermeasures and the suspension of treaty

obligations under Article 60 of the Vienna Convention on the Law of Treaties: Commentary to Chapter II of Part
Three, ARSIWA, paragraph 4. While the two are often difficult to distinguish in practice, conceptually and legally,
the two are distinct. Much has been written on the comparison between these two rules. Most prominently, see
generally: Bruno Simma & Christian J. Tams, Article 60 (1969), in THE VIENNA CONVENTION ON THE LAW OF

TREATIES: A COMMENTARY 1351 (Olivier Corten & Pierre Klein eds., 2011); Bruno Simma & Christian
J. Tams, Reacting Against Treaty Breaches, in THE OXFORD GUIDE TO TREATIES (Duncan Hollis ed., 2020);
MARIA XIOURI, THE BREACH OF A TREATY: STATE RESPONSES IN INTERNATIONAL LAW (2021).

30 This is different from the concept of a substantive prima facie wrong. For a discussion, see John Gardner, In
Defence of Defences, in JOHNGARDNER, OFFENCES ANDDEFENCES: SELECTED ESSAYS IN THE PHILOSOPHY OF CRIMINAL

LAW (2007).
31 Military and Paramilitary Activities in and Against Nicaragua (Nicar. v. U.S.), Merits, 1986 ICJ Rep. 14,

para. 226 (June 27).
32 See, e.g., Denis Alland, The Definition of Countermeasures, in THE LAW OF INTERNATIONAL RESPONSIBILITY

(James Crawford, Alain Pellet, Simon Olleson & Kate Parlett eds., 2010); Patricia Tarre Moser,
Non-recognition of State Immunity as a Judicial Countermeasure to Jus Cogens Violations: The Human Rights
Answer to the ICJ Decision on the Ferrini Case, 4 GÖTTINGEN J. INT’L L. 809, 816 (2012); Paul Ducheine &
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Second, justifications can entail permissible, rather than necessarily commendable, conduct.
That is, it is not necessary to benefit from a justification that an agent’s conduct is in some way
right or praiseworthy, although it may be. Justifications can include conduct that is often
described as being merely tolerable33—conduct that, while permissible, is still viewed unfa-
vorably by the legal order.34 As we discuss in more detail in Section III.D, this is a feature of
countermeasures widely emphasized in state practice and scholarship. It is in this sense that
Monica Hakimi describes countermeasures as an institution of “unfriendly unilateralism”

that must be tolerated despite their “unsavory attributes, because the legal order’s formal
enforcement processes are commonly weak or absent.”35

2. Who Can Take Countermeasures?

According to ARSIWA Article 49(1), countermeasures can be taken by “[a]n injured State.”
Injured states are those defined in ARSIWA Article 42. Under this provision, states are con-
sidered to be injured by a breach of international law in three circumstances, which turn on
the character of the obligation breached.36 These are: first, in the case of bilateral obligations,
when the breach affects an obligation that is owed to that state individually;37 second, in the
case of obligations erga omnes or erga omnes partes, when the breach specially affects a state to
which the obligation is owed;38 and third, in the case of interdependent obligations, where
the breach is of “such a character as radically to change the position of all the other States to
which the obligation is owed with respect to the further performance of the obligation.”39

Each of these state(s), as an injured state, is entitled “to resort to all means of redress contem-
plated in the” Articles on State Responsibility, including countermeasures.40

Whether any other states, beyond those which are injured, are entitled to take countermea-
sures has been a contentious question for some time. In practice, states often take measures in
response to perceived serious violations of international law. Throughout 2022 and 2023, for

Peter Pijpers, The Missing Component in Deterrence Theory: The Legal Framework, in NETHERLANDS ANNUAL

REVIEW OF MILITARY STUDIES: DETERRENCE IN THE 21ST CENTURY – INSIGHTS FROM THEORY AND PRACTICE
(Frans Osinga & Tim Sweijs eds., 2020); HENNING LAHMANN, UNILATERAL REMEDIES TO CYBER OPERATIONS:
SELF-DEFENCE, COUNTERMEASURES, NECESSITY, AND THE QUESTION OF ATTRIBUTION 113 (2020); GLEIDER

I. HERNÁNDEZ, INTERNATIONAL LAW 353 (2d ed. 2022).
33 Douglas N. Husak, Justifications and the Criminal Liability of Accessories, 80 J. CRIM L. & CRIMINOLOGY 491,

495 (1989–1990); Joshua Dressler, New Thoughts About the Concept of Justification in the Criminal Law: A
Critique of Fletcher’s Thinking and Rethinking, 32 UCLA L. REV. 61, 72 (1984–1985). In international law,
see PADDEU, supra note 27, at 273–76.

34 Luís Duarte d’Almeida, Defences in the Law of State Responsibility: A View from Jurisprudence, in EXCEPTIONS

IN INTERNATIONAL LAW (Lorand Bartels & Federica Paddeu eds., 2020).
35 Monica Hakimi, Unfriendly Unilateralism, 55 HARVARD INT’L L.J. 105, 115 (2014).
36 On the bilateral or multilateral character of obligations much has been written. See, most prominently, James

Crawford, Multilateral Rights and Obligations in International Law, 319 RECUEIL DES COURS 325 (2006);
CHRISTIAN TAMS, ENFORCING OBLIGATIONS ERGA OMNES IN INTERNATIONAL LAW 117–57 (2005).

37 ARSIWA, supra note 10, Art. 42(a).
38 Id. Art. 42(b)(i). The category of “specially affected states” is somewhat elusive. According to the ILC’s

Commentary, a state is specially affected when it is “affected by the breach in a way which distinguishes it
from the generality of other States to which the obligation is owed.” This will “have to be assessed on a case-
by-case basis, having regard to the object and purpose of the primary obligation breached and the facts of each
case.” Id., Commentary to Art. 42, para. 12.

39 Id. Art. 42(b)(ii).
40 Id., Commentary to Art. 42, para. 3.
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example, a large number of states adopted restrictive measures against Russia in response to
the latter’s aggression against Ukraine.41 So long as any such measures, even if unfriendly and
antagonistic, do not infringe the rights of their target state, they are permissible. The more
difficult question is whether all states (to whom an obligation is owed but who are not injured)
can adopt measures inconsistent with the rights of a wrong-doing state, where that state’s
prior violation affects an obligation owed erga omnes (or erga omnes partes). After all, in line
with ARSIWA Article 48, all states to which the obligation is owed are recognized to have a
legal interest in compliance with it and, as such, to have legal standing to invoke the respon-
sibility of the wrongdoer.42

Which states are entitled to take countermeasures under international law is a key question
for our analysis. As we will argue, where a state is entitled to take countermeasures against a
wrong-doing state, it may lawfully collaborate with another state that is injured by the same
wrongdoer and is, as such, also entitled to take countermeasures against it. But matters are less
simple where the collaborating state is not so entitled. It is thus useful to consider in some
more depth the position of states other than an injured state, and whether international law
has come to recognize their entitlement to resort to countermeasures in response to violations
of erga omnes (partes) obligations owed to them. After all, collaboration in the taking of coun-
termeasures most likely arises in these circumstances—if only by virtue of the fact that mul-
tiple states will be reacting to the same breach. The next two sections will address the position
taken by the ILC in ARSIWA as a starting point, and the practice since then, with a view to
evaluating whether customary international law currently permits states other than an injured
state to take countermeasures in the event of breach of erga omnes (partes) obligations. That is,
it will ask whether countermeasures in the general interest are permitted under customary
law.43

41 For an overview of the economic sanctions adopted in 2022, see CHRISTINE ABELY, THE RUSSIA SANCTIONS:
THE ECONOMIC RESPONSE TO RUSSIA’S INVASION OF UKRAINE (2023). Other sanctions have been adopted in addi-
tion to these ones, including flight bans. See, e.g., United Kingdom Government, UK Sanctions Following Russia’s
Invasion of Ukraine (May 13, 2022), at https://www.gov.uk/government/collections/uk-sanctions-following-
russias-invasion-of-ukraine; The Council of the European Union and the European Council, EU Restrictive
Measures Against Russia Over Ukraine (Jan. 8, 2024), at https://www.consilium.europa.eu/en/policies/
sanctions/restrictive-measures-against-russia-over-ukraine; U.S. Dep’t of State, United with Ukraine (Oct. 21,
2022), at https://www.state.gov/united-with-ukraine/#sanctions.

42 ARSIWA, supra note 10, Art. 48. The standing of states other than an injured state to invoke responsibility has
been endorsed, at least in the context of obligations erga omnes partes, by the ICJ in its preliminary objections
decisions in: Questions Relating to the Obligation to Prosecute or Extradite (Belg. v. Sen.), Preliminary
Objections, 2012 ICJ Rep. 422 (July 20); Application of the Convention on the Prevention and Punishment
of the Crime of Genocide (Gam. v. Myan.), Preliminary Objections, 2022 ICJ Rep. 477 (July 22).

43 A note on our use of terminology may be useful. Countermeasures taken in the event of violations of erga
omnes (partes) obligations have received different labels: “collective countermeasures” (e.g., Linos-Alexandre
Sicilianos, Countermeasures in Response to Grave Violations of Obligations Owed to the International Community
as a Whole, in THE LAW OF INTERNATIONAL RESPONSIBILITY (James Crawford, Alain Pellet, Simon Olleson &
Kate Parlett eds., 2010)); “third-party countermeasures” (e.g., MARTIN DAWIDOWICZ, THIRD-PARTY
COUNTERMEASURES IN INTERNATIONAL LAW (2017)); “countermeasures of general interest” (e.g., Denis Alland,
Countermeasures of General Interest, 13 EUR. J. INT’L L. 1221 (2002)); and, although less commonly, “solidarity
[counter]measures” (e.g., Martti Koskenniemi, Solidarity Measures: State Responsibility as a New International
Order?, 72 BRIT. Y.B. INT’L L. 337 (2002)). The ILC Commentary to Article 54 of ARSIWA refers to these as
“countermeasures in the general or collective interest.” ARSIWA, supra note 10, Commentary to Art. 54,
para. 6. The term “third-party countermeasures” does not, we think, adequately capture the situation of states
other than an injured state in the case of violation of erga omnes (partes) obligations. These states, while not injured
by the breach, nevertheless have a legal interest in the performance of the obligation in question and so they are not,
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a. The Position in ARSIWA

The Articles on State Responsibility make no provision for countermeasures in the general
interest, though the matter was considered in the final two years of the ILC’s work. In light of
controversial views both within the Commission and the UNGA Sixth Committee,44 the
ILC resolved to leave the question open for future development. Article 54 of ARSIWA is
accordingly a savings clause,45 the Commentary to which notes the developing practice on
countermeasures in the general interest but ultimately concludes that at that time—2001—
there was “no clearly recognized entitlement of States referred to in article 48 to take coun-
termeasures in the collective interest.”46

The Commission’s choice of a savings clause was driven by two main considerations. First,
there was the view that the practice existing at that time was insufficient to meet the require-
ments of generality, consistency, and uniformity necessary to evidence a rule of customary
law. This is clear from the Commentary to ARSIWA, which refers to this practice as “contro-
versial,”47 “limited and rather embryonic,”48 and “sparse and involv[ing] a limited number of
States.”49 Second, there was the general tenor of states’ comments in the UNGA Sixth
Committee. No fewer than thirty-five states addressed countermeasures in the general inter-
est,50 and of these six spoke in favor,51 thirteen against,52 and ten were cautious about this

strictly speaking, “third-parties” or “third states.” The term “collective countermeasures,” in turn, has recently
been used in a much wider sense in the cyber context: to refer to, or to include, countermeasures taken by a
state on behalf of another state, at their request, in any circumstances—that is, regardless of the erga omnes (partes)
character of the obligation breached by the wrong-doing state, a question to which we will return in Section III.E
infra. For these reasons, and to avoid confusion, we will use the term “countermeasures in the general interest” in
this Article to refer to this concept, as this term adequately captures the character of the interests affected by the
breach of international law which triggers the taking of countermeasures.

44 For a summary of the debates, see ILC, Report of the Commission on the Work of Its Fifty-Second Session,
UN Doc. A/55/10 (2000); ILC, Report of the Commission on the Work of Its Fifty-Third Session, UN Doc.
A/56/10 + Corr.1 (2001).

45 ARSIWA, supra note 10, Commentary to Art. 54, para. 7.
46 Id., para. 6.
47 Id., Commentary to Pt. 3, Ch. II, para. 8.
48 Id., Commentary to Art. 54, para. 3.
49 Id., para. 6.
50 Out of a total of ninety-seven who spoke on the topic of countermeasures (either singly, or through regional

groups), in both 2000 and 2001.
51 Denmark, Finland, Iceland, Norway, and Sweden, represented by Finland, noted that: “Themost ambitious

aspect of the chapter was the provision on collective countermeasures contained in article 54. The Nordic dele-
gations commended the efforts to establish a public law enforcement system in the case of a breach of obligations
owed to the international community as a whole.” ILC, Report on the Work of Its Fifty-Third Session, at 5, para.
30, UN Doc. A/C.6/56/SR.11 (Nov. 9, 2001). Mongolia “regretted, however, that the final draft omitted the
provision in the former draft article 54 for a non-injured State to take countermeasures. As a small State,
Mongolia believed that the option of collective action, in the form of either sanctions or countermeasures, should
have been preserved in the draft articles.” ILC, Report on the Work of Its Fifty-Third Session, at 9, para. 56, UN
Doc. A/C.6/56/SR.14 (Nov. 13, 2001).

52 SeeAlgeria: ILC, Report on theWork of Its Fifty-Second Session, para. 5, UNDoc. A/C.6/55/SR.18 (2000);
Botswana: ILC, Report on the Work of Its Fifty-Second Session, para. 63, UN Doc. A/C.6/55/SR.15 (2000);
Brazil: ILC, Report on the Work of Its Fifty-Second Session, para. 65, UN Doc. A/C.6/55/SR.18 (2000);
China: ILC, Report on the Work of Its Fifty-Second Session, paras. 40–41, UN Doc. A/C.6/55/SR.14
(2000); Cuba: ILC, Report on the Work of Its Fifty-Second Session, paras. 59, 61, UN Doc. A/C.6/55/SR.18
(2000); Jordan: ILC, Report on the Work of Its Fifty-Second Session, para. 17, UN Doc. A/C.6/55/SR.18
(2000); Iran: ILC, Report on the Work of Its Fifty-Second Session, para. 17, UN Doc. A/C.6/55/SR.15
(2000); Israel: ILC, Report on the Work of Its Fifty-Second Session, para. 25, UN Doc. A/C.6/55/SR.15
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development.53 In some cases, states’ views were in any event hard to interpret.54 These were,
to be sure, comparatively small numbers. But they were to be read against a background in
which a considerable number of states had expressed concern about, or even opposed, the
inclusion of countermeasures in the Articles on State Responsibility at all.55 Perhaps, given
the novelty of other key aspects of the Articles proposed by the Commission—not least of
which was the very notion that states other than an injured state had legal standing to invoke
responsibility—the choice may have also been driven by the desire to ensure that states in the
Sixth Committee would accept the text as a whole.56

b. Developments Since 2001

Academic commentary shortly after the adoption of ARSIWA was already critical of the
ILC’s stance. This commentary engaged in a deep and detailed reassessment of the practice
considered by the ILC, noting that many of these measures were inconsistent with obligations
owed by the states taking them toward the target state, and found additional instances of prac-
tice. These scholars thus concluded that the practice was not limited, embryonic, or sparse, as
the ILC had suggested. On the contrary, it was said to be widespread and consistent: it was a
settled practice.57 Moreover, for these scholars, the Sixth Committee’s reception of draft
Article 54 (2000) was not as negative as suggested by Special Rapporteur James
Crawford’s Fourth, and final, report on state responsibility. In their view, states had been

(2000); Japan: ILC, Report on theWork of Its Fifty-Second Session, para. 67, UNDoc. A/C.6/55/SR.14 (2000);
Libya: ILC, Report on theWork of Its Fifty-Second Session, para. 52, UNDoc. A/C.6/55/SR.22 (2000);Mexico:
ILC, Report on the Work of Its Fifty-Second Session, paras. 35–36, UN Doc. A/C.6/55/SR.20 (2000); Poland:
ILC, Report on the Work of Its Fifty-Second Session, para. 48, UN Doc. A/C.6/55/SR.18 (2000); Russia: ILC,
Report on the Work of Its Fifty-Second Session, para. 51, UN Doc. A/C.6/55/SR.18 (2000).

53 See Austria: ILC, Report on the Work of Its Fifty-Second Session, paras. 76–79, UN Doc. A/C.6/55/SR.17
(2000); Cameroon: ILC, Report on the Work of Its Fifty-Second Session, paras. 63–64, UN Doc. A/C.6/55/
SR.24 (2000); France: ILC, Report on the Work of Its Fifty-Third Session, para. 72, UN Doc. A/C.6/56/
SR.11 (2001) (note that France would subsequently oppose this development, as noted in Section 2.A.2.b);
Germany: ILC, Report on the Work of Its Fifty-Second Session, para. 54, UN Doc. A/C.6/55/SR.14 (2000);
Italy: ILC, Report on the Work of Its Fifty-Second Session, para. 28, UN Doc. A/C.6/55/SR.16 (2000); New
Zealand: ILC, Report on the Work of Its Fifty-Third Session, para. 46, UN Doc. A/C.6/56/SR.11 (2001);
Pakistan: ILC, Report on the Work of Its Fifty-Third Session, para. 76, UN Doc. A/C.6/56/SR.11 (2001);
Singapore: ILC, Report on the Work of Its Fifty-Third Session, para. 55, UN Doc. A/C.6/56/SR.12 (2001);
Slovenia: ILC, Report on the Work of Its Fifty-Second Session, para. 27, UN Doc. A/C.6/55/SR.18 (2000);
United Kingdom: ILC, Report on the Work of Its Fifty-Second Session, para. 31, UN Doc. A/C.6/55/SR.14
(2000).

54 These states commented generally, and usually positively, on the regime of countermeasures proposed by the
ILC, but did not address draft Article 54 (2000) or countermeasures in the general interest explicitly. See, e.g.,
Argentina: ILC, Report on the Work of Its Fifty-Second Session, para. 66, UN Doc. A/C.6/55/SR.15 (2000);
Chile: ILC, Report on the Work of Its Fifty-Second Session, para. 48, UN Doc. A/C.6/55/SR.17 (2000);
Costa Rica: ILC, Report on the Work of Its Fifty-Second Session, para. 65, UN Doc. A/C.6/55/SR.17
(2000); Sierra Leone: ILC, Report on the Work of Its Fifty-Second Session, para. 51, UN Doc. A/C.6/55/
SR.16 (2000); Spain: ILC, Report on the Work of Its Fifty-Second Session, para. 13, UN Doc. A/C.6/55/
SR.16 (2000).

55 See James Crawford, Fourth Report on State Responsibility, Pt. 1, UNDoc. A/CN.4/517 and Add.1 (2001).
56 See, e.g., TAMS, supra note 36, at 200.
57 Id. at 230–31; DAWIDOWICZ, supra note 43, at 240–50; ELENA KATSELLI PROUKAKI, THE PROBLEM OF

ENFORCEMENT IN INTERNATIONAL LAW 109–201 (2011). A similar conclusion (based on a much shorter analysis
of state practice) is provided in: Sicilianos, supra note 43, at 1146–48.
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much more open and receptive to the notion of countermeasures in the general interest.58

These scholars all concluded that international law currently permits this type of countermea-
sure.59 But not all commentators share this assessment.60

Since the adoption of the Articles in 2001, states have continued to resort to multi-party
responses to perceived violations of erga omnes (partes) obligations.61 Martin Dawidowicz listed
at least five instances of multi-party reactions to perceived violations of erga omnes (partes) obli-
gations in the period 2001–2014.62 Further sanctions regimes were adopted, among others,
against Venezuela since 2017,63 against Myanmar in 2020, and against Russia and Belarus in
2022 and 2023.64 The practice is, by now, considerable—quantitatively at least.
Two observations may nevertheless be made, which ought to be borne in mind when

assessing whether the practice meets the requirement of generality.65 First, the legality or ille-
gality of the measures is often difficult to establish in the abstract, thus calling into question
the relevance of at least some of this practice for the purposes of establishing a customary rule
concerning countermeasures in the general interest.66 For example, asset freezes, a very com-
mon measure in the contemporary sanctions toolkit, are often said to be prima facie wrongful
acts,67 as coercive interferences with state property68 and/or breaches of state immunity.69

But such assessments are not unanimous. Asset freezes do not seem to meet the Nicaragua
threshold for coercion contrary to the principle of non-intervention,70 and to the extent that

58 TAMS, supra note 36, at 246–47; PROUKAKI, supra note 57, at 201–02; DAWIDOWICZ, supra note 43, at
249–50.

59 TAMS, supra note 36, at 246–47; PROUKAKI, supra note 57, at 201–02; DAWIDOWICZ, supra note 43, at
282–83. See also Oona A. Hathaway, Maggie Mills & Thomas Poston, War Reparations: The Case for
Countermeasures, 76 STANFORD L. REV. __ (forthcoming 2024), available at https://ssrn.com/
abstract=4548945 (at draft page 54).

60 E.g., Carlo Focarelli, International Law and Third-Party Countermeasures in the Age of Global Instant
Communication, 29 QUESTIONS INT’L L. – ZOOM IN 17 (2016); Alexandra Hofer, Unilateral Sanctions as a
Challenge to the Law of State Responsibility, in RESEARCH HANDBOOK ON UNILATERAL AND EXTRATERRITORIAL

SANCTIONS (Charlotte Beaucillon ed., 2021); Talita Dias, Countermeasures in Cyber-Space, CHATHAM HOUSE,
Sec. 3(II) (forthcoming 2024) (on file with authors).

61 For a comprehensive review of practice up to 2017, see DAWIDOWICZ, supra note 43, Ch. 4. For a review of
additional since then practice, see Dias, supra note 60, Sec 3(II).

62 Against Zimbabwe (2002), Belarus (2004), Libya (2011), Syria (2011), and Russia (2014). Id. at 203–38.
63 On which, see Dapo Akande, Payam Akhavan & Eirik Bjorge, Economic Sanctions, International Law, and

Crimes Against Humanity: Venezuela’s ICC Referral, 115 AJIL 493 (2021); Hofer, supra note 60, at 193 et seq.
64 For an overview of the sanctions adopted in 2022, see ABELY, supra note 41. These have beenmaintained, and

in some instances expanded, throughout 2023.
65 ILC, Draft Conclusions on Identification of Customary International Law with Commentaries, Y.B. INT’L

L. COMM’N, VOL. II(2), at 26, Conclusion 8 (2018). This requirement is also very well established in the decisions
of the ICJ. Most prominently, see North Sea Continental Shelf Cases (Ger. v. Den.; Ger. v. Neth.), Merits, 1969
ICJ Rep. 3 (Feb. 20); Jurisdictional Immunities of the State (Ger. v. It.: Greece intervening), Merits, 2012 ICJ
Rep. 99 (Feb. 3); Legal Consequences of the Separation of the Chagos Archipelago from Mauritius in 1965,
Advisory Opinion, 2019 ICJ Rep. 95 (Feb. 25); R.St.J. MacDonald, The Nicaragua Case: New Answers to Old
Questions?, 24 CAN. Y.B. INT’L L. 127, para. 207 (1986).

66 Focarelli, supra note 60.
67 OMER YOUSIF ELAGAB, THE LEGALITY OF NON-FORCIBLE COUNTER-MEASURES IN INTERNATIONAL LAW 214

(1988); James Crawford, Third Report on State Responsibility, Pt. 3, UNDoc. A/CN.4/507 and Add.1-4 (2000).
68 TAMS, supra note 36, 209; Hathaway, Mills & Poston, supra note 59.
69 DAWIDOWICZ, supra note 43, at 113, n. 7.
70Military and Paramilitary Activities in and Against Nicaragua, supra note 31, at 14. The sanctions adopted by

the United States against Nicaragua at issue in that case are “the most common, and potentially most severe, eco-
nomic actions that can be employed against a state” (emphasis added). Maziar Jamnejad & Michael Wood, The
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they are implemented by executive action there is a question as to whether they are covered
by immunities.71 Moreover, whether a measure is legal or not may vary from state to state,
in light—in particular—of the treaty relations they may have toward the target state (which
may either prohibit the measure, or provide for treaty-based specific responses to breach).
Trade restrictions could, for instance, be justified under the General Agreement on Tariffs and
Trade security exception,72 and other measures could be justified by other rules of international
law—such as material breach of treaty or fundamental change of circumstances.73

Second, despite increasing numbers, the practice remains predominantly Western. States
in other regions, including Africa and the Middle East, have engaged in such measures too,
though seemingly less frequently than Western states.74 Aside from some Caribbean mem-
bers of the Commonwealth,75 states in Central and South America have, until recently, not
participated in certain sanctions regimes against other states.76 Latin America has a strong
tradition of rejecting and opposing this kind of intervention, though it is noteworthy that
there were some, perhaps timid, restrictive measures imposed against Venezuelan governmen-
tal officials in 2019.77

The question of opinio juris also remains vexed. As a starting point, it is fair to say that
evidence of opinio juris is limited. States rarely invoke countermeasures to justify measures
or other sanctions imposed against perceived violators of erga omnes (partes) obligations.
Indeed, those studies that have concluded that customary international law permits counter-
measures in the general interest have tended to infer opinio juris from the practice.78 Thus, for
Dawidowicz, this inference is justified because the rule in question is a permissive one, the
practice is consistent and regular and evidences no “opinio non juris,” and the notion of “third-
party countermeasures” (in his terminology) is the only way to explain the legality of the rel-
evant conduct.79 But such an approach may be in tension with the ILC’s Conclusions on the
Identification of Customary International Law, widely endorsed by states in the UNGA Sixth
Committee, pursuant to which ‘no simple inference of acceptance as law’ can be made from
the practice in question.80 For indeed, the general proposition must surely be that, as held by

Principle of Non-intervention, 22 LEIDEN J. INT’L L. 345, 370 (2009). Asset freezing is far less severe than the U.S.
sanctions, so it stands to reason that they would not constitute coercive interference.

71 Ingrid (Wuerth) Brunk, Central Bank Immunity, Sanctions, and Sovereign Wealth Funds, 91 GEORGE

WASHINGTON L. REV. 1616, 1628 (2023).
72 General Agreement on Tariffs and Trade, Art. XXI, Oct. 30, 1947, 61 Stat. A-11, 55 UNTS 194.
73 See, e.g., the United States’ suspension of the Treaty on Conventional Armed Forces in Europe. Overheid

Treaty Database (2023), Treaty on Conventional Armed Forces in Europe – Parties with Reservations, Declarations
and Objections, at https://treatydatabase.overheid.nl/en/Treaty/Details/004285_b.

74 Hofer, supra note 60, at 193.
75 See, e.g., the sanctions against Nigeria in 1995. DAWIDOWICZ, supra note 43, at 162–68.
76 As acknowledged by id. at 243.
77 See, e.g., República de Panamá, Comisión Nacional contra el Blanqueo de Capitales, Financiamiento del

Terrorism y Financiamiento de la Proliferación de Armas de Destrucción Masiva, Resolución No. 02-018,
(Mar. 27, 2018), available at https://web.archive.org/web/20190405215206/https://www.mef.gob.pa/wp-
content/uploads/2018/07/Comunicado-002-2018.pdf; Georgina Zerega, México congela cuentas de 19 empresas
y personas que vendieron alimentos al Gobierno de Maduro, EL PAÍS (July 18, 2019), at https://elpais.com/
internacional/2019/07/18/america/1563464146_218094.html#.

78 TAMS, supra note 36, at 238–39.
79 DAWIDOWICZ, supra note 43, at 252–54.
80 ILC, Draft Conclusions on Identification of Customary International Law with Commentaries, supra note

65, Commentary to Conclusion 3, para. 7.
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the ICJ in Nicaragua, legal views should not be ascribed to states, which they do not them-
selves formulate.81 To argue that the only way legally to explain the practice is bymeans of the
concept of countermeasures overlooks the fact that a state might have assessed its conduct to
be permissible in light of its existent commitments and accepted the risk that it might be
unlawful. Likewise, the (relative) absence of protest to these measures by other states may
evidence opinio juris only in specific circumstances.82

The available evidence of states’ legal views on countermeasures in the general interest remains
mixed. During the ILCwork, as already noted, at least six states expressed support for the notion
of countermeasures in the general interest—at the very least, as progressive development.83 A
further five could be said to have implicitly supported this development, as they expressed sat-
isfaction with the proposals made by the Commission on countermeasures as a whole.84 At the
same time, other states have clearly rejected this notion. No fewer than thirteen states were
opposed to draft Article 54 (2000) in the Sixth Committee, and ten expressed caution.85

As to other evidence, states have expressed views on the permissibility of these mea-
sures in other contexts. At one end of the spectrum are states which continue to reject
the notion of countermeasures in the general interest. These include Canada,86

China,87 and France.88 At the other end are states which have expressly endorsed
the customary status of this entitlement: Costa Rica, 89 Estonia,90 Ireland,91 Italy,92

81 Military and Paramilitary Activities in and Against Nicaragua, supra note 31, para. 266.
82 ILC, Draft Conclusions on Identification of Customary International Law with Commentaries, supra note

65, Conclusion 6, and commentary thereto, para. 3.
83 See Section II.A.2.a supra.
84 Id.
85 Id.
86 Canada: “has considered the concept of ‘collective cyber countermeasures’ but does not, to date, see sufficient

State practice or opinio juris to conclude that these are permitted under international law.” National Position of
Canada (2022), CYBERLAW, para. 37 (Apr. 2022), at https://cyberlaw.ccdcoe.org/wiki/National_position_of_
Canada_(2022) [hereinafter Canada 2022]

87 UNGA, Responsibility of States for Internationally Wrongful Acts, para. 74, UN Doc. A/C.6/71/SR.9
(2016). China also suggested that ARSIWAArticle 54 should be deleted from a future treaty on state responsibility.
UNGA, Responsibility of States for Internationally Wrongful Acts, para. 87, UN Doc. A/C.6/62/SR.12 (2007).

88 France: “Under international law, such counter-measures must be taken by France in its capacity as victim.
Collective counter-measures are not authorised, which rules out the possibility of France taking such measures in
response to an infringement of another State’s rights.” French Ministry of Defence, National Position of France
(2019), CYBERLAW (Sept. 9, 2019), at https://cyberlaw.ccdcoe.org/wiki/National_position_of_France_(2019).

89 Costa Rica: “[C]ountermeasures may be taken by the injured State, i.e., the State specifically affected by the
breach, as well as third States in response to violations of obligations of an erga omnes nature or upon request by the
injured State.” Ministry of Foreign Affairs of Costa Rica, supra note 6, para. 15.

90 Estonia: “Estonia is furthering the position that states which are not directly injured may apply countermea-
sures to support the state directly affected by the malicious cyber operation . . . states may respond collectively to
unlawful cyber operations where diplomatic action is insufficient, but no lawful recourse to use of force exists.”
Estonia 2019, supra note 4; Estonia: “[I]njured states have the right to take measures such as retorsions, counter-
measures or, in case of an armed attack, the right to self-defence. These measures can be either individual or col-
lective.” Estonia 2021, supra note 6.

91 Ireland: “On the question of third party or collective countermeasures, Ireland considers that since the adop-
tion of ARSIWA in 2001, state practice indicates that such measures are permissible in limited circumstances, in
particular in the context of violations of peremptory norms.” Irish Department of Foreign Affairs, National
Position of Ireland (2023), CYBERLAW, para. 26 (July 6, 2023), at https://cyberlaw.ccdcoe.org/wiki/
National_position_of_Ireland_(2023).

92 ILC, Peremptory Norms of General International Law (Jus Cogens): Comments and Observations Received
from Governments, at 86, UN Doc. A/CN.4/748 (2022) (Italy).
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and Poland.93 In between, are those states that have endorsed the possibility in aspirational
terms, like NewZealand,94 and those that have continued to express doubts as to their legality
or noted ongoing disagreements among states on the matter, like Algeria,95 Denmark,96

Netherlands,97 Russia,98 and (seemingly) the United Kingdom.99 Beyond this, expressions
of support or objection in the abstract for this concept are infrequent.
It is also noteworthy that states that regularly adopt sanctions against perceived violators of

erga omnes (partes) obligations, such as the United States and the United Kingdom, have so far
not explicitly and clearly supported the permissibility of countermeasures in the general inter-
est—either in the Sixth Committee, during the ILC’s work on state responsibility, or in their
legal justifications for the restrictive measures and sanctions regimes. In relation to Russia in
particular, the United States has been reported as endorsing countermeasures adopted “by
states ‘injured’ and ‘specially affected’ by [the Russian] aggression” against Ukraine.100 It
has included in this category “allies of Ukraine who have bankrolled its economy and military
during the war.”101 This approach would transform the United States, and certain other allies
of Ukraine, from being a “State other than the injured State,” in the sense of ARSIWA Article
48, into injured states, in the sense of ARSIWA Article 42.102 This move would place them in
the category of states that are entitled to take countermeasures under current international
law, bypassing the debate on countermeasures in the general interest.
In sum, assessments of customary law are notoriously difficult, and the present context

raises distinctive methodological problems. As Fernando Lusa Bordin has observed, few cus-
tomary rules “even those long viewed as established, can survive the brutal scrutiny of the

93 Poland: “[T]he evolution of customary international law over the last two decades provides grounds for rec-
ognising that a state may take countermeasures in pursuit of general interest as well. In particular, the possibility of
taking such measures materialise itself in response to states’ violations of peremptory norms, such as the prohibi-
tion of aggression.” Ministry of Foreign Affairs of Poland, The Republic of Poland’s Position on the Application of
International Law in Cyberspace (2002), CYBERLAW, para. II(9), at https://cyberlaw.ccdcoe.org/wiki/
Countermeasures#Poland_(2022).

94 New Zealand: “Given the collective interest in the observance of international law in cyberspace, and the
potential asymmetry between malicious and victim states, New Zealand is open to the proposition that victim
states, in limited circumstances, may request assistance from other states in applying proportionate countermea-
sures to induce compliance by the state acting in breach of international law. In those circumstances, collective
countermeasures would be subject to the same limitations set out above.” New Zealand, supra note 5.

95 UNGA, Responsibility of States for internationally wrongful acts, para. 30, UN Doc. A/C.6/77/SR.14
(2022).

96 Denmark: “The question of collective countermeasures does not seem to have been fully settled in state prac-
tice and needs careful consideration.” Denmark’s Position Paper on the Application of International Law in
Cyberspace, CYBERLAW, at 8–9 (July 4, 2023), at https://cyberlaw.ccdcoe.org/wiki/Countermeasures#
Denmark_(2023).

97 ILC, Peremptory Norms of General International Law (Jus Cogens): Comments and Observations Received
from Governments, at 87–88, UN Doc. A/CN.4/748 (2022) (Netherlands).

98 UNGA, Responsibility of States for Internationally Wrongful Acts, para. 37, UN Doc. A/C.6/74/SR.13
(2019).

99 The United Kingdom: “It is open to States to consider how the international law framework accommodates,
or could accommodate, calls by an injured State for assistance in responding collectively.” National Position of the
United Kingdom (2022), CYBERLAW (May 19, 2022), at https://cyberlaw.ccdcoe.org/wiki/
National_position_of_the_United_Kingdom_(2022).

100 Lauren Dubois & Sam Fleming, The Legal Case for Seizing Russia’s Assets, FIN. TIMES (Dec. 20, 2023), at
https://www.ft.com/content/adb09fd6-e5f7-4099-9994-806814b4c9b4.

101 Id.
102 We leave aside whether this argument is convincing.
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magnifying glass.”103While there is no doubt that evidence of both practice and opinio juris is
necessary to identify a rule of customary law, this two-element approach, endorsed in the ILC
Conclusions with the support of states, must be applied flexibly.104 Even if assessed flexibly,
however, the best that can be said is that the law remains uncertain.

B. Collaboration in the Taking of Countermeasures

States regularly collaborate in the pursuance of shared, or collective, aims. Such coopera-
tion is often desirable and, in many instances, necessary: some challenges facing the interna-
tional community, such as climate change and health emergencies, can only be addressed
through coordination and cooperation. States also regularly collaborate in the adoption of
sanctions regimes against perceived violators of erga omnes (partes) obligations. For example,
G7 states have closely cooperated in the imposition of sanctions against Russia in response to
its aggression of Ukraine.105

As we noted in the introduction, some states have recently addressed collaboration in the
taking of countermeasures. If the proposed plan to distribute Russian assets goes ahead, it will
likely involve collaboration amongst a set of allied states in the taking of a countermeasure: as
these states have acknowledged, the confiscation of such assets would need to be justified by
countermeasures if it is to be permissible.106 Similarly, in recent statements on the application
of international law to cyberspace, a number of states have referred to the possibility of col-
laboration in countermeasures to respond to the wrongful cyberactivity by other states. Thus,
Canada suggests that “[a]ssistance can be provided on request of an injured State, for example
where the injured State does not possess all the technical or legal expertise to respond to inter-
nationally wrongful cyber acts.”107 Costa Rica proposes that countermeasures may be taken
by what they call third states “in response to violations of obligations of an erga omnes nature
or upon request by the injured State.”108 And Estonia has been a long-standing supporter of
the idea that “[a]llies matter also in cyberspace”—that “states which are not directly injured
may apply countermeasures to support the state directly affected by the malicious cyber oper-
ation.”109 Finally, in December of 2023, the EU Anti-coercion Instrument came into force,
which allows the EU Council to decide on responses to perceived economic coercion against
the Union or (one of) its members, including by way of countermeasures.110

103 Fernando Lusa Bordin, A Glass Half Full: The Character, Function and Value of the Two-Element Approach to
Identifying Customary International Law, 21 INT’L CMTY. L. REV. 283, 297 (2019).

104 Id. at 297–301.
105 See, e.g., European Council, EU Sanctions Against Russia Explained (Jan. 11, 2024), at https://www.

consilium.europa.eu/en/policies/sanctions/restrictive-measures-against-russia-over-ukraine/sanctions-against-
russia-explained/#:~:text=Since%20December%202023%2C%20there%20is%20a%20ban%20on%20
Russian%20diamonds,this%20important%20source%20of%20revenue (“Is the EU coordinating the sanctions
with other partners?”).

106 See, e.g., Natasha Bertrand, US Explores Options to Seize Russian Assets and Funnel Them to Ukraine, CNN
(Jan. 12, 2024), at https://edition.cnn.com/2024/01/12/politics/us-proposal-russian-assets-ukraine/index.html.

107 Canada 2022, supra note 87, para. 37.
108 Ministry of Foreign Affairs of Costa Rica, supra note 6.
109 Estonia 2019, supra note 4.
110 Regulation (EU) 2023/2675 of the European Parliament and of the Council of 22 November 2023 on the

Protection of the Union and its Member States from Economic Coercion by Third Countries, supra note 8, pmbl.
paras. 13–14.
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This renewed emphasis on collective action appears to be instigated by two concerns, old
and new. As to the old, there has been a longstanding worry that the material inequalities
among states are such that not only are weaker states more likely to be targeted by counter-
measures, they are also less likely to be in a position to take countermeasures themselves, and
to do so effectively.111 For example, there are likely to be fewer foreign state-owned assets in
smaller and less developed economies that could be subjected to freezing as a means to induce
compliance. Smaller states are also less likely to possess the technological capability to respond
with cyber-measures to wrongful acts, including malicious cyberoperations, by another state.
For this reason, the question of collaboration really matters, for it provides a mechanism to
offset, if only partially and contingently, the impact of material inequalities among states on
the enforcement of their rights. Otherwise, these states may suffer a compounding of injus-
tice: the initial wrongful act, and the material inability to avail themselves of an important
enforcement mechanism ostensibly available, equally, to all states. As to the new, or at
least a concern that is increasing, the escalating polarization in international politics make
the question of state collaboration, particularly in regional blocs, even more likely—which
may lead, too, to increased support and cooperation also in reacting to perceived wrongs.
Leaving aside the recent examples just mentioned, collaboration in the context of counter-

measures has rarely been addressed as such. Within the ILC, as noted byMartti Koskenniemi,
the default assumption was that “[t]here was no general right to assist the injured State” in
taking countermeasures.112 Collaboration was, however, proposed as a requirement for the
taking of countermeasures in the general interest. The ILC’s proposal to states on this ques-
tion required both a request from the injured state, where there was one, and cooperation
between states participating in countermeasures in the general interest.113 These proposals,
as noted above, did not make it into the final draft. Beyond this, there is no evidence of the
issue having been discussed within the Commission or in the Sixth Committee of the UNGA.
There has been similarly limited engagement by the literature on this topic, and then rarely in
depth. Vague references may be found in writings of the late nineteenth and the first part of
the twentieth centuries.114 Since then, only a handful of writers considered collaboration in
this field in the 1970s and 1980s. Michael Akehurst and D.N. Hutchinson’s accounts antic-
ipate the notion of countermeasures in the general interest: indeed, crucial for their respective
accounts was the identification of an entitlement, for the collaborating state, to take counter-
measures.115 And while Elisabeth Zoller clearly addressed collaboration where the prior
breach affected an individual right of the injured state, her considerations were limited to pol-
icy questions: it seemed right and natural, she thought, that victims should rely on their allies

111 See, e.g., Michael N. Schmitt & SeanWatts, Collective Cyber Countermeasures?, 12 HARV. NAT’L SEC. J. 373,
397–410 (2021).

112 Koskenniemi, supra note 43, at 345.
113 This was perceived as necessary to ensure compliance with the requirements and conditions of these mea-

sures, in particular the requirement of proportionality. ILC, Draft Articles Provisionally Adopted by the Drafting
Committee on Second Reading, draft Art. 54(3), UNDoc. A/CN.4/L.600 (2000); ILC, Summary Records of the
2262d Meeting, Y.B. INT’L L. COMM’N, VOL. I, para. 90 (2000).

114 THEODORE DWIGHT WOOLSEY, INTRODUCTION TO THE STUDY OF INTERNATIONAL LAW 20 (5th ed. 1886);
ELLERY CORY STOWELL, INTERVENTION IN INTERNATIONAL LAW 46–47 (1921).

115 Michael Akehurst, Reprisals by Third States, 44 BRIT. Y.B. INT’L L. 1 (1970); D.N. Hutchinson, Solidarity
and Breaches of Multilateral Treaties, 59 BRIT. Y.B. INT’L L. 151 (1989).
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in enforcing their rights.116 The legal regulation of collaboration in this field thus remains
unclear.
These recent developments call for an in-depth analysis of the question of collaboration in

the taking of countermeasures. The developments have, indeed, come fromdifferent states and
as a reaction to different contexts: the Russian invasion of Ukraine, the cyber-activity of states,
and the increased use of trade-relatedmeasures in a polarized world. They signal broader trends
in international relations, and not just contingent responses to particular threats. At the same
time, states have addressed the question in very broad terms: the specific manner of coopera-
tion has not been clarified. And yet, what form cooperation takes may affect the permissibility
of the conduct of those collaborating in the taking of countermeasures.
In this light, in Part III below we distinguish five ways that states might collaborate in the

taking of countermeasures. We use “collaborate” in a non-technical sense, as an umbrella
term to cover five ways states may interact in this context. These concern first, independent
but coordinated action; second, the secondment of an agent or organ to another state; third,
joint conduct; fourth, the provision of assistance to another state’s countermeasure; and fifth,
the idea that a state may take a countermeasure at the request and on behalf of an injured state.
We leave aside certain other ways that states may become involved in some way in the coun-
termeasures of another state.117 Finally, it may be noted that a given factual situation may
need to be assessed according to more than one category.
As we will argue, the rules regulating these different forms of collaboration vary and, as

such, they result in different conclusions on the legality of the collaborating state’s participa-
tion in the countermeasures of an injured state. Where the collaborating state possesses an
entitlement of its own to take countermeasures against the targeted state, it can permissibly
cooperate with another state in an equivalent position in taking countermeasures against their
common wrongdoer. The ongoing uncertainty about the permissibility of countermeasures
in the general interest, as well as the potential for collaboration in situations where there is no
erga omnes (partes) breach in play at all, points to the need to understand the permissibility of
collaboration in situations where the collaborating state does not possess an entitlement to
take countermeasures. Themajority of cases of multi-party responses to wrongdoing are likely
to fall into this category. And as we will show, where the collaborating state does not possess
an entitlement to take countermeasures, the permissibility of its conduct varies depending on
the form of collaboration at issue. Whether this variation is desirable and justifiable is a ques-
tion to which we turn in Part V.

III. COLLABORATIONWHERE THE COLLABORATING STATEHAS NO INDIVIDUAL ENTITLEMENT TO

TAKE A COUNTERMEASURE

This Part addresses five forms of collaboration in the taking of countermeasures. It does so
where the collaborating state—the state on which we are focused—has no individual entitle-
ment to take a countermeasure against the targeted state, but the injured state does.

116 ELISABETH ZOLLER, PEACETIME UNILATERAL REMEDIES: AN ANALYSIS OF COUNTERMEASURES 114–15 (1988).
117 For instance, a state could coerce another state to take a countermeasure against a targeted state (ARSIWA

Art. 18), or it could direct and control another’s taking of a countermeasure (ARSIWA Art. 17). These cases do not
involve collaboration, as both coercion and direction and control concern conduct by one state that forces the will
of another state. ARWISA, supra note 10.
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A. Independent but Coordinated Action

The first form of collaboration arises where two (or more) states act individually while coor-
dinating their response. Consider, for instance, a situation where two states independently
confiscate and distribute the central bank assets of another state held in each of their jurisdic-
tions, or where two states independently suspend landing rights of the national carrier of
another state. This independent action may be taken pursuant to either an ad hoc or institu-
tionalized common position or policy. However, there is no sense here that the independent
but coordinated action entails a joint operation. Each state’s acts stand on their own.
This situation is not complex in legal terms. It is straightforwardly the case that each state

commits an act that is, independently, contrary to the rights of the targeted state. In line with
the principle of independent responsibility, which underpins the Articles on State
Responsibility each state is individually and independently responsible for its own act118—
for example, its own confiscation of the assets, its own suspension of overflight rights. And
this is the case even if there was some coordination between them. In this scenario, then, each
state will have committed a wrongful act against the targeted state and, for this reason, each
will require their own justification for their putatively wrongful conduct. Given that the col-
laborating state does not have one, and subject to the discussion to come on the possibility of
proxy countermeasures, it acts wrongfully.

B. Secondment

The second form of collaboration is that of secondment. Here, the collaborating state sec-
onds an official or a unit to the injured state. In ARSIWA, the Commentary notes that this
might “include a section of the health service or some other unit placed under the orders of
another country to assist in overcoming an epidemic or natural disaster, or judges appointed
in particular cases to act as judicial organs of another State.”119

In understanding the legal implications of such a secondment, ARSIWA Article 6 sets out
the following rule:

The conduct of an organ placed at the disposal of a State by another State shall be con-
sidered an act of the former State under international law if the organ is acting in the
exercise of elements of the governmental authority of the State at whose disposal it is
placed.120

These are situations where, as noted by the Commentary, “in performing the functions
entrusted to it by the beneficiary State, the organ must also act in conjunction with the
machinery of that State and under its exclusive direction and control, rather than on instruc-
tions from the sending State.”121 These are narrow situations, where the organ of one state is
placed at the disposal, and acts under the authority and for the benefit, of another state.122

118 Id., Commentary to Pt. 1, Ch. IV, paras. 1, 5.
119 Id., Commentary to Art. 6, para. 3. For further examples, see JAMES CRAWFORD, STATE RESPONSIBILITY: THE

GENERAL PART 133 (2013).
120 Id. Art. 6.
121 Id., Commentary to Art. 6, para. 2.
122 CRAWFORD, supra note 119, 133.
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In legal terms, the effect of the “loan” of the state organ is that the conduct of that organ is
attributable to the receiving state, and this state only. The conduct is not attributable to the
sending state.When the Privy Council acts as court of final appeal of, say, Jamaica, its conduct
is attributable to Jamaica and not to the United Kingdom.123 Or when French or Spanish
judges sit in the courts of Andorra, their conduct is attributable to Andorra and not to either
France or Spain.124 Similarly, consider a situation where the collaborating state fully seconds a
cyber unit of its Defense Ministry to the injured state to assist it with the protection of its
cyber infrastructure. Assuming that the unit acts under the exclusive direction and control
of the injured state, conduct of the unit during the secondment would be attributable only
to the injured state, and not to the seconding state.
This, then, appears to be a permissible form of collaboration in terms of our framework,

though to describe it as suchmight be somewhat misleading. As set out above, under ARSIWA
Article 6, the conduct of the seconded unit becomes attributable to the injured state. This
state—as an injured state—has an entitlement to take a countermeasure, and so any such
measure taken by its own organs or by the seconded unit will be covered by the defense.
As to the seconding state, if the conditions of Article 6 are met, the key point is that there
is no conduct by that state: the conduct of the seconded unit is not its conduct to justify.
While in fact this may be a manifestation of cooperation among states, in a technical legal
sense this description is not accurate—for the collaborating state is not acting at all.125

In conclusion, two caveats may be noted. First, secondment of this type—that is, which
meets the high threshold of Article 6—is not common, particularly where the secondment
involves participating in actions of the receiving state that are prejudicial to another state.
Indeed, practice shows that the “loan” of military units or personnel is generally not made
in a way that satisfies the high threshold of Article 6: sending states rarely relinquish all control
over those units or personnel.126 Second, assuming such a threshold was met, although the
rule set out in Article 6 is generally accepted, it does remain to be seen whether it would hold
up in practice outside of the relatively non-conflictual examples given in the ILC’s
Commentary. Where a powerful state seconds a unit to a less powerful state that undertakes
an operation contrary to the interests of another state, would that other state accept the com-
plete non-attributability of that conduct to the powerful state? That remains an open
question.

C. Joint Conduct in International Law

The third form of collaboration arises where two or more states undertake joint action or a
joint operation. Consider a situation where two states acting together seek to leverage a vul-
nerability in a software program used by the wrong-doing state to gain unauthorized access to
the networks of its cyber unit, whereupon they compromise the networks’ integrity.127 Or

123 ARSIWA, supra note 10, Commentary to Art. 6, para. 8.
124 Drozd and Janousek v. France and Spain, Ser. A, No. 240, paras. 96, 110 (Eur. Ct. Hum. Rts. 1992).
125 It may be the case that the conduct of other state agents/organs will entail aid and assistance to the injured

state (including the seconded unit). The analysis under Section III.D infra would thus apply.
126 ARSIWA, supra note 10, Commentary to Art. 6, para. 5.
127 For discussion of collaboration between the United States and Israel in relation to the deployment of Stuxnet

malware, see Berenice Boutin, Shared Responsibility for Cyber Operations, 113 AJIL UNBOUND 197, 199 (2019).
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consider two states undertaking a joint ocean patrol which seizes a vessel belonging to the
wrong-doing state.128

In thinking about joint responsibility in legal terms, there are two central possibilities.129

First, states may act through a common organ.130 In this respect, Stefan Talmon gives the
example of the Coalition Provisional Authority in the occupation of Iraq between April
2003 and June 2004.131 In its core form, this scenario will entail the establishment of an inte-
grated body composed of agents of each state.132 Each state is then responsible for the con-
duct of the common organ.133 These are likely to be relatively exceptional cases.
Second, states can also act jointly in relation to specific conduct or a specific operation,

without the creation of a common organ. As a statement of principle, the Commentary to
ARSIWA Article 47 provides that:

[T]wo ormore States might combine in carrying out together an internationally wrongful
act in circumstances where they may be regarded as acting jointly in respect of the entire
operation.134

This implicitly assumes that the conduct of the operation as a whole is attributable to both
states. As a number of scholars have noted, the elements of joint responsibility, in this sense,
remain uncertain.135 There is, indeed, difficulty, in understanding the boundaries of this
form of responsibility.
To begin with, it is fair to assume that any such doctrine of joint attribution of conduct will

be narrow, particularly when compared to relatively capacious doctrines of joint perpetration
in domestic criminal or civil law.136 As André Nollkaemper and Dov Jacobs argue, this may
be explained by reference to the sovereign independence of states,137 and its application in the
law of state responsibility: the principle of independent responsibility.138 Moreover, practice
to date provides little clarity, and it is difficult to saymuch in the abstract, without reference to

128 See, e.g., Efthymios Papastavridis, Piracy, inTHE PRACTICE OF SHARED RESPONSIBILITY IN INTERNATIONAL LAW
(André Nollkaemper & Ilias Plakokefalos eds., 2017).

129 See further Christian Dominicé, Attribution of Conduct to Multiple States and the Implication of a State in the
Act of Another State, in THE LAW OF INTERNATIONAL RESPONSIBILITY (James Crawford, Alain Pellet, Simon Olleson
& Kate Parlett eds., 2010); Pierre d’Argent, Reparation, Cessation, Assurances and Guarantees of Non-repetition, in
PRINCIPLES OF SHARED RESPONSIBILITY IN INTERNATIONAL LAW, supra note 1; Samantha Besson, La pluralité d’États
responsables: Vers une solidarité internationale, 1 SRIEL 7 (2007).

130 ARSIWA, supra note 10, Commentary to Pt. 1, para. 2; Commentary to Art. 47, para. 2.
131 Stefan A. G. Talmon, A Plurality of Responsible Actors: International Responsibility for Acts of the Coalition

Provisional Authority in Iraq, in THE IRAQ WAR AND INTERNATIONAL LAW (Phil Shiner & Andrew Williams eds.,
2008).

132 Id.; André Nollkaemper et al., Guiding Principles on Shared Responsibility in International Law, 31
EUR. J. INT’L L. 15, Commentary to Principle 3, para. 5 (2020).

133 Talmon, supra note 131; AUST, supra note 1, at 158–59; Francesco Messineo, Attribution of Conduct, in
PRINCIPLES OF SHARED RESPONSIBILITY IN INTERNATIONAL LAW, supra note 1, at 72–73; Nollkaemper et al., supra
note 133, Commentary to Principle 3, para. 5 (2020).

134 ARSIWA, supra note 10, Commentary to Art. 47, para. 2.
135 See, e.g., Besson, supra note 129; André Nollkaemper & Dov Jacobs, Shared Responsibility in International

Law: A Conceptual Framework, 34 MICH. J. INT’L L. 359, 363 (2013).
136 See further d’Argent, supra note 129, at 244 (doubting analogies to domestic conceptions of joint

responsibility).
137 Nollkaemper & Jacobs, supra note 135, at 386.
138 ARSIWA, supra note 10, Commentary to Pt. 1, Ch. IV, paras. 1, 5.
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the specific primary rule at stake.139 Scholars, too, disagree on the scope of this category.140

For present purposes, we propose that at least where two states make essential and concerted
contributions to a specific operation, the conduct of the entire operation may be attributed to
both of them.141

In these instances, the attribution of the conduct to both the injured state and the collab-
orating state leads to different outcomes as between them. For the injured state, the wrong-
fulness of its conduct is precluded on the basis of its entitlement to take a countermeasure. Of
course, all conditions for the taking of countermeasures must be met. For the collaborating
state, however, the outcome is different. It would need its own justification for its conduct vis-
à-vis the targeted state—the conduct that was attributable to both states. Given we assume
here that the collaborating state has no individual entitlement to take a countermeasure, it has
no way to justify its conduct. This state’s conduct remains wrongful and a breach of its inter-
national obligations to the targeted state.142

D. Assistance to Another State’s Countermeasure

The fourth form of collaboration arises where the collaborating state assists the injured state
in taking a countermeasure against the targeted state. Canada, for instance, proposed in its
2022 statement on the application of international law to cyberoperations that:

Assistance can be provided on request of an injured State, for example where the injured
State does not possess all the technical or legal expertise to respond to internationally
wrongful cyber acts. However, decisions as to possible responses remain solely with
the injured State.143

In this scenario, then, the collaborating state does not itself take a countermeasure—nei-
ther individually but pursuant to some coordination, nor jointly as part of an essential and
concerted contribution to a joint operation. It merely assists the injured state in taking that
measure for itself. The issue under consideration is thus not whether the collaborating state is
responsible for the violation of the obligation infringed by the countermeasure as such. Only
the injured state would be prima facie responsible for that breach, which it could justify as a
countermeasure. The issue is whether by assisting the injured state in taking that measure, the
collaborating state itself commits a wrongful act.
This scenario is both the most practically relevant and the most legally and theoretically

complex. It is difficult to find public practice on this form of collaboration among states,
and there has so far been limited engagement in the scholarly literature.144 We start this
Section by setting out possible rules of international law which the collaborating state’s assis-
tance might breach, before discussing how these apply where a state assists in another state’s
countermeasure.

139 Id., Commentary to Art. 7, para. 8; d’Argent, supra note 129, at 242.
140 See e.g., d’Argent, supra note 129, at 244–48; CRAWFORD, supra note 119, at 335; AUST, supra note 1, at

219–20.
141 LANOVOY, supra note 1, at 149–50.
142 Section III.E infra asks whether the injured state can vest the in the collaborating state its justification.
143 Canada 2022, supra note 86, para. 37.
144 MICHAEL N. SCHMITT, TALLINNMANUAL 2.0 ON THE INTERNATIONAL LAW APPLICABLE TO CYBER OPERATIONS

132, para. 9 (2017).
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1. Aid and Assistance in International Law

There are two kinds of rules, in particular, that might regulate a situation in which a state
assists another state in the taking of a countermeasure: certain specific primary rules and the
general rule reflected in ARSIWA Article 16.145 The first arises where the very conduct that
constitutes the assistance infringes a primary rule of international law that the collaborating
state owes to the targeted state.146 It is impossible to set out the range of examples where this
might be the case, but a hypothetical will illustrate the point. It could be, for instance, that the
collaborating state and the targeted state are parties to a bilateral treaty pursuant to which they
share intelligence and cooperate on technical matters of defense, and under which disclosure
of information to third parties is prohibited.147 If the collaborating state shares with the
injured state information about the targeted state’s cyber vulnerabilities obtained through
that cooperation arrangement under the bilateral treaty, this would straightforwardly breach
the primary norm.148

The second is the general rule reflected in ARSIWAArticle 16, found to be customary in the
Bosnian Genocide case.149 Article 16 provides:

A State which aids or assists another State in the commission of an internationally wrong-
ful act by the latter is internationally responsible for doing so if:

(a) that State does so with knowledge of the circumstances of the internationally
wrongful act; and

(b) the act would be internationally wrongful if committed by that State.

Four elements of the rule in Article 16 are worth stressing. First, the assisting state must
provide its assistance with knowledge of the circumstances of the wrongful act committed by
the assisted state.150 That is, the assisting state (through its organs) must be aware that its
assistance is facilitating a wrong by the assisted state.151 Second, the rule is not concerned
with general cooperation between states—there must be a clear link between the assistance
and the recipient state’s wrongful conduct.152 Third, the rule entails what is known as the

145 See further AUST, supra note 1; JACKSON, supra note 1; LANOVOY, supra note 1.
146 See SCHMITT, supra note 144, Commentary on Rule 24, para. 9 (where it is noted, without more, that some

participants “took the position that the lawfulness of [measures of facilitation] depends on whether they would
violate a legal obligation owed to the State against which the countermeasure is directed by the State providing
assistance”).

147 Even though the aid here is not material/physical, it is still straightforwardly a form of assistance. On the
boundaries of the rule in Article 16, see Miles Jackson, State Instigation in International Law: A General Principle
Transposed, 30 EUR. J. INT’L L. 391 (2019).

148 To be clear, this breach would arise at the moment of the prohibited sharing—it does not turn on whether
the assisted state subsequently takes the countermeasure.

149 Application of the Convention on the Prevention and Punishment of the Crime of Genocide (Bosn. &
Herz. v. Serb. and Montenegro), Merits, 2007 ICJ Rep. 43 (Feb. 26).

150 See further Giorgio Gaja, Interpreting Articles Adopted by the International Law Commission, 85 BRIT. Y.B.
INT’L L. 10 (2015). For a discussion of the fault element, see: HARRIET MOYNIHAN, AIDING AND ASSISTING:
CHALLENGES IN ARMED CONFLICT AND COUNTERTERRORISM (2016); Marko Milanović, Intelligence Sharing in
Multinational Military Operations and Complicity Under International Law, 97 INT’L L. STUD. 1269 (2021).

151 It may be noted that this requirement may raise particular complications in the cyber context, where covert-
ness and secrecy are said to be key to effectiveness.

152 ARSIWA, supra note 10, Commentary to Art. 16, para. 5.
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“double obligation” requirement: if the assisting state had undertaken the relevant wrongful
conduct of the assisted state, it would have been wrongful for it too.153 Finally, under the rule,
the assisting state is responsible for its own acts of assistance,154 and not for the conduct of the
assisted state.

2. A Provisional View on the Lawfulness of Assistance

The question, then, is whether the collaborating state acts wrongfully in assisting the injured
state’s countermeasure, where, to reiterate, the collaborating state has no entitlement of its own
to take a countermeasure. As a starting point, it is necessary to distinguish situations where there
is an applicable specific primary rule, as mentioned above, from the application of the general
complicity rule in ARSIWA Article 16. As to the former, the example given above entailed the
collaborating state’s act of assistance infringing a bilateral treaty between it and the targeted state
relating to the non-disclosure of technical information to third parties. Where the collaborating
state shares such information with the injured state to facilitate its countermeasure against the
targeted state, it infringes its obligations under the treaty.155Moreover, given that it has no indi-
vidual entitlement to take a countermeasure, it has no defense for doing so. Unless the injured
state’s own defense can somehow be vested in or transferred to the collaborating state, a matter
we discuss in the next Subsection, the collaborating state would act wrongfully.
The more widely applicable and pressing question is whether the collaborating state, in

facilitating the injured state’s countermeasure, would breach the general rule on assistance
in ARSIWA Article 16. By way of introduction, two points may be stressed. First, there
appears to be little (public) practice on this question and, since the ILC did not raise this
issue during its work on state responsibility,156 it is difficult to say how states (would)
frame the permissibility of their collaboration in these circumstances in legal terms.
Second, there appear to be no clear and obvious solutions to what domestic scholarship some-
times calls the “problem of accessorial liability,”157 namely to the question of the (im)permis-
sibility of assistance in the justified, but prima faciewrongful, act of a principal. This is evident
in the variety of solutions available in domestic legal orders: systems of domestic criminal
law158 and private law159 resolve this problem in a range of ways, and their choices usually
depend on the weighing and balancing of system-specific factors.160

153 For criticism, see, e.g., LANOVOY, supra note 1, at 103–06.
154 ARSIWA, supra note 10, Commentary to Art. 16, para. 10.
155 See id., Commentary on Rule 24, para. 9; SCHMITT, supra note 144.
156 According to Koskenniemi, quoted earlier, the ILC worked on the assumption that there was no right to

assist the injured state in taking countermeasures, Koskenniemi, supra note 43, at 345.
157 Husak, supra note 33, at 492.
158 See, e.g., Hans-Ludwig Schreiber, Problems of Justification and Excuse in the Setting of Accessorial Conduct,

1986 BYU L. REV. 611 (1986); GIORGIO MARINUCCI & EMILIO DOLCINI, MANUALE DI DIRITTO PENALE: PARTE
GENERALE 199 (Giuffrè ed., 2d ed. 2006); Finbarr McAuley, The Theory of Justification and Excuse: Some Italian
Lessons, 35 AM. J. COMP. L. 359, 375 et seq. (1987); JOHN C. SMITH, JUSTIFICATION AND EXCUSE IN THE CRIMINAL

LAW 27–28 (1989).
159 On this, see: Joachim Dietrich, Accessorial Liability in the Law of Tort, 31 LEGAL STUD. 231 (2010); Paul

S. Davies, Defences and Third Parties: Justifying Participation, in DEFENCES IN TORT 107 (Andrew Dyson, James
Goudkamp & Frederick Wilmot-Smith eds., 2015).

160 Federica Paddeu, Shared Non-responsibility in International Law? Defences and the Responsibility of Co-per-
petrators and Accessories in the Guiding Principles, 31 EUR. J. INT’L L. 1263, 1268 (2020).
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With these points in mind, it makes sense to start with a preliminary, and intuitively
appealing, view. To reiterate, Article 16 applies where a state “aids or assists another State
in the commission of an internationally wrongful act.” That is, Article 16 is a complicity
rule, one which turns on the existence of the principal’s wrong. Thus, of course, if the injured
state’s countermeasure does not fulfill the relevant conditions for the lawfulness of counter-
measures, then the collaborating state will be responsible for its wrongful assistance, assuming
the other elements of Article 16 are fulfilled.161 It will have assisted in the commission of a
wrongful act by the assisted state. Crucially, though, if the assisted state’s countermeasure is
lawful, it would seem to follow that there is no wrong for the assisting state to be complicit
in.162 On this approach, assuming there is no other specific primary rule in play, it would be
lawful for states to assist the injured state in taking a countermeasure.
This intuitive response to the problem of assistance to a countermeasure may be supported

by reference to a commonly held view in criminal law doctrine and scholarship. In that con-
text, scholars have long discussed the applicability of a principal’s defenses to secondary par-
ties or accessories.163 The issue is closely linked to the debate on the distinction between
justifications and excuses. One common view is that if a principal’s conduct is justified,
then accessories may assist them and benefit from their defense.164 Douglas Husak illustrates
this position with the following example: “Suppose that [the principal] acts in self-defense in
repelling an unlawful aggressor. Surely [the accessory] has a defense if he assists [the principal]
in his efforts.”165 By contrast, where the principal’s conduct is merely excused, it is suggested
that any accessory will not benefit from the excuse.166 Underpinning this doctrinal position is
the assumption that where the principal’s conduct is justified, their act is lawful, and assisting
in a lawful act is not wrongful.167 Here, the fact that justifications center on features or char-
acteristics of the act (rather than on features and characteristics of the actor), and render that
conduct lawful within the legal order, produces a “universalizing” effect such that they can
also be relied on by accomplices.168

On this approach, the fact that countermeasures are generally understood as providing a
justification to the injured state would mean that the assisting state commits no wrong. The
injured state’s justification would have a universalizing effect, providing cover also for the con-
duct of the assisting state. This approach is certainly plausible, and has found support as a
position of principle in the international law scholarship that has addressed this problem.169

161 SCHMITT, supra note 144, Rule 18, at 100.
162 Paddeu, supra note 160, at 1268.
163 Husak, supra note 33, at 492.
164 Id. at 493. As set out below, Husak’s own view is more nuanced than this.
165 Id.
166 Husak gives the following example for excuses: “[S]uppose thatD1 attacks an innocent victim, and is acquit-

ted on grounds of insanity. Surely D2, if sane, has no defense if he assists D1.” Id.
167 Paul H. Robinson, Criminal Law Defenses: A Systematic Analysis, 82 COL. L. REV. 199, 279 (1982); Husak,

supra note 33, at 493–94. For discussion in the context of necessity, see Henning Lahmann,The Plea of Necessity in
Cyber Emergencies: Unresolved Doctrinal Questions, 92 NORDIC J. INT’L L. 422 (2023).

168 Husak, supra note 33, at 493–94; Kimberley Kessler Ferzan, Justification and Excuse, in THE OXFORD

HANDBOOK OF PHILOSOPHY OF CRIMINAL LAW 241–42 (John Deigh & David Dolinko eds., 2011).
169 See, e.g., Helmut Philipp Aust, Circumstances Precluding Wrongfulness, in PRINCIPLES OF SHARED

RESPONSIBILITY IN INTERNATIONAL LAW, supra note 1; PADDEU, supra note 27, at 66–70. See also Nollkaemper
et al., supra note 132, Commentary to Principle 5, para. 4.
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3. Assisting Tolerable Conduct and the Question of Agent-Relative Justifications

In this Section, we draw attention to two factors that provoke further reflection on this
provisional conclusion. They stem from the traditional caution and concern of many states
about the institution of countermeasures in international law, and the tightly regulated
regime intended to provide safeguards against their abuse.
First, many states were ambivalent about the entire institution of countermeasures during

the ILC’s work, several even resisted their inclusion in ARSIWA at all.170 These states tended
to warn against the dangers inherent in the unilateral and—usually—unchecked character of
countermeasures. For example, Brazil thought them “distasteful,”171Mexico that they tended
to exacerbate instead of solve disputes,172 and South Africa that they should be “marginal-
ized.”173 Even states that were more accepting of the notion, tended to emphasize the excep-
tionality and undesirability of countermeasures. For Argentina, they “could only be tolerated
under international law as an extreme remedy to be taken only in exceptional cases,”174 and
for Colombia “[r]esort to countermeasures was not a right under international law, but a
barely tolerated practice in exceptional cases covered by partially developed customary
law.”175 More recently, Brazil’s legal position on international law in cyberspace recalled
“that several states have criticized countermeasures because they would be prone to abuses,
especially due to the material inequality of states.”176 Scholars, too, have emphasized this
ambivalence. Hakimi, quoted earlier, frames countermeasures as an institution of “unfriendly
unilateralism” and, in language reminiscent of that of Argentina and Colombia, argues that
countermeasures must be “tolerated” by international law “because the legal order’s formal
enforcement processes are commonly weak or absent.”177 A common definition highlights
their character as “intrinsically wrongful acts.”178 These observations point, essentially, to
one of the key features of countermeasures we emphasized earlier: that they involve conduct
that is prima faciewrongful and that, even if all-things-considered permissible, remains incon-
sistent with an existing rule of the legal order.179

Second, states’ traditional unwillingness to accept the permissibility of countermeasures in
the general interest—as we discussed above—suggests that an entitlement to take

170 See, e.g., Morocco: ILC, Report on the Work of Its Forty-Seventh Session, para. 60, UN Doc. A/C.6/50/
SR.20 (1995); Uruguay: ILC, Report on the Work of Its Forty-Seventh Session, para. 22, UN Doc. A/C.6/50/
SR.21 (1995); Mexico: ILC, Report on the Work of Its Forty-Seventh Session, para. 61, UN Doc. A/C.6/50/
SR.21 (1995); Cameroon: ILC, Report on the Work of Its Forty-Seventh Session, para. 2, UN Doc. A/C.6/
50/SR.24 (1995); Cuba: ILC, Report on the Work of Its Fifty-First Session, para. 94, UN Doc. A/C.6/54/
SR.28 (1999).

171 ILC, Report on the Work of Its Forty-Sixth Session, para. 2, UN Doc. A/C.6/49/SR.25 (1994).
172 Id., para. 26.
173 ILC, Report on the Work of Its Fifty-Second Session, para. 24, UN Doc. A/C.6/55/SR.14 (2000).
174 ILC, Report on the Work of Its Fiftieth Session, para. 93, UN Doc. A/C.6/53/SR.15 (1998).
175 ILC, Report on the Work of Its Fifty-Third Session, at 7, para. 40, UN Doc. A/C.6/56/SR.16 (Nov. 2,

2001).
176 National Position of Brazil (2021), CYBERLAW (Aug. 2021), at https://cyberlaw.ccdcoe.org/wiki/

National_position_of_Brazil_(2021)#res.
177 Hakimi, supra note 35, at 115.
178 See, e.g., Alland, supra note 32, at 1127; Tarre Moser, supra note 32, at 816; Ducheine & Pijpers, supra note

32, at 487; LAHMANN, supra note 32, at 113; HERNÁNDEZ, supra note 32, at 353.
179 See Section II.A supra.
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countermeasures arises from a particular relationship with the injury and/or the obligation
breached by the wrong-doing state. During the ILC’s work, states could not agree that any
state beyond the injured state, even one to which the obligation breached is owed, could react
by way of countermeasures. These discussions did not revolve around our question of assis-
tance to a countermeasure. But they reveal an important feature of the right to take counter-
measures: namely, that it is personal to the injured state (or Article 48 state, if that is the case)
by virtue of its particular connection to the injury and/or the breach in question.
In our view, these points reveal two important features of countermeasures—their tolerable

and personal character—which may have a bearing on whether it ought to be permissible for
one state to assist another’s countermeasure. Moreover, these features track two insights in
philosophical work that challenge the intuitive view that justifications are universalizable, and
thus necessarily lead to the legality of the accessory’s acts of assistance. The first concerns what
exactly is entailed in the idea of justification180 and, in particular, how countermeasures fit
into this category. The second concerns the idea that countermeasures, although a justifica-
tion, entail what philosophers refer to as an agent-relative justification.
As to the first, we noted already that the category of justification is often understood as

entailing permissible rather than commendable conduct, and that permissible conduct can
include both commendable or praiseworthy behavior as well as acts that are merely tolerated
by the legal system.181 After all, to put it more broadly, the law can “take an unfavourable view
of actions that it ultimately permits.”182

A distinction between permissible conduct that is commendable and permissible conduct
that is tolerable is not unknown to international law.183 For instance, in his declaration in the
Kosovo Advisory Opinion, Judge Bruno Simma took issue with the ICJ’s conceptual approach
to the question of (im)permissibility of unilateral declarations of independence under inter-
national law. The UNGA’s resolution asked the Court whether the unilateral declaration of
independence by Kosovo’s Provisional Institutions of Self-Government was “in accordance
with” international law.184 The Court responded that the declaration had not violated inter-
national law. The Court’s approach to this question, said Judge Simma, revealed a binary of
permission/prohibition that he thought was inconsistent with the contemporary interna-
tional legal order, and which omitted “the possible degrees of non-prohibition, ranging
from ‘tolerated’ to ‘permissible’ to ‘desirable.’”185 The Court, in his view, could have accepted
that international law was neutral or silent with respect to certain acts, or even that it might
simply “tolerate” those acts. For Judge Simma, “toleration” reflected a legal category between
permission and prohibition: a concept of “non-prohibition” or “not illegality,” rather than

180 This question has been debated at length by criminal law theorists. For an overview, see Dressler, supra note
33, at 68 n. 37.

181 Husak, supra note 33, at 495; Dressler, supra note 33, at 72. In international law, PADDEU, supra note 27, at
273–76.

182 Duarte d’Almeida, supra note 34, at 186.
183 For similar views, see Anne Peters, Does Kosovo Lie in the Lotus-Land of Freedom?, 24 LEIDEN J. INT’L L. 95

(2011). See also André de Hoogh, The Compelling Law of Jus Cogens and Exceptions to Peremptory Norms: To
Derogate or Not to Derogate, That Is the Question!, in EXCEPTIONS IN INTERNATIONAL LAW, supra note 33, at
138–39.

184 Accordance with International Law of the Unilateral Declaration of Independence in Respect of Kosovo,
Summary of the Advisory Opinion, 2010 ICJ Rep. 403 (July 22).

185 Id. (dec., Simma, J.), at 481, para. 10
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“permissibility” and “legality.”186 But the idea need not go that far, and we need not, and do
not, adopt it here. It is possible to make room for certain “shades” within the category of
legally permissible conduct by accepting that permissibility does not always entail good or
right conduct (“desirable,” in Simma’s categories), but that it may include also tolerable
acts.187

This point—the understanding that justified conduct may include both commendable and
tolerable conduct—has implications for thinking about the role of those who assist. As Husak
argues:

If [the principal’s] conduct were commendable, it is plausible to suppose that the law
should not discourage, and might actually encourage, assistance from others, notwith-
standing the fact that [the principal’s] conduct apparently violates a criminal law. But
these results do not follow if [the principal’s] conduct is merely tolerable. The law
need not encourage, and might actively discourage, assistance with conduct that it is will-
ing to permit.188

A similar insight is revealed by the distinction between agent-neutral and agent-relative
justifications, which tracks the second feature mentioned above. The distinction is generally
accepted amongmoral philosophers, althoughmuch remains contested.189 In this context, an
agent-neutral justification is one that applies to all persons who are placed in the particular
situation. This is typically the case with lesser-evils or consequentialist justifications, as illus-
trated in the famous trolley problem. If we accept that it is permissible to pull the lever to kill
one and save five, such conduct would be permissible for any person who could pull the lever
and saw the situation in the same way.190 Or consider a situation where, in order to save a
town from the spread of a fire, an individual control-burned a private dwelling. All else being
equal, any person in the position of that individual would act permissibly if they set fire to the
dwelling. But law and morality also allow individuals, in certain circumstances, to prioritize
their own interests over those of others, even where their acts do not produce a net benefit or
reduce overall harm. This includes acts that express an actor’s partiality toward themselves, or
toward those close to them with whom they have a special relation. To use an example from
Larry Alexander andMichael Moore, a parent is “thought to be permitted (at the least) to save
his own child even at the cost of not saving two other children to whom he has no special
relation.”191 Here, an agent-relative justification allows the parent “to give extra weight to
[their] own legitimate interests in [their] moral calculus.”192

186 Id. (dec., Simma, J.), at 481, paras. 9–10. For a different approach, see Peters, supra note 183, at 101–02.
187 The international legal order would have some difficulty appraising “non-wrongfulness” as a distinct deontic

category—at least, in its current form. Federica Paddeu, Clarifying the Concept of Circumstances Precluding
Wrongfulness (Justifications) in International Law, in EXCEPTIONS IN INTERNATIONAL LAW, supra note 33.

188 Husak, supra note 33, at 518.
189 For an overview, see Michael Ridge, Reasons for Action: Agent-Neutral vs Agent-Relative, in STANFORD

ENCYCLOPEDIA OF PHILOSOPHY ARCHIVE (Edward N. Zalta & Uri Nodelman eds., 2023), at https://plato.
stanford.edu/archives/spr2023/entries/reasons-agent.

190 LARRY ALEXANDER, KIMBERLY KESSLER FERZAN & STEPHEN J. MORSE, CRIME AND CULPABILITY: A THEORY OF

CRIMINAL LAW 94 (2009).
191 Larry Alexander & Michael Moore, Deontological Ethics, in STANFORD ENCYCLOPEDIA OF PHILOSOPHY

(Edward N. Zalta ed., 2016).
192 Saba Bazargan-Forward, Vesting Agent-Relative Permissions in a Proxy, 37 L. & PHIL. 671, 672 (2018).
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As with the distinction between commendable and tolerable conduct, the distinction
between agent-neutral and agent-relative justifications may also have implications for the
position of those who assist. Kimberley Kessler Ferzan, for instance, suggests that agent-rel-
ative justifications do not “permit third-party assistance,”193 as do Alexander and Moore.194

Similarly, Husak gives the example of a mother who diverts a train which is speeding toward
her infant daughter, thus killing two other innocent children.195 Although it may be the case
that themother’s conduct is permissible on the basis of an agent-relative justification—that is,
the parental relationship—it does not follow that others who are strangers should be allowed
to assist the mother in prioritizing her own interests over the general good.196 In fact, Husak
puts it more strongly still, proposing that it “makes little sense for the law to allow or encour-
age any [third party], who bears no special relation to [the principal], to assist her.”197

4. Conclusion on Assistance

Practice provides no clear answer to the problem of accomplice liability in relation to coun-
termeasures in international law.198 Two points pull in different directions. In one direction,
there is the intuitive view that because countermeasures are justified—because the principal
state’s act is all-things-considered permissible—this should have a universalizing effect. As
such, a state that assists in the countermeasure of another state would act permissibly.
Pulling in the opposite direction is, however, the fact that the international legal order
takes a cautious approach to countermeasures, one that suggests such measures are tolerable,
rather than commendable, and that they arise from the particular relation between the injured
state, the injury, and the breach. This point puts pressure on the intuitive response: for it
provides reasons to restrict those behaviors, including by limiting the participation of third
parties. We return in Part V to considerations of policy that may bear on this question.

E. Countermeasure at the Request and on Behalf of Another State – Proxy Countermeasures

The fifth form of collaboration arises where the collaborating state purports to take a coun-
termeasure at the request and on behalf of an injured state. In practical terms, consider a sit-
uation where the targeted (wrong-doing) state violates a bilateral obligation it owes to the
injured state: it fails, for example, to ensure the inviolability of the injured state’s diplomatic
premises. Alternatively, the targeted state might be violating the injured state’s territorial sov-
ereignty through an exorbitant exercise of enforcement jurisdiction within the injured state’s
territory. The injured state would be entitled to take countermeasures against it. Could the
injured state request a collaborating state to take a countermeasure on its behalf?199

193 Ferzan, supra note 168, at 247–48. But these defenses are not, however, excuses: after all, as Ferzan notes,
they involve permissions.

194 Alexander & Moore, supra note 191.
195 Husak, supra note 33, at 518.
196 Id.
197 Id. at 519.
198 Similarly: Michael N. Schmitt, Responding to Malicious or Hostile Actions under International Law (Lieber

Institute White Paper, 2022), at https://lieber.westpoint.edu/white-paper-responding-malicious-hostile-actions-
international-law.

199 Given we are dealing with countermeasures, specifically, we assume that what the injured state is requesting
the collaborating state to do would be a breach of that state’s international obligations toward the wrong-doing
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That a state may take such a measure in this situation is, perhaps, the most radical proposal
to emerge from recent discussion on the application of international law in cyberspace.200

Thus, to give an example, Costa Rica’s recent statement proposes that “countermeasures
may be taken by the injured State, i.e., the State specifically affected by the breach, as well
as third States in response to violations of obligations of an erga omnes nature or upon request by
the injured State.”201 The proposal is radical because it suggests that a state that is not entitled
to take countermeasures may rely on the entitlement of the injured state by virtue of the lat-
ter’s request. To put it more bluntly, where a state is prohibited to, for example, freeze the
assets of the target state on its own, it may permissibly do so if, and because, it is requested to do
so by a state which can so act.
The original nature of this proposal is sometimes obscured by the terminology that has

become accepted in the cyber context: states and scholars alike have discussed this form of
collaboration under the label of “collective countermeasures.”202 This term, however, does
not distinguish situations where the collaborating state taking the countermeasure (1) has
and (2) does not have an independent entitlement to take such a measure. Indeed, the
term “collective countermeasures” has previously been used to describe what we have termed
“countermeasures in the general interest”: that is, it is often taken to refer to the entitlement of
states other than an injured state to take countermeasures in response to the breach of an erga
omnes (partes) obligation owed to them. It is for this reason that we think a new term is needed
to refer to the scenario of a collaborating state that,without an independent entitlement, takes a
countermeasure at the request, and on behalf, of the injured state. For, as we will argue,
whether the collaborating state possesses an entitlement of its own to take countermeasures
currently determines the legality of its collaboration in the countermeasures of another in this
scenario. We will refer to this latter collaboration scenario—where the collaborating state has
no entitlement of its own—as one of “proxy countermeasures.”
In this Section, we start by showing how the possibility that a statemight request another to

take countermeasures on its behalf was considered by the ILC. The crucial point, in this
respect, is that the ILC’s consideration exclusively arose in the context of assessing the enti-
tlement of Article 48 states to resort to countermeasures in the event of a breach of an erga
omnes (partes) obligation that was owed to them. It did not arise where the obligation
breached was not owed to the requested state. Thereafter, we review the available practice,
limited as it is. As will be seen, no clear basis emerges from these sources in support of the
concept of proxy countermeasures.203We will then consider additional arguments that might

state. If the relevant conduct requested would not breach the collaborating state’s obligations, then its conduct
would not need to be justified at all. For example, if the injured state asked the collaborating state to suspend
aid to the wrongdoer state: without the existence of a binding commitment to maintain aid, it is not unlawful
for one state to withdraw aid from another. This may be unfriendly, and may be understood as a lawful act of
retorsion, but it would not be a countermeasure.

200 Also highlighting the novelty of this position, Samuli Haataja, Cyber Operations and Collective
Countermeasures Under International Law, 25 J. CONFLICT & SECURITY L. 33, 47 (2020).

201 Ministry of Foreign Affairs of Costa Rica, supra note 6, para. 15 (emphasis added).
202 See, e.g., Schmitt & Watts, supra note 111, at 397–410; Haataja, supra note 200; Jeff Kosseff, Collective

Countermeasures in Cyberspace, 10 N.D. J. INT’L & COMP. L. 18 (2020); LAHMANN, supra note 31, at 138–39.
203 See similarly Isabella Brunner, 1998 –UNGA Resolution 53/70 “Developments in the Field of Information and

Telecommunications in the Context of International Security” and Its Influence on the International Rule of Law in
Cyberspace, 23 AUSTRIAN REV. INT’L & EUR. L. ONLINE 183, 198 (2020). There are earlier suggestions in the lit-
erature, but these pre-date either the full development of the concept of erga omnes obligations or its acceptance in
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be taken to support the permissibility of the collaborating state acting at the request and on
behalf of the injured state in the absence of an independent entitlement to do so: two anal-
ogies, and the idea of rights vesting. The analogies are, however, faulty, and international law
does not recognize any doctrine of transfer or vesting of a defense in this context.

1. The Idea of Request in the Work of the ILC

The idea that countermeasures could be taken by a state on behalf and at the request of
another state emerged in the work of the ILC, during its consideration of countermeasures in
the general interest.204 The Commission considered that, where there existed a state that was
specially affected (and so, injured) by the breach of the erga omnes (partes) obligation,205 other
states to which the obligation was owed should not be allowed to act without a request by this
state. This was because states that were not injured “should not be able, in effect, to intervene
in a dispute by taking countermeasures if the principal parties wish to resolve it by other
means.”206 As discussed in Part II, the proposed draft Article 54 did not survive the cool
reception given to it by states in the Sixth Committee. In its final form, Article 54 is simply
a savings clause that makes room for further development. The Commentary to this provi-
sion, however, retains some echo of the distinction when it notes, after a brief survey of rel-
evant practice, that “in those cases where there was, identifiably, a State primarily injured by
the breach in question, other States have acted at the request and on behalf of that State.”207

Whether this is now a requirement of positive law is not clear.208

The key takeaway from this discussion is that, while the ILC considered the question of a state
requesting another to take a countermeasure on its behalf, it only did so in the context of coun-
termeasures in the general interest. That is, it was working from the assumption that the obliga-
tion that had been breached was erga omnes, and was owed to all of the states involved: the injured
state (where there was one) and the requested state. This is crucial, because it makes clear that the
entitlement of the requested state to take countermeasures in these circumstances arose from the
character of the obligation breached as erga omnes (partes), and its legal interest in compliance with
that obligation, and not from the request by the injured state. The requirement that the injured
state consent, or request, the taking of the countermeasure by the other state was intended to limit
or condition the exercise of the latter state’s right. The request had a limiting function.
There is thus no support for the idea of what we call proxy countermeasures in the ILC’s

work.209 In the conceptual framework developed by the Commission to regulate

international law: they tend to raise the argument in respect of serious or grave violations of fundamental rules, and
so on. As a result, these are more likely to be early reflections on and elaboration of what eventually became the idea
of countermeasures in the general interest, than they are of the idea presently under discission—of what we call
“proxy countermeasures.” See, e.g., Akehurst, supra note 115; Hutchinson, supra note 115 (reflecting what may
today be called erga omnes partes obligations). At any rate, in these discussions, the premise was the recognition by
the legal order of an entitlement for said third states: not the idea that, absent such an entitlement, states could act
as proxies for injured states.

204 On which, see Part II supra
205 Crawford, supra note 67, para. 400; see also DAWIDOWICZ, supra note 43, at 93–97.
206 Crawford, supra note 67, para. 400. For Crawford, the existing practice tended to support this requirement.

Id., para. 401.
207 ARSIWA, supra note 10, Commentary to Art. 54, para. 5.
208 DAWIDOWICZ, supra note 43, at 271.
209 FRANÇOIS DELERUE, CYBER-OPERATIONS AND INTERNATIONAL LAW 454–55 (2020).
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countermeasures by states other than the injured state, the idea of a request was intended to
condition or limit the entitlement of these states in cases where the breach specially affected
one (or more) state(s). The crucial point is that any such concept was only understood to be
applicable where the requested state itself had a legal interest in compliance with the obliga-
tion breached by the wrong-doing state. Nothing in the ILC’s work supports the idea that a
request to act could create a legal entitlement where there was not otherwise one.

2. The Lack of Basis in State Practice

Aside from the statements of a handful of states in their legal positions on international law
in cyberspace, the legal value of which is still uncertain,210 it is difficult to find practice of
states taking a countermeasure on behalf of another where they have no independent entitle-
ment to take one themselves, or wider statements of support for such a proposition.211

Indeed, this has been put more strongly. Writing in 2018, Isabella Brunner argued that
“[t]here currently seems to be no state practice or opinio juris supporting the notion that
[such] countermeasures without any legal interest would be in compliance with international
law.”212 In this Section, we discuss two possible examples—responses to the Iran Hostage
Crisis and a claim relating to looted Albanian Gold afterWorldWar II. In the end, it is doubt-
ful that either provides any real support for the proposition.
The first arises in the aftermath of the Iran Hostage Crisis in 1979/1980 in relation to

Iran’s serious breaches of diplomatic law. Obligations arising under diplomatic law are ordi-
narily understood as bilateralizable, even when arising under a multilateral treaty.213 In
response to the occupation of the United States’ Embassy, a statement of the nine foreign
ministers of the member states of the European Economic Community announced that:

The ForeignMinisters of theNine, deeply concerned that a continuation of this situation
may endanger international peace and security, have decided to seek immediate legisla-
tion where necessary in their national Parliaments to impose sanctions against Iran in
accordance with the Security Council Resolution on Iran, dated 10th January 1980,
which was vetoed and in accordance with the tenets of international law.214

The measures included a ban on any new export or services contracts with persons or orga-
nizations in Iran, reduction of embassy staff in Tehran and the number of Iranian diplomats
accredited in each country, the reintroduction of travel visas, and arms-sales related bans,215

210 The language used in this connection is, as we noted in Part II infra, rather vague and often aspirational.
211 Similarly, Akehurst, supra note 115, at 14–15.
212 Brunner, supra note 203, at 198.
213 Sicilianos, supra note 43, at 1133–34.
214 Hansard, HL Deb, Vol. 408, (Apr. 23, 1980), at https://hansard.parliament.uk/Lords/1980-04-23/

debates/76f36613-28e9-49d1-98bb-c0398a1d715a/IranEecDecision. Australia and Japan also took measures
in response, respectively a trade embargo and a decision to freeze all exports except food and medicine. See 80
DEP’T STATE BULL. NO. 2040, at 73 (July 1980), available at https://babel.hathitrust.org/cgi/pt?id=msu.
31293008122321&seq=81.

215 Declaration by the Foreign Ministers of the Nine of 22 April 1980, endorsed by the European Council on
27 and 28 April, 13 BULL. EUR. COMMUNITIES, 24, paras. 5–6, (1980), available at http://aei.pitt.edu/65381/1/
BUL258.pdf.
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as well as the suspension of all contracts concluded after the taking of the hostages.216 At least
some of the Nine subsequently did impose sanctions on Iran.217

It is difficult to say whether this practice supports the idea of proxy countermeasures, but
the better view is that it does not. First, it is not altogether clear that the proposed and/or
implemented measures would have infringed or did infringe obligations owed by these states
to Iran under international law—that is, it is not clear that the measures imposed would need
to be legally justified in the first place.218 Second, the underlying wrongful acts by Iran
entailed breaches of different kinds of obligations—both ordinary bilateralizable obligations
under diplomatic law but also the taking of hostages and the deprivations of liberty that are
likely breaches of obligations owed erga omnes, and potentially the use of force.219 Third, and
relatedly, the statement of the nine foreign ministers is focused on the release of the hostages,
but also notes the collective interest in “international peace and security”when explaining the
imposition of sanctions.220 For these reasons, this example provides at best equivocal, and
probably doubtful, support for the assertion of an entitlement to take countermeasures absent
any legal interest in the other state’s compliance with the underlying obligation.
The second example arises out of the events at issue in the Monetary Gold case before the

ICJ. At issue was a quantity of gold, looted by Germany from Rome in 1943, later recovered,
and then found to belong to Albania.221 Under the provisions of the Paris Agreement on
Reparation of 1946, the United Kingdom, the United States, and France composed a
Tripartite Commission tasked with returning the gold to its original owners. On the basis
that Albania had failed to pay the compensation ordered in its favor in the Corfu Channel
case, the United Kingdom sought to have that judgment satisfied from the gold. The three
states composing the Tripartite Commission agreed, subject to certain conditions, including
whether Italy could provide proof that it had better title to the gold. In his assessment of this
practice, Akehurst proposes that it might be understood as a “clear case of reprisals by third
States,”222 given the real argument was that “Albania’s illegal refusal to pay the damages
awarded in the Corfu Channel case to the United Kingdom justified not only the United

216 Declaration by the ForeignMinisters of the Nine of 18May 1980, 13 BULL. EUR. COMMUNITIES, at 25, para.
3 (1980).

217 80 DEP’T STATE BULL. NO. 2039, at 497 (June 1980), available at https://babel.hathitrust.org/cgi/pt?
id=msu.31293008122313&seq=495; see also 80 DEP’T STATE BULL. NO. 2040, supra note 214, at 71–73.

218 Jochen A. Frowein, Reactions by Not Directly Affected States to Breaches of Public International Law, 248
RECUEIL DES COURS 345, 417 (1994). See in relation to the legality of the (similar) measures taken by the
United States, Oscar Schachter, Self-Help in International Law: US Action in the Iranian Hostages Crisis, 37 J.
INT’L AFF. 231 (1984).

219 On this question, Gábor Kajtár & Gergő Barna Balázs, Beyond Tehran and Nairobi: Can Attacks Against
Embassies Serve as a Basis for the Invocation of Self-Defence?, 32 EUR. J. INT’L L. 863 (2021); Tom Ruys, Can
Attacks Against Embassies Serve as a Basis for the Invocation of Self-Defence? A Reply to Gábor Kajtár and Gergő
Balázs, 32 EUR. J. INT’L L. 889 (2021).

220 The Nine stated, for example, that: “Since the hostages were first detained, the Nine, fully respecting the
independence of Iran and the right of the Iranian people to determine their own future, have insisted that they
must be released. The fact that after six months they are still detained, despite the efforts of the Nine and the clear
condemnation by the Community of Nations, is intolerable from a humanitarian and legal point of view.”
Declaration by the Foreign Ministers of the Nine of 22 April 1980, supra note 215, para. 4.

221 Monetary Gold Removed from Rome in 1943 (It. v. Fr., UK and U.S.), Preliminary Objections, 1954 ICJ
Rep. 19 (June 15); see also Akehurst, supra note 115, at 14.

222 Akehurst, supra note 115, at 14–15.
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Kingdom, but also France and the United States, in committing what would normally have
been an illegal act.”223

On reflection, however, this practice does not provide support for a general doctrine of proxy
countermeasures. First, the basis of the United Kingdom’s claim is extremely narrow—it is spe-
cifically about actions in response to the non-settlement of a compensation award by the ICJ.
This is evident in Sir Gerald Fitzmaurice’s pleadings before the Court:

Not a penny of those damages . . . has in fact been paid. . . . This has been amatter of great
regret to my country . . . [but] must also, on wider grounds, be a matter of importance to
all members of the family of nations—whose relations are governed by international law—
that the judgments of the highest international tribunal, as indeed of all tribunals, should be
respected and carried out.224

Even if the argument were accepted, which remains a matter of dispute, this is a claim
about conduct in response to non-compliance with an international judgment specifically.
Besides, as a matter of policy, where there is such a judgment the risks of abuse by third
states—an important factor that we will return to in Part V—are diminished.225 Second,
the argument also relied heavily on shared or common interests:

It cannot fail to be prejudicial to the international community and to the rule of law in
international relations if the judgments of international tribunals, and particularly of
such a tribunal as the present Court, are contravened or disregarded. It would be right
to say . . . that not only must such an occurrence be a matter of concern to all members of
the international community, but also that all countries are, if not bound, at any rate
entitled to take all such reasonable and legitimate steps as may be open to them to prevent
such an occurrence, and either individually or by common action to do what they can to
ensure that judgments, particularly of this court, are duly implemented and carried
out.226

This passage clearly foreshadowed later developments—led, in part, by Fitzmaurice him-
self during his tenure as ILC special rapporteur on the law of treaties—concerning multilat-
eral obligations and erga omnes obligations in international law.227 Whether such a collective
interest could (and can, today) be said to exist is a matter of debate.228 But at the very least this
emphasis casts doubt on the precedential value of this case for proxy countermeasures. On the
contrary, if this provides evidence of any state practice at all, it is arguably in favor of coun-
termeasures in the general interest. It may be worth noting, too, that after the United
Kingdom could not find any Albanian assets within its jurisdiction, it did not request any

223 Id. at 13–14.
224 Monetary Gold Removed from Rome in 1943 (It. v. Fr., UK and U.S.), Pleadings, Oral Arguments,

Documents, at 126 (Int’l Ct. Just.), at https://www.icj-cij.org/sites/default/files/case-related/19/019-19540510-
ORA-01-00-BI.pdf.

225 Akehurst, supra note 115, at 14–15. Akehurst’s view is that where there is such a judgment by an impartial
tribunal, the risk of abuse is “virtually eliminated.” Id. at 16.

226 Monetary Gold Removed from Rome in 1943, supra note 221, at 126.
227 As we discuss in Part V, expanding the set of obligations that protect a common interest is a coherent way to

expand the set of situations in which countermeasures in the general interest may be taken.
228 On which, see LINOS-ALEXANDRE SICILIANOS, LES RÉACTIONS DÉCENTRALISÉES À L’ILLICITE: DES CONTRE-

MESURES À LA LÉGITIME DÉFENSE 104–07 (1990).
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of its allies to confiscate assets available within theirs—as Fitzmaurice had suggested, on
behalf of the United Kingdom, would be possible.
In sum, these two instances, though interesting, do not provide support for a general claim

about the permissibility of proxy countermeasures.

3. Two Faulty Analogies: Collective Self-Defense and Non-state Actors

There are two analogies that might be explored in this context that may ground the idea of
proxy countermeasures. The first is the analogy with collective self-defense; the second is with
the way that states may request private actors to act on their behalf.
To start with the first—collective self-defense—the analogy goes like this. If states other

than the injured state(s) are permitted to use armed force at the request of an injured state,
why should such states not be permitted to take countermeasures at the request of an injured
state?229 But this analogy is faulty. It is faulty because the prohibition on the use of force is
widely understood to generate obligations erga omnes.230 And, indeed, it was understood in
this way by the ILC, when raising collective self-defense in discussing the possibility of coun-
termeasures by states other than the injured state.231 As such, all states have a legal interest in
compliance with the obligation and the right of collective self-defense may thus be rational-
ized as a specific manifestation of states’ legal interest in compliance with that obligation.232

The request by the injured state in the collective self-defense context is playing a limiting role,
rather than an expansive one.233 The request, that is, does not create the entitlement to act in
self-defense: it limits that entitlement.
The second analogy focuses, instead, on the fact that states may (and do) request private

actors to act on their behalf. For instance, no one would doubt that an injured state could
engage a private corporation—say, a technology company—to hack into the targeted state’s
networks as a countermeasure, of course subject to all of the ordinary conditions. If the
injured state can engage a technology company to act on its behalf, why can it not engage
a collaborating state to do the same?
To frame the problem this way, however, overlooks a crucial difference: that the collabo-

rating state is bound to respect the targeted state’s sovereignty (and any other applicable
rules), an obligation which may be implicated by the operation.234 The private entity is
not bound to respect the targeted state’s sovereignty, so its own responsibility, as a general

229 For an example, see Haataja, supra note 200, at 48; Deeks, supra note 9, at 189–90.
230 In relation to aggression, Barcelona Traction, Light and Power Company, Limited (Belg. v. Spain), Merits,

1970 ICJ Rep. 3, paras. 33–34 (Feb. 5); andmore widely, Oliver Dörr,Use of Force, Prohibition of, inMAX PLANCK

ENCYCLOPAEDIA OF PUBLIC INTERNATIONAL LAW, para. 30 (Rudiger Wolfrum ed., 2019, online edition).
231 Crawford, supra note 67, para. 400.
232 At any rate, the right of states to act in collective self-defense is specifically provided for by Article 51 of the

UN Charter and under customary international law. On the theoretical explanation of the right of collective self-
defense, on which much was written in the decades after the adoption of the Charter, see the discussion in JAMES

A. GREEN, COLLECTIVE SELF-DEFENCE IN INTERNATIONAL LAW, Ch. 2 (2024).
233 For references, see id. at 147–48.
234 We leave aside disagreement concerning the application of the principle of sovereignty in cyberspace. For a

summary of the debate on this topic, see: Nicholas Tsagourias, The Legal Status of Cyber-Space: Sovereignty Redux?,
in RESEARCH HANDBOOK ON INTERNATIONAL LAW AND CYBERSPACE 16–17 (Nicholas Tsagourias & Russell Buchan
eds., 2d ed. 2021); Michael N. Schmitt & Liis Vihul, Sovereignty in Cyber-Space: Lex Lata Vel Non?, 111 AJIL
UNBOUND 213 (2017).
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matter, is not really at stake at all so far as international law is concerned. However, under
international law, its acts can be attributed to the injured state. The private conduct could
be attributed under ARSIWA Article 5, insofar as the entity was exercising elements of the
injured state’s governmental authority. It could also be attributed under ARSIWA Article
8, insofar as the act would be instructed, directed, or controlled by the state. As to the putative
wrongfulness of that conduct, the injured state’s justification bites here, precluding the
wrongfulness of the conduct. Thus, the potential violation of the targeted state’s sovereignty
by means of the cyberoperation would be attributed to the injured state, which could then
rely on its entitlement to take a countermeasure to justify its prima facie breach of the targeted
state’s rights. But the same is not true for a collaborating state: for, unlike the private entity, it
is itself bound to respect the targeted state’s sovereignty. It would remain responsible for its
conduct—the operation—in breach of its own international obligations toward the targeted
state. Where the private entity can hide, as it were, behind the veil of the injured state’s sov-
ereignty (and thus entitlement), the collaborating state cannot do the same. The analogy with
a request to a non-state actor does not work.

4. Agency or the Transfer of a Justification?

Finally, it may be asked whether there is some other way in which the collaborating state
might act lawfully when taking a countermeasure at the request and on behalf of an injured
state. An initial difficulty here is that there is as yet little assessment of how this idea of a proxy
countermeasure is to be understood in legal terms rather than as a simple description of the
phenomenon. As noted above, one possibility is the exceptional case of secondment recog-
nized in ARSIWA Article 6.235 Here, by placing its organ at the exclusive disposal of the
injured state, the collaborating state drops out of the picture. The relevant conduct is the
injured state’s conduct, on which its own justification bites. To reiterate, however, as we
noted above it is not clear that this rule would hold in conflictual scenarios.
Beyond this exceptional case, we might consider two other possibilities: the first, a wider

analogy to the law of agency, and the second, the transfer or vesting of a legal power. As to the
first, Angelo Sereni, writing in 1940, surveyed a range of practice under which states empow-
ered other states to act for them. These instances included general authority to act in inter-
national relations, as well as more specific authority to act in particular fields, such as
economic relations or diplomatic protection.236Although Sereni thought that there were
no sufficiently determinate rules of international law governing agency, he suggested that
no “objection has been raised in principle by any member of the international community
to the resort to agency in international relations.”237

In legal terms, as with the domestic law of agency, the relevant conduct of the agent is
treated by the legal order as the conduct of the principal.238 In our situation, the principal’s
conduct would be that of the injured state, which raises the possibility that the injured State’s
own justification would render the conduct in question lawful. The difficulty with the argu-
ment is that it fails to properly consider the position of third states—that is, third states to the

235 Section III.A supra.
236 Angelo Sereni, Agency in International Law, 34 AJIL 638 (1940).
237 Id. at 644.
238 Id. at 639.
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agency agreement. In our case, this is the targeted state, who is the target of the countermea-
sure taken by the collaborating state (putatively) acting as an agent of the injured state. Sereni
argued, in the first place, that notification of the arrangement to third states was required.
Second, he suggested that it would then be up to third parties so notified to “proceed to
its formal recognition”’ if they so wished.239 This seems to us to be right as a matter of prin-
ciple. If this is true, agency would not apply in the hostile situations we are examining: the
targeted state would need to be notified of the arrangement as to the taking of the counter-
measure by the collaborating states, and have no objections to it.
The second possibility is whether international law recognizes a doctrine by which the

injured state could vest, or transfer, the exercise of its entitlement to take countermeasures
onto the collaborating state.240 In legal terms, it would not be the case, as in the previous
paragraph, that the conduct of the collaborating state is treated as conduct of the injured
state, but rather that the justification would be transferred from one to the other. Here,
some care is needed. It is true that legal orders recognize a variety of doctrines pursuant to
which one party can transfer or vest a right or power in another. However, the question
here is much more specific—and concerns the putative transfer of a defense such that the
collaborating state has a justification for infringing its own obligations vis-à-vis the targeted
state. Put in this narrower way, it is hard to find any support in even roughly analogous sit-
uations in domestic law. Although a full survey of all domestic orders is not possible, it is
doubtful that in contract law, for instance, such a possibility would exist. It would entail
that, absent specific agreement to the contrary, a breach of a contractual obligation owed
by X to Y, which might justify some remedial action by Y, could entitle Z not to comply
with its own, independent, obligations to X just because Y requests that they not comply.
Indeed, much as in international law, it is doubtful that Z would even have standing to
bring a claim in relation to the breach.241

F. Conclusions on Collaboration

Drawing together this discussion, the following conclusions may be drawn. For indepen-
dent but coordinated action, as well as joint action, the collaborating state is responsible for
the relevant conduct. As such, given it has no entitlement of its own to take a countermeasure,
it acts unlawfully. Similarly, international law does not recognize the possibility of what we
have called proxy countermeasures—where a state takes such a measure at the request and on
behalf of an injured state. That leaves two scenarios—secondment and assistance. As to sec-
ondment, as we argue above, under the rule in Article 6 this would be a permissible form of
collaboration, even if that term is slightly misleading—the legal order treats the relevant acts
as acts of the injured state only. This, however, would be a rare case, and doubts arise as to
whether it would really hold up in conflictual situations such as this. For these reasons, assis-
tance becomes a crucial question. As argued above, it is plausible to simply take the view that a

239 Id. at 649.
240 See, e.g., the Right of Passage case, where the ICJ explained that Portugal was authorized to exercise military

and police functions in its enclaves on Indian territory “on behalf of the Maratha ruler,” and that it only had “such
authority as had been delegated” to it by the Marathas. Right of Passage over Indian Territory (Port. v. India),
Merits, 1960 ICJ Rep. 6, 38–39 (Apr. 12). In relation to moral theory, see Bazargan-Forward, supra note 192.

241 Any relevant exception to privity of contract would likely require that Z has some interest in the contract.
See, e.g., UK Contracts (Rights of Third Parties) Act 1999.
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collaborating state that assists another state’s countermeasure acts lawfully, for what it is doing
is simply assisting in the commission of an act whose wrongfulness is precluded. However,
certain essential features of the institution of countermeasures—their tolerable rather than
desirable quality and their personal character—put pressure on this conclusion.

IV. COLLABORATION WHERE THE COLLABORATING STATE DOES HAVE AN INDIVIDUAL

ENTITLEMENT TO TAKE A COUNTERMEASURE

For completeness, this Part addresses collaboration in the taking of countermeasures where
both—or all—of the collaborating states have their own entitlement to take a countermea-
sure. It will do so briefly, as for the most part it does not raise particular problems. In all five
instances of collaboration, assuming other requirements are met, the collaborating states act
lawfully.
First, as to independent but coordinated action, each state remains responsible for their

own conduct—the distribution of the confiscated assets, the suspension of overflight rights,
and so on. Each state’s own justification precludes the wrongfulness of its own conduct.
Second, as to secondment, the situation is to be analyzed slightly differently. To reiterate

the rule set out in ARSIWA Article 6:

The conduct of an organ placed at the disposal of a State by another State shall be con-
sidered an act of the former State under international law if the organ is acting in the
exercise of elements of the governmental authority of the State at whose disposal it is
placed.242

In Part III above, we discussed the requirements of this rule, its likely use in practice, and
certain doubts as to whether it would really operate as intended in conflictual scenarios.
But for present purposes, those questions can be left aside. Whether the conduct of the sec-
onded unit is attributed to the receiving state—as set out in the rule—or not, the entitlement
of both or all collaborating states to take a countermeasure renders that conduct justifiable.
Third, as to joint action, the conduct is attributed to each of the states participating in the joint

operation. Part III, above, explored the boundaries of joint responsibility of this kind under inter-
national law. For present purposes, the key point is that each of the states to whom the conduct is
attributed possesses its own independent justification for its conduct. Each state’s entitlement to
take a countermeasure will provide a legal basis for the permissibility of its measure.
Fourth, there is the question of assistance by one state to another state in the taking of

countermeasures. In Part III, above, we set out certain rules that regulate interstate assistance.
For the purposes of this Part, the key point is that the assisting state’s individual entitlement to
take a countermeasure can justify its putatively wrongful acts of assistance. Aside from the
limits imposed in ARSIWA Article 50 and the requirement of proportionality,243 and absent
specific rules to the contrary, states can take measures that affect any obligations owed to the
targeted state. Any potential breach of obligations not to assist another state in committing
wrongful acts would be justified by the collaborating state’s own entitlement to take counter-
measures: it can, as a countermeasure, choose to disregard these particular obligations. In a

242 ARSIWA, supra note 10, Art. 6.
243 Id. Art. 51.
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less doctrinal sense, this conclusion also follows from the collaborating state’s own entitle-
ment to respond to the targeted state’s breach by taking a countermeasure of the kind
taken by the assisted state. To spell that out, if the collaborating state could have lawfully
undertaken that conduct, and it could lawfully have undertaken that conduct jointly with
the other state, it must be the case that it can assist the other state too. This is a situation
where permissibility of the lesser—assisting another state—is rightly implied by the greater—
the collaborating state’s independent entitlement to take a countermeasure.244

Fifth, and finally, there is the question of collaboration at the request and on behalf of
another state. Here, the terminology of “at the request and on behalf of” another state
does not appear accurately capture the legal relationships at play. To reiterate, we have
assumed for the purposes of this Part that the collaborating state has its own entitlement
to take a countermeasure against the targeted state. In a colloquial sense, the state may be
doing so at the request and on behalf of the other state, but legally what it is doing is exercising
its own independent entitlement to take a countermeasure to uphold a collective interest.245

Any such request is not doing any legal work.

V. POLICY AND POTENTIAL DEVELOPMENTS

A. Recapitulation

Where states have an independent entitlement to take countermeasures, they can permis-
sibly collaborate with an injured state (or with other states so entitled) in taking countermea-
sures. The scope of who is so entitled is thus the central question. As we set out in Part II,
despite the increasing weight of practice, the lawfulness of countermeasures in the general
interest remains a difficult question.
Where states are not entitled to take countermeasures, the permissibility of collaboration

varies depending on the form that it takes. For the most part, in our analysis of the relevant
rules, states that are not entitled to take a countermeasure cannot collaborate with others in
doing so. Specifically, independent but coordinated measures, joint measures, and what we
have called proxy countermeasures are impermissible. Two forms of collaboration entail dif-
ferent answers: secondment and assistance. First, as to secondment, any such conduct of the
seconded unit is treated as conduct of the receiving state, a state whose own justification to act
thus applies. As we note above, technically speaking this is not really collaboration at all as
formally the seconding state is not acting in a legal sense, and we are not certain the rule on
secondment would be accepted in a conflictual scenario. Second, as to assistance, this is the
most practically relevant and difficult scenario to analyze.We show above that while it is plau-
sible to think assistance to another state’s countermeasure is permissible, certain essential fea-
tures of the institution of countermeasures point in the opposite direction.
An initial question is whether these overarching conclusions cohere with other aspects of

the legal order. For the most part, we think they do. As a starting point, distinctions that

244 See similarly AUST, supra note 169, at 190.
245 Note, however, that the collaborating state could only take countermeasures to induce the wrong-doing state

to comply with its obligation of reparation “in the interest” of the requesting state: that is, it could only take the
measure to induce the targeted state to, for example, pay compensation to the requesting state and not to pay said
compensation to the collaborating state. See ARSIWA, supra note 10, Art. 48(2)(b).
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follow from the different positions of individually entitled/non-individually entitled states
make sense. Where the collaboration breaches an obligation of the collaborating state toward
the target state, and the conduct is attributable to it, then it will be liable for its own act. That a
collaborating state acts impermissibly in this case, where it has no entitlement to take a coun-
termeasure of its own, is consistent with the principle of independent responsibility and its
extension to defenses: like responsibility, defenses, too, are individual. One may query, how-
ever, the varying legality of different forms of collaboration for a non-entitled state—in par-
ticular given that the lines between forms of participation will often be a matter of degree. The
line between joint action and secondment, for example, may be blurred in practice, and the
permissibility of the collaborating state’s conduct will vary depending on which side of the
line it falls. Similarly, the analysis above places immense pressure on the line between assis-
tance and joint conduct. Where the non-entitled state’s collaboration remains within the
realm of assistance, it is possible to argue that it acts lawfully; where it becomes joint conduct,
it does not.

B. Evaluation

This leads to the question of whether the current position is desirable. As a starting point, it
is worth emphasizing the context of these developments: one of increased polarity in inter-
national affairs and geopolitical conflicts between powerful states, and between these and
smaller states. These developments have manifested themselves in, among others, instances
and threats of aggression against smaller neighbors, cyberoperations between great powers
and against weaker states, and the continued use of economic pressure and coercion as an
instrument of foreign policy. In all these instances, it is usually smaller states who stand to
lose the most, without any obviously effective remedies. In many situations, too, there
may be spillover or collateral effects on a broader number of states.
Inevitably the question turns to what can be done to stop these harms or threats, or at the

very least minimize their impact. In the case of aggression, the victim state is entitled to react
in self-defense and can call on its allies to act in collective self-defense. But it may not be
always in the allies’ interest to participate in self-defensive action. In addition, cyberactivity
tends to remain “below the threshold”—that is, it falls below the threshold of an armed attack
as a trigger for the lawful exercise of self-defense by the victim and its allies,246 and many
forms of economic coercion are not usually understood to be prohibited.247 While these
are not as jarring as armed aggression, both malicious cyberoperations and economic coercion
can have devastating financial and humanitarian consequences in the targeted state.248 In all
cases, due to material inequalities, the victims’ responses may be ineffective in inducing

246 See, e.g., Michael N. Schmitt, “Below the Threshold” Cyber Operations: The Countermeasures Response Option
and International Law, 54 VA. J. INT’L L. 697 (2014); Haataja, supra note 200.

247 For discussion, see Antonios Tzanakopoulos, The Right to be Free from Economic Coercion, 4 CAMB. J. INT’L
& COMP. L. 616 (2015).

248 See, e.g., in relation to Estonia: Damien McGuinness,How a Cyber Attack Transformed Estonia, BBC NEWS

(Apr. 27, 2017), at https://www.bbc.co.uk/news/39655415; in relation to Costa Rica: How Conti Ransomware
Group Crippled Costa Rica – Then Fell Apart, FIN. TIMES (July 9, 2022), at https://www.ft.com/content/
9895f997-5941-445c-9572-9cef66d130f5. In relation to economic measures, see, e.g., the work of the Special
Rapporteur on the Negative Impact of Unilateral Coercive Measures on the Enjoyment Of Human Rights,
Initially Established by the Human Rights Council in 2014 – Human Rights Council, Human Rights and
Unilateral Coercive Measures, UN Doc. A/HRC/Res/27/21 (Oct. 3, 2014).
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compliance by the wrongdoer, even when they involve the taking of measures that would be
in breach of the rights of the target state. In the light of this context, states have begun to
articulate and propose policies and mechanisms of joint response, so as to be able to collab-
orate with allies in more effectively counteracting these harms. It is thus no surprise that the
strongest proponents of collaboration in the taking of countermeasures currently include
Ukraine, the victim of aggression, and Estonia and Costa Rica, both of which have been vic-
tims of wide-ranging and damaging cyberoperations.249

This context, as we mentioned earlier, has brought to the surface an old worry about the
institution of countermeasures. This is that countermeasures, and perhaps unilateral enforce-
mentmore generally,250 can entail a double disadvantage for smaller and developing states.251

These are the states that, historically, were the primary victims of abuse of the institution of
reprisals (the ancestor, as it were, of today’s countermeasures) by powerful states. At the same
time, these states are also less likely to be able to resort to countermeasures, and to do so effec-
tively: material differences mean that these states are less likely to have the means, or to have
the weight, to put sufficient pressure on larger and more economically powerful states to
induce them to comply with their obligations. As Simma put it, international law enforce-
ment reflects an “every-man-for-himself” paradigm which, while in keeping with state sover-
eignty and the principle of equality, “unveils, and even endorses, the crucial dependence of
the bilateral enforceability of a State’s international rights upon a favourable distribution of
power.”252

The cyber-context provides a distinctive manifestation of this general point. In its recent
statement on the law applicable to cyberspace, Canada, for example, noted that collaboration
in the taking of countermeasures can be provided “where the injured State does not possess all
the technical or legal expertise to respond to internationally wrongful cyber acts.”253 For
Ireland, collaboration was particularly relevant in the cyber context given that some states
“lack the technological capacity” to respond to cyberoperations alone.254 This point is sim-
ilarly emphasized in the literature in support of cooperation in the field of cyber-countermea-
sures.255 Moreover, it is evident too in the discussions surrounding sanctions against Russia,
and the desire to come to the assistance of Ukraine in achieving reparation: there are simply
not sufficient Russian assets within Ukraine to meet the extent of the reparative obligation.
Turning back to our collaborative scenarios, this all suggests a policy imperative to widen the
set of situations where states can collaborate in the taking of countermeasures. Indeed, if the

249 Id.
250 Discussing a variety of responses in the context of breaches of multilateral treaties, see Hutchinson, supra

note 115, at 157–59.
251 See, e.g., Christian Tomuschat, Are Counter-measures Subject to Prior Recourse to Dispute Settlement

Procedures?, 5 EUR. J. INT’L L. 77, 78 (1994); Koskenniemi, supra note 43, at 343; Julio Barboza,
Contramedidas en la reciente codificación de la responsabilidad de los Estados: Fronteras con la legítima defensa y el
estado de necesidad, 12 ANUARIO ARGENTINO DI 15, 19 (2003).

252 Bruno Simma, International Crimes: Injury and Countermeasures. Comments on Part 2 of the ILC Work on
State Responsibility, in INTERNATIONAL CRIMES OF STATE: A CRITICAL ANALYSIS OF THE ILC’S DRAFT ARTICLE 19 ON

STATE RESPONSIBILITY (Joseph H. Weiler, Antonio Cassese & Marina Spinedi eds., 1989).
253 Canada (2022), supra note 86, para. 37; see also Haataja, supra note 200.
254 Ireland (2023), supra note 91, para. 26.
255 See, e.g., Schmitt & Watts, supra note 111, at 401–02; Michael Schmitt, Three International Law Rules for

Responding Effectively to Hostile Cyber Operations, JUST SECURITY (July 13, 2021); DELERUE, supra note 206, at 456.
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institution of countermeasures is the only equally available legal mechanism for the enforce-
ment of international law, then why not facilitate it?256

Allowing allied participation, especially by powerful states, in the countermeasures of other
states is, however, not without objections and risks. First, the expansion in the number
of potential participants may also increase the likelihood of escalation of disputes and
tensions—something inherent in self-help measures of this kind. In the context of increasing
polarization in international relations, it is not implausible that powerful states could use
harm and injury caused to others as a pretext to target each other, as well as less-powerful allied
states. Instead of the proxy wars of the 1970s and 1980s, this may result in proxy-conflict of
lesser intensity (at least, lesser kinetic intensity)—but one that is still harmful and damaging
to the parties involved, and to the international legal order. Such risks may be heightened in
the cyber-context, where attribution of the initial wrong may be difficult, where hasty reac-
tions are often needed, and where covertness and secrecy are key to effectiveness. But these
risks are pervasive across all the measures that states might undertake in this context: after all,
countermeasures are usually taken in the absence of third-party determination of the existence
of the prior wrong.
Second, although pitched as a way to correct the power imbalances that hamper smaller

and developing states’ ability to resort to countermeasures, the reality is that the central diffi-
culty of the distribution of power among states is not quite so easily contained, nor so easily
resolved. On the contrary, certain solutions may end up further entrenching countermeasures
as an enforcement mechanism for the few. In this respect, reliance on powerful states to col-
laborate in the taking of countermeasures means that, once again, it is these states that will end
up taking the measures or, at the very least, that countermeasures cannot be taken without
them. Put differently, to allow collaboration in these circumstances may be another way to
license powerful states to disregard their obligations, or to facilitate the disregarding of such
obligations by others.
Third, there is a risk of a too-idealistic picture of the reasons for which, and situations in

which, powerful states would be willing to collaborate with another state in taking a counter-
measure. In some situations, these reasons may have less to do with a desire to ensure that the
injured state’s rights be upheld, and more to do with their own interests.257 Writing in 2002
on what he called solidarity measures, Koskenniemi argued that given there is no suggestion
of a duty to act—unlike in respect of a domestic police force—powerful states could create “a
world order of their liking by choosing between violations they enforce and violations they do
not, as well as deciding on the manner and intensity of their reaction.”258 Koskenniemi’s
point applies with as much force to questions of collaboration.

256 As already emphasized by ZOLLER, supra note 116, at 113–18.
257 Ellen Cory Stowell had already emphasized the point in 1921: “In international affairs, the enforcement of

law usually waits until some powerful state is sufficiently interested to have it vindicated. But the interests of the
great states are now so widespread that it will rarely happen that not one will be found to demand the enforcement
of the law; and in this way the motive of self-interest has now become still more potent to keep the actual system
working in a manner reasonably satisfactory.” STOWELL, supra note 114, at 50.

258 Koskenniemi, supra note 43, at 344, and further 340 on states’ reluctance “to accept that they might some-
times be coerced by third parties into good behaviour—perhaps less out of stubborn selfishness than out of the
prudent fear that once the door to collective reaction is opened, it can no longer be closed in order to prevent the
hegemon from walking right through it, less as a policeman than as the bully.”
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C. Moving Forward on Collaboration

As states continue to formulate their positions on countermeasures and react to other
states’ breaches, the following considerations become key. First, there is a terminological
issue. In the coming period, the issue of collaboration in the taking of countermeasures is
likely to become more central in the operational practice of states, in their articulation of
legal positions, and in the scholarly literature. In this respect, greater precision in describing
what exactly is being done and/or proposed would assist with both doctrinal analysis and pol-
icy evaluation. This includes distinguishing between different forms of collaboration, but also
the key issue of whether the term “collective countermeasures,” ordinarily used to refer to
countermeasures in response to the breach of erga omnes (partes) obligations, extends to sit-
uations where the collaborating state has no independent entitlement to take a countermea-
sure. As we set out above, we propose the use of the term proxy countermeasures to draw
attention to the distinctive issues at play in that situation.
Second, the analysis above shows that a fundamental question for assessing the legality of

state collaboration in the taking of countermeasures remains the question of the permissibility
of countermeasures in the general interest. As we discussed in Part II, practice continues to
increase, even though there remains a question of its representativity. The real issue, however,
is opinio juris. To the extent that states desire a permissible regime for collaboration in the
taking of countermeasures, the first step would be to make clear their understanding of the
lawfulness of countermeasures in the general interest, and the conditions for their use.
Third, and relatedly, to the extent countermeasures in the general interest are permissible,

the next question becomes one of determining exactly which obligations are owed erga omnes
or erga omnes partes. This question has received comparatively less attention in the practice
and scholarship,259 but it is critical. In this respect, the core is generally accepted—aggression,
genocide, slavery, and racial discrimination and self-determination of peoples.260 But what of
the principles of sovereignty and non-intervention?261 These would traditionally be under-
stood as entailing bilateral relations between states, but this understanding could come under
pressure to the extent states wish to respond collectively to breaches of these obligations by
other states, especially in the context of cyber-space. To widen the pool of multilateral obli-
gations is to widen the situations in which states could permissibly collaborate in response to a
breach (subject, of course, to the acceptance of countermeasures in the general interest).262

Fourth, states may wish to clarify or develop the rules applicable to collaboration specifi-
cally, particularly insofar as a state without an entitlement to take countermeasures wishes to
collaborate with an injured state. In this respect, we suggest that the idea of proxy counter-
measures is not an appropriate approach. In addition to distinctive risks of abuse and escala-
tion, this would also entail systemic incoherence in the legal order. It would grant to a state the
right to take a countermeasure where it has no legal interest of its own in compliance with the

259 See in particular, TAMS, supra note 36.
260 See, e.g., ARSIWA, supra note 10, Commentary to Art. 48, para. 9.
261 For discussion in the particular context of cyber operations, see Harriet Moynihan, The Application of

International Law to State Cyberattacks – Sovereignty and Non-intervention, CHATHAM HOUSE (2019).
262 See similarly, Roguski’s discussion of whether there is a collective obligation to protect the “public core of the

internet”—terming it a candidate for a “cyber-specific community interest norm.” Przemyslaw Roguski,Collective
Countermeasures in Cyberspace – Lex Lata, Progressive Development or a Bad Idea?, 12TH INT’L CONF. CYBER

CONFLICT 39 (2020).
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underlying obligation, and would simply bypass the deep disagreement amongst states about
the permissibility of countermeasures in the general interest and argument about which obli-
gations are owed erga omnes. By contrast, it is in relation to assistance where there is room for
confirming or developing the law. At present, as we argued earlier, it is not clear that assistance
in these circumstances is permitted in relation to the rule in Article 16 ARSIWA.Moreover, we
raised above certain considerations of principle that militate against the appropriateness of
assistance to another state’s countermeasure in these situations. But it is possible that the
value of being able to come to another state’s aid may ultimately outweigh those concerns.263

Crucially, this assistance could not cross the line into joint responsibility such that the assist-
ing state would then need its own justification, or breach a discrete primary obligation of the
assisting state.
Fifth, and finally, the rules we discuss above apply by default—they are part of the general

law of responsibility. By treaty, and subject to certain overriding constraints, states may set up
particular regimes regulating their relationships, including by providing for distinctive rules
multilateralizing responsibility or processes for third-state enforcement. If it is the case that
the general rules do not provide workable solutions for a particular subfield—as is sometimes
suggested for aspects of responsibility in cyberspace—it is open to states to vary those general
rules by specific agreement.264 This may include distinctive rules relating to collaboration in
the taking of countermeasures.265 In the long term, that might be a better solution than seek-
ing to accommodate all of the needs of any particular subfield within the relatively stable core
of general international law.

VI. CONCLUSION

The question of collaboration in the taking of countermeasures is bound up with the wider
debate about the promises and risks of unilateral enforcement measures in a decentralized
legal order. There is a compelling demand for effective enforcement mechanisms, and a com-
pelling need to restrain their abuse. These considerations have accompanied the institution of
countermeasures for decades and were central to the ILC’s codification efforts in this area.
They are now re-emerging in a different political context, and by reference to different fea-
tures of the regulation of countermeasures in international law. The new political reality of
international affairs may demand that the balance arrived at in the ARSIWA regime of coun-
termeasures in 2001 be revisited, possibly in the direction of unilateral enforcement, includ-
ing through collaboration. Writing on the tail-end of the Cold War, a period of similar
polarity and fracture in international affairs, Jonathan Charney noted that “[t]hird State rem-
edies may appear at first glance to serve only the desirable goal of promoting rules of inter-
national law, but they may also produce negative side effects.”266 This warning remains as
relevant today.

263 ZOLLER, supra note 116, at 113–18.
264 See, e.g., Kosseff, supra note 202; Gary Corn & Eric Jensen, The Use of Force and Cyber Countermeasures,

32 TEMPLE J. INT’L & COMP L. 127 (2018); Schmitt & Watts, supra note 113; Deeks, supra note 9, at 186.
265 For discussion of certain aspects of this question, see Mary Ellen O’Connell, Attribution and Other

Conditions of Lawful Countermeasures to Cyber Misconduct, 10 N.D. J. INT’L & COMP. L. 1 (2020).
266 Jonathan I. Charney, Third State Remedies in International Law, 10 MICH. J. INT’L L. 57, 59 (1989).
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