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Abstract
Contemporary armed conflicts have increasingly been accompanied by belligerents’ calls
for civilians to support their military efforts. This article investigates the legal
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consequences of civilians taking up arms provided by or with the tacit support of the
State. It first looks at the implications of civilian involvement from the perspective of a
State’s international humanitarian law (IHL) and international human rights law
obligations, focusing on removing civilians from the vicinity of hostilities, informing
and training civilians on the implications of directly participating in hostilities, and
respecting and ensuring respect for the law. It then demonstrates that the broader
fabric of public international law is tested when civilians are encouraged to engage in
hostilities, through a close analysis of the challenge of attributing civilian acts to the
State. The article closes with practical recommendations for States to ensure that they
uphold their humanitarian and human rights obligations, and to render the law of
international responsibility effective when civilians commit systemic violations of IHL.

Keywords: direct participation in hostilities, conflict civilianization, State responsibility, common

Article 1, conduct of hostilities, obligations erga omnes.

Introduction

Much ink has been spilled over what Wilfred Owen termed the “old lie”: dulce et
decorum est pro patria mori.1 Originally intended as an exhortation for Romans
to embrace the young Empire’s martial tradition, the phrase is perhaps better
known today for Owen’s poem Dulce et Decorum Est, a ballade against the
glorification of war. As societal understanding of the phrase has shifted over time,
so too has the way that international society conceptualizes war: in contemporary
international law the use of force is strictly curtailed, and armed conflict is
governed in order to protect civilians, and the wounded and sick, from war’s
worst effects. Modern international humanitarian law (IHL) relies, at its core, on
the principle of distinction: in order to protect the vulnerable, belligerents must at
all times distinguish between civilians and combatants.2 Death for one’s country
is not, necessarily, considered “sweet and fitting”.

Despite this change in the way we understand war, contemporary armed
conflicts have increasingly been marked by belligerents’ calls for civilians to
support the military effort. Examples of this phenomenon have been reported in
media pertaining to international armed conflicts (IACs) and non-international
armed conflicts (NIACs), as well as other situations of violence, occurring in all
parts of the world.3 The exact modalities of States’ calls to civilians to participate

1 “It is sweet and fitting to die for one’s country”: Wilfred Owen, The Collected Poems of Wilfred Owen, 11th
printing, New Directions, New York 1965. “What joy, for fatherland to die!”: Q. Horatius Flaccus
(Horace), Odes, Book 3, Poem 2, available at: https://tinyurl.com/2s3w436k (all internet references were
accessed in October 2024).

2 Jean-Marie Henckaerts and Louise Doswald-Beck (eds), Customary International Humanitarian Law,
Vol. 1: Rules, Cambridge University Press, Cambridge, 2005 (ICRC Customary Law Study), Rule 1,
available at: https://ihl-databases.icrc.org/en/customary-ihl/rules.

3 See, for example, “Sahel Crisis: Burkina Faso to Arm Civilians against Militants”, BBC News, 3 February
2020, available at: www.bbc.com/news/world-africa-51268809; Showkat Nanda and Atul Loke, “India Is
Arming Villagers in One of Earth’s Most Militarized Places”, New York Times, 8 March 2023, available
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in conflict vary across contexts – in certain cases, for example, States have
encouraged or facilitated direct participation in hostilities (DPH) by dramatically
liberalizing gun licensing and ownership laws.4 In others, States have encouraged
the formation of civilian brigades but have explicitly stated that these will be
placed under the supervision of the military,5 or they have facilitated the uptake
of arms by civilians as a way to police restive territories.6

The involvement of civilians in the war effort is not new; indeed, it is most
likely as old as the existence of armed conflict itself. However, it has become a more
pressing and visible issue in recent decades, as States have begun to rethink their
military doctrines and to rely more heavily on civilian capabilities.7 In addition to
the comparatively straightforward instances of fighting, civilians have provided
logistical support, including by transporting weapons and fighters, contributing or
moving food items, and providing media coverage.8 Not all of these forms of
support amount to acts constituting DPH,9 but many are “harmful”, broadly

at: www.nytimes.com/2023/03/08/world/asia/kashmir-village-defense-committees.html; “Israel
Expanding Armed Civilian Response Groups to Cities”, The Defense Post, 16 October 2023, available
at: www.thedefensepost.com/2023/10/16/israel-expanding-armed-civilian-response; Council on Foreign
Relations, “Nigeria’s Civilian Joint Task Force”, 8 July 2013, available at: www.cfr.org/blog/nigerias-
civilian-joint-task-force; “Army Chief’s Call for Arming Civilians Sparks Controversy in Sudan”,
Xinhua, 7 January 2024, available at: https://tinyurl.com/54kedj8u; “Ukraine Invasion: Civilians Help
Make Molotov Cocktails to Take on Russian Forces”, Sky News, 27 February 2022, available at:
https://news.sky.com/story/ukraine-invasion-civilians-help-make-molotov-cocktails-to-take-on-russian-
forces-12552181; “Ukraine’s Leader Urges Civilians to Fight, Promises to Arm All”, Al Jazeera, 24
February 2022, available at: www.aljazeera.com/news/2022/2/24/ukraines-leader-urges-civilians-to-fight-
promises-to-arm-all; Diana Sarosi and Janjira Sombatpoonsiri, “Arming Civilians for Self-Defense: The
Impact of Firearms Proliferation on the Conflict Dynamics in Southern Thailand”, Global Change,
Peace and Security, Vol. 23, No. 3, 2011.

4 “Ukraine’s Leader Urges Civilians to Fight”, above note 3; D. Sarosi and J. Sombatpoonsiri, above note 3.
5 One example of this is the Territorial Defence Forces of Ukraine. See Igor Kossov, “Ukraine’s New

Military Branch: Citizens Protecting Their Neighborhood”, Politico, 13 February 2022, available at:
www.politico.eu/article/ukraine-russia-military-citizen-reservist-defense/.

6 S. Nanda and A. Loke, above note 3.
7 ICRC, “International Humanitarian Law and the Challenges of Contemporary Armed Conflicts:

Document Prepared by the International Committee of the Red Cross for the 30th International
Conference of the Red Cross and Red Crescent, Geneva, Switzerland, 26–30 November 2007”,
International Review of the Red Cross, Vol. 89, No. 867, 2007, p. 735. The rise in this trend has, among
other factors, been ascribed to the involvement of private security companies in armed conflicts.

8 Nicolette Boehland, The People’s Perspectives: Civilian Involvement in Armed Conflict, Center for Civilians
in Conflict, 2015. Other forms of involvement mentioned in this report include providing medical services
or participating in civil defence; these are not explicitly mentioned in the present article, however, because
of the special regime of protection applying to these activities. Further, although civilians are also typically
engaged within law enforcement and administrative structures, the article excludes forms of “bureaucratic
collaboration” from its scope. This is because we would consider that merely maintaining the functioning
of the civil administration in the country would rather serve the objective of maintaining law and order,
instead of (principally) militarily supporting a belligerent party.

9 Another highly discussed form of DPH is intelligence-sharing. Arguably, if a civilian provides tactical
information to a belligerent party that can be directly used to carry out combat operations against the
adversary, that act could be seen as qualifying as DPH. Nils Melzer (ed.), Interpretive Guidance on the
Notion of Direct Participation in Hostilities under International Humanitarian Law, International
Committee of the Red Cross (ICRC), Geneva, 2009 (ICRC Interpretive Guidance), p. 55. Therefore, a
civilian can directly participate through means other than using a weapon. Importantly, on the other
end of the spectrum, the mere fact of a civilian possessing a weapon would evidently not meet the
criteria for DPH and would not render them a lawful target.
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speaking, to an opposing belligerent.10 In the legal realm, various authors have
underlined how conflict civilianization leads to an erosion of the principle of
distinction and thus an increased exposure of civilians to harm.11 Nonetheless,
debates have largely been centred around two issues: determining the threshold at
which the conduct of a civilian renders them a lawful target, and examining the
roles and responsibilities of contractors, including private military and security
companies.12 Comparatively less attention has been given to identifying the full
scope of implications of any involvement in an armed conflict (including acts
below the DPH threshold), and the legal issues which may arise for States from
encouraging such conduct.

In this article, we examine the legal consequences arising from encouraging
civilian involvement in armed conflict.13 We first analyze the different forms that
civilian support may take, and reaffirm that while not all of them amount to
DPH, they nonetheless may undermine the protections that civilians enjoy under
both IHL and international human rights law (IHRL). We observe this issue both
from the perspective of the civilian and from that of the State. We then highlight
that encouraging civilian involvement in conflict has little operational, tactical or
humanitarian benefit overall. We proceed to consider in depth a specific issue
raised by civilian involvement: whether the law of international responsibility is
sufficiently capable of responding to acts perpetrated by civilians directly
participating in hostilities, if such acts would violate IHL when committed by
members of the armed forces. We close by providing a set of recommendations

10 The same conclusion is reached by Mačák regarding the digital battlefield. In a 2023 article, Mačák lays out
several scenarios of civilian engagement in military activities in the digital sphere, and concludes that the
civilians’ conduct in the vast majority of these situations would not amount to DPH. Kubo Mačák, “Will
the Centre Hold? Countering the Erosion of the Principle of Distinction on the Digital Battlefield”,
International Review of the Red Cross, Vol. 105, No. 923, 2023.

11 The civilianization of armed conflict has not been confined to traditional modes of warfare, but has also
occurred in the digital domain: “Protecting Civilians against Digital Threats during Armed Conflict: Final
Report of the ICRC’s Global Advisory Board”, International Review of the Red Cross, FirstView, 2024,
available at: https://tinyurl.com/32mudejc.

12 Michael E. Guillory, “Civilianizing the Force: Is the United States Crossing the Rubicon?”, Air Force Law
Review, Vol. 51, 2001; Lisa L. Turner and Lynn G. Norton, “Civilians at the Tip of the Spear”, Air Force
Law Review, Vol. 51, 2001; Andreas Wenger and Simon J. A. Mason, “The Civilianization of Armed
Conflict: Trends and Implications”, International Review of the Red Cross, Vol. 90, No. 872, 2008.
Similarly, highlighting the increased involvement of civilians in the digital battlefield, experts have
underlined the growing role played by tech companies in armed conflicts. See Elizabeth Rushing,
“Protecting Civilians against Digital Threats: Four Worrying Trends and Recommendations to Address
Them”, Humanitarian Law and Policy Blog, 19 October 2023, available at https://blogs.icrc.org/law-
and-policy/2023/10/19/protecting-civilians-digital-threats-four-worrying-trends/; Kubo Mačák and
Mauro Vignati, “Civilianization of Digital Operations: A Risky Trend”, Lawfare, 5 April 2023, available
at: www.lawfaremedia.org/article/civilianization-digital-operations-risky-trend. For an overview of the
debates in the legal sphere, see Giulio Bartolini, “The Participation of Civilians in Hostilities”, in
Michael Matheson and Djamchid Momtaz (eds), Rules and Institutions of International Humanitarian
Law Put to the Test of Recent Armed Conflicts, Hague Academy of International Law, The Hague,
2010. For a comprehensive study on the status of private military and security companies under IHL,
see Cameron Lindsey, “The Privatization of Peacekeeping: Exploring Limits and Responsibility under
International Law”, Cambridge University Press, Cambridge, 2017.

13 We refer to “involvement in armed conflict” as a category including forms of support to the combat efforts
of the parties that go beyond DPH. The article will highlight areas where the legal consequences are
different depending on whether an act amounts to DPH or not.
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for States on mitigating the risks identified, and suggesting avenues for further
research.

Facilitating civilian involvement in military activities: A
humanitarian and human rights law perspective

A bottom-up approach: The civilian’s perspective

Elements comprising the legal test for determining when a person directly
participates in hostilities have been extensively studied and examined in the
literature.14 While it is the most broadly accepted, the definition set out in
the International Committee of the Red Cross (ICRC) Interpretive Guidance on
the Notion of Direct Participation in Hostilities under International Humanitarian
Law (ICRC Interpretive Guidance)15 is not agreed upon by all States. Some adopt
a broader understanding both on the types of conduct which could qualify as
direct participation16 and on the time frame during which protection from being
targeted is lost because of such participation.17 Incidental evidence of States
endorsing broader understandings of the DPH notion might not bear too much
influence on how it is ultimately defined as a matter of international law. Still,
from a humanitarian perspective, one would probably not advise a civilian to rely
on this legal nuance and expose themselves to the risk of being targeted by
engaging in an activity for which it is known that it might fall within the scope of
such expanded definitions. Regardless of the legal interpretation of the notion,
bearing in mind the pace at which modern warfare is developing, an increasing
number of acts invite opening a conversation on whether they amount to DPH.18

However, a soldier making split-second decisions cannot be expected to carry out
such highly sophisticated legal analyses (indeed, IHL rules were precisely
conceived with the aim of being straightforward and readily applicable by

14 See, for example, Emily Crawford, Identifying the Enemy: Civilian Participation in Armed Conflict, Oxford
University Press, Oxford, 2015.

15 ICRC Interpretive Guidance, above note 9.
16 Michael N. Schmitt, “Deconstructing Direct Participation in Hostilities: The Constitutive Elements”,

New York University Journal of International Law and Politics, Vol. 42, No. 3, 2009.
17 Bill Boothby, “‘And for Such Time As’: The Time Dimension to Direct Participation in Hostilities”,

New York University Journal of International Law and Politics, Vol. 42, No. 3, 2009. Moreover,
additional debates are invited in relation to the temporal scope of the loss of protection of members of
non-State armed groups (NSAGs). For a response to the most significant critiques to the approaches
adopted in the ICRC Interpretive Guidance, see Nils Melzer, “Keeping the Balance between Military
Necessity and Humanity: A Response to Four Critiques of the ICRC’s Interpretive Guidance on the
Notion of Direct Participation in Hostilities”, New York University Journal of International Law and
Politics, Vol. 42, No. 3, 2009.

18 For instance, see the conversations surrounding Ukraine and whether civilians revealing military positions
through social media, or by registering them through a government-developed mobile app, qualifies as
DPH. William Casey Biggerstaff and Michael N. Schmitt, “Ukraine Symposium –Are Civilians
Reporting With Cell Phones Directly Participating in Hostilities?”, Articles of War, 2 November 2022,
available at: https://lieber.westpoint.edu/civilians-reporting-cell-phones-direct-participation-hostilities/.
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combatants on the ground). This phenomenon exacerbates the already existing
difficulties in distinguishing combatants from civilians in the “fog of war”.19

A civilian becomes a lawful target under IHL for such time as they take
direct part in hostilities.20 During that time, they are also removed from the
calculation of collateral damage resulting from an attack, and are not
“beneficiaries” of precautions in attack. In addition to the risk posed to
themselves, given that civilians directly participating in hostilities become lawful
targets, they put civilians who are not directly participating in hostilities and
civilian objects in their surroundings in jeopardy of suffering the consequences of
attacks.21 These injuries or destructions would not necessarily be unlawful, seeing
that the proportionality rule allows “collateral damage” to result from attacks on
lawful military targets.

A final factor in the equation is the absolute nature of the principle of
distinction. Among the three cardinal principles governing the conduct of
hostilities, the principle of distinction could be deemed as the most
straightforward and strict, given that it is not defined as a balancing exercise
(unlike proportionality) and is an obligation of result rather than means (unlike
precaution). In addition to the obligation to take all feasible measures to verify
the nature of the target,22 IHL imposes a duty to presume a person’s civilian
status in the event of doubt.23 Nonetheless, the practice of several States reveals
that this presumption in cases of doubt “does not override commanders’ duty to
protect the safety of troops under their command or to preserve their military
situation”,24 thus relativizing the automatic nature with which the principle
should be applied. Consequently, in cases where uncertainties may arise as to
whether a civilian is directly participating in hostilities or not, scenarios where
their civilian nature is contestable might lead them to be targeted under the
premise that military considerations warranted doing so. Scholars have
increasingly highlighted the reality of such a risk. For instance, Mačák explains
that the trend of targeting civilians based on being suspected of DPH is on the

19 Martyna Fałkowska-Clarys and Vaios Koutroulis, “The Fog of Law in the Fog of War: International
Humanitarian Law in War Movies”, in Oliver Corten, Francois Dubuisson and Martyna Falkowska-
Clarys (eds), Cinematic Perspectives on International Law, Manchester University Press, Manchester,
2021.

20 ICRC Customary Law Study, above note 2, Rule 6.
21 This two-tiered consequence of civilian participation was also noted in the context of civilian involvement

in cyber operations. For comment on this, see Tilman Rodenhäuser and Mauro Vignati, “8 Rules for
‘Civilian Hackers’ during War, and 4 Obligations for States to Restrain Them”, Humanitarian Law
and Policy Blog, 4 October 2023, available at: https://blogs.icrc.org/law-and-policy/2023/10/04/8-rules-
civilian-hackers-war-4-obligations-states-restrain-them.

22 Protocol Additional (I) to the Geneva Conventions of 12 August 1949, and relating to the Protection of
Victims of International Armed Conflicts, 1125 UNTS 3, 8 June 1977 (entered into force 7 December
1978) (AP I), Art. 57(2)(a)(i).

23 Ibid., Art. 50(1).
24 ICRC Customary Law Study, above note 2, Rule 6. In the context of the application of international law to

cyber operations, discussions were held on whether the presumption of civilian status also applies to cases
where doubts arose as to whether a civilian was directly participating in hostilities. Opinion was split on
the matter. See Michael Schmitt (ed.), Tallinn Manual 2.0 on the International Law Applicable to Cyber
Operations, Cambridge University Press, Cambridge, 2017, Rule 97, para. 13.
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rise, and necessarily includes cases where such suspicions turn out to be
misguided.25 Similarly, legal experts have drawn attention to an additional risk
factor stemming from a blanket call for civilians to take up arms. Such an act
would affect not only the safety of those who decide to follow that appeal but all
civilians, because it creates the belligerent’s expectation that every civilian could
potentially carry out harmful acts.26

While it is only conduct that amounts to DPH that legally deprives the
civilian of protection from being targeted, this is not the only source of increased
risk of harm. Being involved in the conflict without directly participating in
hostilities still has implications in the context of the proportionality
rule – namely, such involvement often entails coming into the vicinity of persons
or objects that are lawful targets. The direct and concrete military advantage
expected to result from an attack on a military objective could possibly outweigh
the anticipated incidental loss of life or injury of the close-by civilian who
supports the war effort, even though this support does not amount to DPH (and
thus does not render the person, in and of themselves, targetable). In other
words, even if the person’s conduct does not amount to DPH, an increase in
proximity to lawful targets leads to an increase in the chance that they will be
counted as lawful “collateral damage”. The same reasoning would apply in
relation to precautions in attack. The spectrum of what would (factually, not as a
matter of legal test) be considered “feasible” could be influenced by the behaviour
of the civilian themselves. Therefore, increasing the proximity between lawful
military objectives and civilians could mean that the attacking party would
objectively be left with less means at its disposal to decrease civilian damage.

Even more than the risk of harm from hostilities as such, civilians involved
in activities related to the conflict bear certain risks as a result of being perceived as
cooperating with the opposing side.27 The brutal implications of being considered a
collaborator of the enemy have been well documented by international law
scholars.28 IHL itself provides the possibility of adopting several measures with
regard to individuals acting in support of a belligerent. In addition to the
straightforward case of the capture of combatants,29 IHL envisages a basis for the

25 K. Mačák, above note 10, pp. 983–984. One recent example is the paramilitary Rapid Support Forces’
reaction to the Sudanese army’s call to arm civilians, when it underlined that those who are armed and
act in support of the armed forces would be treated as legitimate targets. “Army Chief’s Call for
Arming Civilians Sparks Controversy in Sudan”, above note 3.

26 Wolfgang Benedek, Veronika Bílková and Marco Sassòli, Report on Violations of International
Humanitarian and Human Rights Law, War Crimes and Crimes against Humanity Committed in
Ukraine since 24 February 2022, 132/2022, OSCE Office for Democratic Institutions and Human
Rights, 12 April 2022, pp. 34–35.

27 Shane Darcy, To Serve the Enemy: Informers, Collaborators, and the Laws of Armed Conflict, 1st ed.,
Oxford University Press, Oxford, 2019, p. 131.

28 For instance, Darcy recounts the history of brutal treatment that collaborators have been subjected to
throughout history. He highlights how such cruel acts were committed and publicly displayed as part
of an attempt to deter others from attempting to assist the enemy. Ibid., pp. 133, 139–142.

29 Geneva Convention (III) relative to the Treatment of Prisoners of War of 12 August 1949, 75 UNTS 135
(entered into force 21 October 1950), Art. 4.
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administrative detention of (protected) civilians30 for imperative security reasons.31

Such security reasons could be identified if a person engages in subversive activities or
directly assists the enemy, including by providing logistical support.32 IHL also
provides States with the possibility of applying derogation measures in relation to a
person suspected of engaging in activities affecting State security, including limiting
their communication rights.33 Therefore, while being subjected to any form of ill-
treatment would certainly be unlawful, involvement in the conflict might expose
the civilian in question to security measures and result in rights restrictions.

A top-down approach: The State’s perspective on civilian involvement in
military activities

IHL provides neither for an explicit right for civilians to directly participate in
hostilities, nor for a prohibition against it; rather, it deals with the factual
consequences arising from such participation.34 The majority of legal scholarship
argues that a State does not violate an explicit provision of IHL by encouraging
civilians to support the military effort.35 Nonetheless, as Mačák underlines in the
context of civilian involvement in cyber warfare, a requirement for States to

30 In the scenario that is the focus of this article, the person will most likely fill the criteria set out in IHL
defining protected civilians based on nationality requirements. See Geneva Convention (IV) relative to
the Protection of Civilian Persons in Time of War of 12 August 1949, 75 UNTS 287 (entered into
force 21 October 1950) (GC IV), Art. 4. Complementary to the requirement of nationality,
jurisprudence of the International Criminal Tribunal for the former Yugoslavia (ICTY) has opened the
way to expand the category of protected civilians to a State’s own nationals through the allegiance
theory. Nonetheless, scholars have rightly highlighted the difficulties in applying the allegiance theory
in practice and outside the post facto context of a criminal proceeding, and have also expressed their
wariness towards whether, from a humanitarian point of view, one would advise a civilian to proclaim
their loyalty to the enemy. Marco Sassòli, International Humanitarian Law: Rules, Controversies, and
Solutions to Problems Arising in Warfare, 2nd ed., Edward Elgar, Cheltenham, 2024, para. 8.159.

31 GC IV, Arts 42–43, or Art. 78, depending on whether the internment occurs in a belligerent’s own
territory or occupied territory. In addition to internment, IHL provides States with the possibility of
applying derogation measures in relation to a person suspected of engaging in activities affecting State
security, including limiting their communication rights.

32 Laura Olson, “Admissibility of and Procedures for Internment”, in Andrew Clapham, Paola Gaeta and
Marco Sassòli (eds), The 1949 Geneva Conventions: A Commentary, 1st ed,, Oxford University Press,
Oxford, 2015, p. 1331.

33 GC IV, Art. 5.
34 In the conduct of hostilities context, directly providing for loss of protection from being attacked; and in

the context of treatment of persons in enemy power, suggesting that civilians may either be interned based
on imperative military reasons, or that under certain conditions a formation may be deemed to belong to a
party to the conflict and potentially qualify for POW status.
Interestingly, Mačák notes that the prohibition on DPH was provided in the military manuals of some

States. See K. Mačák above note 10, p. 978.
35 For a contrary view, see Lindsey Cameron and Vincent Chetail, Privatizing War: Private Military and

Security Companies under Public International Law, Cambridge University Press, Cambridge, 2013,
p. 104, cited in K. Mačák, above note 10. A decision speaking in favour of the view that there is such
an explicit prohibition was delivered by Colombia’s Constitutional Court and is cited in Inter-
American Court of Human Rights, “Mapiripán Massacre” v. Colombia, Judgment (Merits, Reparations
and Costs), 15 September 2005, para. 114: “[The] general protection of the civilian population against
the dangers of war also means that it is not in accordance with international humanitarian law for one
of the parties to involve this population in the armed conflict, since in this way it becomes an actor in
that conflict, which would expose it to military attacks by the other party.”
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refrain from doing so can be deduced from other provisions of IHL, most notably
precautionary measures. Several due diligence obligations stemming from IHL
come into play: the duty to take precautions against the effects of hostilities, and
the obligation to respect and ensure respect for IHL found in Article 1 common
to the four Geneva Conventions (common Article 1).36

Duty to take precautions against the effects of attacks

Encouragement of civilian involvement in a conflict potentially raises several
questions when observed from the perspective of the parties’ obligation to take, to
the maximum extent feasible, precautions against the effects of attacks. Firstly, this
obligation could be read to incorporate the duty not to prompt civilians to come
closer to the battlefield area or to lawful targets in general, since this increases their
exposure to a risk of harm stemming from the military operations. Secondly, it
could require belligerents not to invite doubts as to whether a civilian constitutes a
lawful military target or not, because of uncertainties as to whether their actions, at
that moment, amount to DPH. Seeing that doing so would increase the risk that
those civilians taking part in military activities (but not directly participating in
hostilities) are exposed to the dangers of military operations, such conduct could be
seen to counter the obligation to strive towards removing civilians from the vicinity
of military objectives. Moreover, extending this argument, IHL could be seen as
obliging belligerents to not encourage civilians to directly participate in hostilities,
as this increases the risk that other civilians in their vicinity would be exposed to
higher levels of danger arising from military operations. Exacerbating this risk
could arguably be seen to also go against the obligation to take efforts not to locate
military objectives near or within densely populated areas.37 For all these
components, the assessment needs to be made on a case-by-case basis, in light of
the factual circumstances and relatedly the scope of what would be expected to be
feasible on the part of the State. Nonetheless, these multiple facets of how civilian
engagement stands in tension with precautionary measures showcase that the
threshold for proving that such conduct goes against the elements comprising
passive precautions would not be that high.

Duty to respect and ensure respect for IHL

States’ obligations stemming from common Article 1 encapsulate the duty to ensure
respect for IHL. This is evidently a due diligence obligation and does not require the

36 An additional obligation that comes into play (but which will not be analyzed in further detail in this
article) is the duty of constant care. This duty stems from AP I, Art. 57(1), and several sources would
suggest that it could be interpreted as applying to both the attacker and the defender. This is the
approach adopted in K. Mačák, above note 10; and referred to in Amnesty International, Report of the
Legal Review Panel on the Amnesty International Press Release Concerning Ukrainian Fighting Tactics
of 4 August 2022, ORG 60/6731/2023, 28 April 2023, para. 19.

37 Yves Sandoz, Christophe Swinarski and Bruno Zimmermann (eds), Commentary on the Additional
Protocols, ICRC, Geneva, 1987, para. 2252.
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State to do the impossible. While the precise scope of measures expected of the State
will vary in each context, the duty does require States to refrain from encouraging
the commission of IHL violations, including by civilians.38

What is less settled is whether, as a preliminary point, common Article 1 also
has any bearing on States’ encouragement of civilians to participate in hostilities. This
is not explicitly provided in the article itself, but such an interpretation can be deduced
from the due diligence obligation to prevent IHL violations – namely, in cases where
there is a reasonably foreseeable risk that an IHL violation will be committed, all States
have an obligation to takemeasures to prevent such an occurrence.39 This obligation is
indifferent to the status of a State in relation to the conflict in question; it applies to
neutral, ally and enemy States.40 In the present context, such a duty would arise in two
dimensions. Firstly, blurring the lines between civilians and lawful targets (civilians
directly participating in hostilities and combatants), and the consequent erosion of
the principle of distinction,41 increases the likelihood of violations being committed
by belligerents. Therefore, an obligation to prevent IHL violations would arise even
if the participation itself entailed IHL-compliant acts. Secondly, IHL violations
might be committed by participating civilians themselves, depending on the extent
of their military training and knowledge of IHL.42

In other words, this duty could be read as entailing the obligation to put
efforts into not making it more difficult for the enemy to act in compliance with
IHL. This interpretation is bolstered by another element of common Article 1:
the duty to refrain from carrying out acts which contribute to IHL violations.43

Arguing to the contrary would lead to a paradoxical result where the State would
be required to deal with the consequences of such a risk (i.e., do everything
feasible to counter the risk) but not to refrain from creating the risk in the first place.

The above proposal might seem to suggest that the party in question would
be expected to make waging war easy for its enemy. This may appear
counterintuitive, but numerous examples of IHL norms demonstrate that such an
interpretation would not be so shocking. For example, IHL requires combatants
to distinguish themselves in order to benefit from prisoner of war status upon
capture – a duty which precisely aims to facilitate compliance with the principle
of distinction. Similarly, several obligations of means are imposed on the defender
to mitigate the effects of military operations on its own civilian population,
including by separating civilians from military objectives. Lastly, IHL already
provides that parties are prohibited from involving children in hostilities. The
latter provision encompasses not only instances of direct participation, but also

38 ICRC, Commentary on the Third Geneva Convention: Convention (III) relative to the Treatment of
Prisoners of War, 2nd ed., Geneva, 2020 (ICRC Commentary on GC III), paras 191–196;
T. Rodenhäuser and M. Vignati, above note 21.

39 ICRC Commentary on GC III, above note 38, para. 197.
40 Ibid., para. 186.
41 ICRC, above note 7, p. 735.
42 This article’s section on State responsibility analyzes this component more extensively.
43 Birgit Kessler, “The Duty to Ensure Respect under Common Article 1 of the Geneva Conventions: Its

Implications on International and Non-International Armed Conflicts”, German Yearbook of
International Law, Vol. 44, 2001.
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other forms of association and provision of support to the armed forces.
Interestingly, it is precisely the exposure to the danger of being targeted that was
identified as a compass in determining whether a certain act amounted to a
prohibited form of participation or not by the International Criminal Court
(ICC) Trial Chamber in the Lubanga case.44 The cardinal nature of the principle
of distinction is therefore reflected in the logic underpinning several other norms
of IHL. Interpreting the duty to ensure respect with IHL as comprising a due
diligence obligation to refrain from conduct which contributes to this principle’s
erosion would therefore be in line with the rationale of IHL.

In addition to IHL, IHRL brings important perspectives in relation to both
the rights of civilians involved in the conflict and those of other civilians affected by
their conduct. The first aspect is examined in the present section, while the latter is
appraised in the context of the duty to provide information and training in the
following section. Specifically in the context of the duty to prevent violations of
the right to life, the added value of IHRL in this regard lies in the fact that it
would not only protect the person in cases where they are mistaken for a lawful
target, but also against the risk of becoming such a target in the first place. Along
those lines, Mačák invokes States’ obligation to minimize the risks placed on the
right to life of civilians in cases where they are engaging in dangerous activities.45

He puts forward that States should “prioritise those forms of civilian involvement
in the war effort that do not place these individuals in harm’s way”, equating the
forms coming under this scope to conduct constituting DPH.46 Nonetheless, the
previous analysis has showcased why the forms coming under this notion should
be understood more broadly than the legal threshold for DPH (and therefore
temporary loss of protection from being targeted). More specifically, conduct
placing individuals at risk should include (1) an increase in the likelihood of
being targeted by mistake and (2) an increase in the risk of being considered as
part of lawful collateral damage because of proximity to lawful military objectives.

Beyond the preliminary question: The duty to provide information and
training

The analysis provided in the section above has shown why it would not be
unreasonable to assume that the obligation to take passive precautions would
entail not encouraging civilians to engage in military activities. Even moving past

44 The ICC’s approach was subjected to criticism. For an overview, see Sandesh Sivakumaran, The Law of
Non-International Armed Conflict, Oxford University Press, Oxford, 2012, pp. 317–319. A comment on
this discrepancy between “direct” and “active” participation in hostilities is also offered by Fernanda
García Pinto, who explains that the threshold adopted by the ICC in Lubanga is lower than the one
adopted by the ICRC in its Interpretive Guidance. She suggests that there may be space to apply both
tests without conflating them in light of the different purposes they serve. Fernanda García Pinto, “The
International Committee of the Red Cross and the International Criminal Court: Turning International
Humanitarian Law into a Two-Headed Snake?”, International Review of the Red Cross, Vol. 102, No.
914, 2020, pp. 755–756. See also K. Mačák, above note 10, pp. 986–987.

45 K. Mačák, above note 10, p. 989.
46 Ibid.
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the preliminary question related to the legality of whether a State could encourage
civilian involvement in an armed conflict, IHL and IHRL norms bring in important
elements relating to the obligations that a State would still need to abide by if it were
to do so. Both legal frameworks bring in components of a potential duty to inform
civilians about the implications of being involved in the conflict, including of
directly participating in hostilities, and an obligation to provide them with
appropriate training in this regard. This section examines these two components
in turn.

Jurists seem to agree that IHL does not explicitly require the defending
party to warn civilians about the dangers arising from military activities.47

Nonetheless, they identify several norms of IHL that such an obligation could be
seen to stem from. These include adopting a progressive approach to interpreting
the scope of “other necessary precautions” required of the defender, the duty of
constant care to spare civilians,48 and the obligation to disseminate IHL among
the civilian population.49 Therefore, these components of IHL norms could all be
seen to require informing civilians, but would operate at different levels – namely,
obligations related to the precautions would only be breached in cases where a
State is involved in encouraging or prompting civilian involvement;50 the degree
of the State’s involvement would dictate the implications stemming from the
obligation to ensure respect for IHL; and the obligation to disseminate IHL would
stand at all times.

Such a duty is reinforced by IHRL. For instance, under the European
jurisprudence, (real or constructive) knowledge about a “real and immediate risk
to the life” would be a trigger for the State’s positive obligation to take feasible
measures to counter that risk.51 Dangers arising from the proximity of civilians to
the battlefield area, from being converted into a lawful military objective in the
context of an armed conflict or from increasing the likelihood of mistakes being
made in this regard, would seem to meet this risk threshold.52 Outside the realm

47 See, for example, Amnesty International, above note 36, para. 44; Dan Maurer, “A State’s Legal Duty to
Warn Its Own Civilians on Consequences of Direct Participation in Hostilities”, Articles of War, 21
February 2023, available at: https://lieber.westpoint.edu/states-legal-duty-warn-civilians-consequences-
direct-participation-hostilities/.

48 Amnesty International, above note 36, paras 2(vii), 44–46.
49 D. Maurer, above note 47. The obligation to disseminate IHL is embedded in a State’s common Article 1

obligations. This obligation could be seen to encompass making civilians aware of conduct that would
render them targetable.

50 Ibid.
51 European Court of Human Rights (ECtHR), Osman v. The United Kingdom, Appl. No. 23452/94,

Judgment, 28 October 1998.
52 In her paper analyzing the human rights obligations of States with regards to their own soldiers in the

context of the conduct of hostilities, Mogutova draws attention to the judgment of the UK Supreme
Court in which it drew attention to the constant risk of loss of life, or injury, faced by soldiers. UK
Supreme Court, (Smith) v. Oxfordshire Assistant Deputy Coroner (Equality and Human Rights
Commission Intervening), [2010] UKSC 29, [2011] 1 AC 1, 2010, para. 122, cited in Yulia Mogutova,
“Mind the Gap: Right to Life of States’ Own Military Personnel in Conduct of Hostilities”, LLM paper,
Geneva Academy of International Humanitarian Law and Human Rights, 2020, p. 14, available at:
https://prix-henry-dunant.org/wp-content/uploads/2020-Research-MOGUTOVA-Gaggioli-LLM-Paper-
19-20.pdf.
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of conduct of hostilities, an argument could be made that part and parcel of the
State’s duty to protect individuals against being deprived of their liberty by
armed groups (in the NIAC context) or other States (in the IAC context)53 would
be not to knowingly place them, or encourage carrying out acts which would
place them, at risk of being subjected to detention.

Precisely in this regard, Mačák draws an analogy between IHL and the human
rights jurisprudence dealing with States’ preventive obligations in relation to the right
to life, as concerns the risk of environmental and industrial disasters.54 He highlights
the population’s right to information about the potential risks to the right to life arising
from dangerous activities. In keeping with the protection of personal autonomy, Mačák
puts forward that the State would not be acting in violation of its right to life obligations
if a civilian were to decide to engage in DPH despite having been fully informed by the
State authorities of the implications of such actions.55 Nonetheless, it is interesting to
note that, in the context of examining a civilian’s collaboration with the Occupying
Power, an Israeli Supreme Court decision limited the weight given to the civilian’s
consent to be placed in a zone of hostilities.56 In addition to the IHL prohibition on
using protected residents as part of the Occupying Power’s war effort (for which an
explicit parallel does not exist in the law of NIACs),57 this conclusion was reached
by the Court based on IHL’s requirement to keep civilians removed from hostilities,
but also the factual assessment of the risks of physical harm arising from the
proximity to the hostilities and the risk of ill-treatment that a person suspected of
collaboration would face.

The obligation to disseminate IHL is important in one additional context:
civilians’ compliance with IHL throughout their involvement in the armed conflict.
The State’s conduct in this regard could be observed from the perspective of the duty
to respect IHL in relation to the conduct attributable to the State, and the duty to
ensure respect by individuals under its authority.58 In relation to the former,
having IHL norms embedded in military training which soldiers are required to
undergo is usually considered part of this analysis. With regard to the latter, the
scope of measures expected of the State in discharging this obligation varies based
on factors such as foreseeability, the State’s knowledge about a breach, and the
gravity of the breach, as well as the means reasonably available to the State and
the influence exercised over the private person.59 Arguably the breadth of the

53 UN Human Rights Committee, General Comment No. 35, “Article 9 (Liberty and Security of Person)”,
CCPR/C/GC/35, 2014, para. 7.

54 For an example of jurisprudence in this regard, see ECtHR, Öneryıldız v. Turkey, Appl. No. 48939/99,
Judgment, 30 November 2004, paras 71, 90. See also K. Mačák, above note 10, p. 990.

55 K. Mačák, above note 10, p. 990.
56 Israeli Supreme Court Sitting as the High Court of Justice, Adalah et al. v. GOC Central Command, IDF

et al., HCJ 3799/02, 23 June 2005, para. 24, cited in S. Darcy, above note 27, pp. 86–87.
57 Ibid.
58 ICRC Commentary on GC III, above note 38, paras 179, 183–184.
59 Ibid., para. 183. The requirement for States to ensure civilians’ compliance with IHL was also underlined

in the recent pleas made to States with regard to civilian participation in cyber operations. Tilman
Rodenhäuser, “8 Rules for “Civilian Hackers” during War, and 4 Obligations for States to Restrain
Them”, EJIL: Talk!, 4 October 2023, available at www.ejiltalk.org/8-rules-for-civilian-hackers-during-
war-and-4-obligations-for-states-to-restrain-them/.
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measures would increase with greater involvement of the State. Moreover, several
factors could inform the foreseeability of IHL breaches by civilians engaged in
armed conflict. These include the requirements set out in the State’s call for
civilians to take up arms, the plan envisaging how civilians would be engaged,
and subsequent training. In fact, most examples referred to above do suggest
certain forms of supervision over civilians involved in military activities and the
training they would undergo. Examining the adequacy of such training in relation
to the risk that they are placed at would necessarily be part of this picture.

Moreover, analogies can be drawn from the realm of IHRL in relation to a
State’s obligations towards its own soldiers in order to grasp what would be expected
of the State in relation to civilians called upon to take part in military activities.
Namely, while the scope of States’ duty to protect the lives of its own soldiers is not
clear-cut, it would put forward an obligation for States to refrain from placing their
own soldiers in situations where the risk to their lives is disregarded, or where there
is no clear and legitimate military purpose behind imposing such risks upon them.
One of the manifestations of States’ duty to protect the lives of their own soldiers
relates to obtaining adequate military training. One argument put forward in the
context of the UK Supreme Court’s decision in the Smith case was that a State could
be found responsible for a violation of a soldier’s right to life when such a violation
would stem from a lack of adequate military training.60 A similar argument could be
made when civilians become incorporated in the State’s armed forces. Even more
broadly, it would be reasonable to espouse that, once it has already called upon them
to join the military effort, the State has an obligation to provide civilians with the
means to do so, including by providing them with training.

This obligation is reinforced by other IHRL norms – this time, in relation to
persons subjected to the conduct of those civilians becoming involved in the conflict.
These duties would feature most prominently in the context of States’ obligations
with regard to the rights to life and liberty. The duty to protect the individual’s
right to life would require States to take positive steps to counter reasonably
foreseeable threats to life, including those emanating from private individuals or
entities, as well as other States.61 Further, a State would remain bound by a duty
of care towards persons deprived of liberty by private actors who perform such
actions or operate such facilities pursuant to a State’s authorization. Particularly
where such a State authorization to civilian formations were to be identified, one
could argue that the State would have the obligation to prevent arbitrary or
unlawful arrests or detentions. It would also need to provide effective remedies to
victims in such cases, and maintain control over the exercise of such powers.62

60 The burden of proving this link would be set very high, and the assessment of all the relevant elements
would be particularly complex. Park mentions challenges related to examining the nature of training
that armed forces undergo, establishing a link between the nature of the training and the loss of life, as
well as the margin of appreciation that would need to be accorded to States in this realm. Ian Park,
The Right to Life in Armed Conflict, Oxford University Press, Oxford, 2018 pp. 188–189.

61 UN Human Rights Committee, General Comment No. 36, “Article 6 (Right to Life)”, CCPR/C/GC/35,
2019, paras 21–22.

62 Ibid., para. 8.
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A tactical and humanitarian appraisal

Seeing that IHL is built on the balance between humanity and military necessity,
inquiring into the possible tactical benefit of civilian involvement in conflicts is
pertinent to the topic. Here, however, even the argument about the increase in
military capacity stemming from civilian involvement in conflict does not hold,
and in fact such involvement tends to create more problems than benefits. In
relation to civilian hackers, their encouragement to become involved in conflict is
based precisely on their expertise and level of knowledge in cyber and defence
capacities.63 However, outside of this specific case, the overview of practice seems
to suggest that looser requirements are envisaged in general calls for civilian
involvement in traditional forms of kinetic warfare, casting doubts on the extent
to which regular civilians could truly increase the State’s defence capacity.

Even the short-term benefits of increasing force capacity and presenting
challenges to the opposing belligerent’s ability to lawfully conduct hostilities are not
worth the long-term cost of inevitable violations of IHL and IHRL which
encourage a race to the bottom and an abandonment of the principle of
distinction. Moreover, eroding the principle of distinction creates further challenges
not only from the perspective of the application of IHL on the ground, but also to
efforts to ensure accountability for violations of the principle post facto – an already
existing challenge for all norms relating to the conduct of hostilities. Accountability
challenges, as part of the broader inefficacy of IHL’s implementation mechanisms,
further feed into the narratives undermining IHL’s value.

Responsibility for acts committed by civilians directly
participating in hostilities: A public international law perspective

This article has so far demonstrated that encouragement of civilian engagement in
armed conflict creates a host of legal risks, both to the individual and to the State. A
State may find itself in violation of its basic IHL or IHRL obligations, a civilian who
directly participates in hostilities loses (for such time as they directly participate)
their protection under IHL, and the more that the lines between civilians and
combatants are blurred, the more challenging it is for belligerents to effectively
respect the principle of distinction. Furthermore, with the possible exception of
cyber operations, assumption of these risks does not necessarily correlate with
increased tactical or operational utility for the State.64

In the present section we argue that one specific phenomenon,
encouragement of DPH, is also troubling from a general international law
perspective. This is because in contemporary international law, encouraging
direct participation creates a profound risk of impunity and consequently risks
eroding IHL’s normative core. The legal mechanisms designed to secure

63 T. Rodenhäuser, above note 59.
64 T. Rodenhäuser and M. Vignati, above note 21.
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accountability – in particular, the law of international responsibility – are not, in
their present state, effective deterrents.

In this section, we first (re)familiarize readers with the law of international
responsibility as it applies to States. We then consider each step in the process of
invoking a claim of responsibility. We identify that within the established
framework of the law of responsibility, civilian conduct is difficult to attribute;
more often than not, the “umbrella” obligation to respect and ensure respect for
IHL is the most viable route for asserting, attributing and invoking a wrongful
act. Invocation also presents profound challenges, especially given that most
armed conflicts today are non-international. Taking these points into
consideration, the law of responsibility is not appropriately developed or
equipped to deter States from encouraging DPH. We close the article by
considering avenues for strengthening compliance with IHL, both by individuals
and by States.

Restating the law of international responsibility

The law of international responsibility is a system of secondary rules which activate
when a primary rule is violated.65 It is a long-standing system – elements of the law
of responsibility are apparent in early jurisprudence of the Permanent Court of
International Justice66 – and retains a special importance in contemporary
international law. This is because the law of responsibility also contains the
primary avenues for securing a remedy: countermeasures. The general prohibition
against intervention and the prohibition of the threat or use of force effectively
render unlawful the two avenues by which States have historically sought to
enforce their claims. Responsibility can attach to the actions of any subject of
international law, although its modalities vary somewhat.67 For the purposes of
this article, State responsibility is the relevant mode. It is difficult to conceive of a
situation in which an international organization has ever encouraged, or ever
would encourage, civilians to directly participate in hostilities, and the
responsibility of individuals is contained within international criminal law. The
core elements of a claim of State responsibility are well established, and are
accepted as customary international law:

1. An action or omission constituting a breach of a State’s international
obligations must occur. Such an act or omission may be composite.

65 International Law Commission, Draft Articles on Responsibility of States for Internationally Wrongful Acts,
with Commentaries, in Yearbook of the International Law Commission, Vol. 2, Part 2, 2001 (DARSIWA),
p. 31.

66 Permanent Court of International Justice, Phosphates in Morocco (Italy v. France), Preliminary Objections,
1938 PCIJ AB 74, 1938.

67 DARSIWA, above note 65, Art. 57; see also International Law Commission, Draft Articles on the
Responsibility of International Organizations, in Yearbook of the International Law Commission, Vol. 2,
Part 2, 2011.
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2. That action or omission must be attributable to the State, through one of the
avenues detailed in the Draft Articles on Responsibility of States for
Internationally Wrongful Acts (DARSIWA).

3. There must be no circumstances precluding wrongfulness – namely consent,
self-defence, a situation of force majeure, distress, necessity, or establishing
that a wrongful act is in fact a lawful countermeasure.68

4. An injured State must invoke the law of responsibility. In some situations, a
State other than an injured State may be capable of invoking responsibility,
particularly where an obligation is owed erga omnes or erga omnes partes
(and, in the latter case, protects a collective interest of the group).69

5. When an internationally wrongful act has been established, the perpetrator has
a subsequent obligation to cease the wrongful act and provide guarantees or
assurances of non-repetition.

6. Reparation for an injury can take the form of restitution, compensation or
satisfaction; in almost all cases, reparation is a combination of all three. However,
erga omnes violations do not necessarily trigger the obligation of reparation;
Article 48(2)(b) of the DARSIWA has not yet achieved customary status. Rather,
they trigger the subsequent obligation of cessation and non-repetition.

Elements 1 and 2 are preliminary and substantive; if either is not proven, a wrongful
act has not been evidenced. Element 3 is contingent and substantive; if a
circumstance precluding wrongfulness applies, an otherwise wrongful act does
not result in an obligation to remedy the breach. Element 4 is procedural; a
procedural defect does not preclude an act’s wrongfulness, but it may preclude
claiming reparation.

Identifying a wrongful act

The two core elements of an internationally wrongful act, as described in the
DARSIWA,70 are clear: (1) an action or omission must be attributable to the
State, under international law, and (2) that action or omission must violate an
international obligation of the State. However, the application of these elements is
not clear, for three reasons. First, it is not clear whether the elements must be
assessed in a particular order: this is primarily a concern for obligations arising
from treaty law. Second, attribution is exceptionally complex and strictly
constrained by international law. Third, much of an act or omission’s legality
depends on how it is characterized.

In the following subsections we consider how these three concerns might
interact with the encouragement of DPH. We argue that the first concern – the
order of the elements – is largely immaterial when it comes to IHL questions
since almost all obligations are both universal and customary. The questions of
attribution and act characterization, however, both present serious challenges. It

68 DARSIWA, above note 65, pp. 71–84.
69 We examine these avenues of invocation later in this article.
70 Ibid., pp. 34–35.
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is possible – perhaps even likely – that in most cases of misconduct perpetrated by
civilians directly participating in hostilities, only a minimum core of internationally
wrongful acts will be attributable to the State.

Ordering the elements?

It is not altogether clear, either in doctrine or practice, whether the elements must be
examined in a prescribed order. The commentaries to the DARSIWA suggest that
they should, and that attribution should always be considered first.71 Stern argues
the same, because in her view it is not possible to assess whether an act violates
an obligation without attributing it – otherwise, the relevant obligations cannot be
identified.72 Stern acknowledges, however, the counter-argument that in some
circumstances – particularly those concerning violations of IHL – it may very well
be possible, and desirable, to consider whether an act or omission violates an
obligation before answering the question of attribution.73 As far as practice is
concerned, the International Court of Justice (ICJ) has not adopted a consistent
methodology. In the Nicaragua case, the Court considered whether the conduct
of the Contras was – in part or in full – attributable to the United States before it
considered whether that conduct breached an obligation owed.74 It took the same
approach in Diplomatic and Consular Staff in Tehran.75 In Armed Activities on
the Territory of the Congo, however, the Court reversed its approach: it first
considered whether the relevant act or omission was capable of violating an
international obligation of the State.76 It did the same in the Bosnian Genocide
case, where the entire judgment was structured around assessing conduct before
attribution, and followed this same methodology in Croatia v. Serbia.77 In Oil
Platforms, the Court took both approaches at once: it focused on attribution as
far as the missile attack on the Sea Isle City was concerned,78 but when
considering the question of cumulative acts amounting to an armed attack it set
aside the question of attribution entirely, preferring to consider whether an
obligation was breached.79 In that same case, when considering the United States’

71 Ibid., p. 35.
72 Brigitte Stern, “The Elements of an Internationally Wrongful Act”, in James Crawford, Alain Pellet and

Simon Olleson (eds), The Law of International Responsibility, Oxford University Press, Oxford, 2010
p. 201.

73 Ibid., p. 202.
74 ICJ, Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United States), Merits,

1986, ICJ Reports 1986, paras 111–116.
75 ICJ, Diplomatic and Consular Staff in Tehran (United States v. Iran), Judgment, 1980, ICJ Reports 1980,

para. 29.
76 Ibid., para. 27; ICJ, Armed Activities on the Territory of the Congo (Democratic Republic of the Congo

v. Uganda), Judgment, 2005, ICJ Reports 2005, paras 205–213.
77 ICJ, Application of the Convention on the Prevention and Punishment of the Crime of Genocide (Croatia

v. Serbia), Merits, 2015, ICJ Reports 2015; ICJ, Application of the Convention on the Prevention and
Punishment of the Crime of Genocide (Bosnia and Herzegovina v. Serbia and Montenegro), Judgment,
2007, ICJ Reports 2007.

78 ICJ, Case Concerning Oil Platforms (Islamic Republic of Iran v. United States of America), Judgment, 2003,
ICJ Reports 2003, para. 61.

79 Ibid., para. 64.
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counter-claim, the Court chose to analyze the relevant conduct first and to consider
attribution second.80

This inconsistent doctrine and practice cannot be meaningfully resolved
here. For the purposes of this article, it suffices to say that the structural concern
raised by Stern does not arise with regard to IHL, except with regard to certain
obligations contained exclusively in treaty law and the rare case of the persistent
objector. This is because the vast majority of IHL is universally ratified or
otherwise customary in nature. An attribution–acts order may be necessary when
considering alleged breaches of the Additional Protocols, particularly Additional
Protocol II. However, a responsibility claim, including relating to the conduct of
civilians, is unlikely to otherwise be impeded by what is ultimately a matter of form.

Attribution

Attribution is essential to the identification of an internationally wrongful act. After
all, an act may be immoral, inhumane or unlawful, but if it cannot be attributed to a
State, then State responsibility is not the appropriate mode of international
responsibility.81 There are three broad avenues of attribution:

1. An actor is part of what James Crawford described as the “hard core” of the
State: an organ or agency “exercising sovereign authority”.

2. An actor is acting under the instructions, or direction and control, of the State.
3. An actor falls within what Crawford describes as the “exceptional categories”:

either it fulfils State functions in the absence of official authorities, or it is an
insurrectionist movement that subsequently becomes the government of the
State in question (or a new State), or its conduct is adopted by the State as its
own.82

The “core” links

The attribution links contained within the “hard core” are unlikely to capture the
majority of private conduct. Article 4 of the DARSIWA – where the author of an
act is an organ of the State – may be relevant when State employees directly
participate in hostilities and, in doing so, are acting in their official capacity. It
could cover, for example, acts committed by members of a police agency,
provided those are sufficiently connected with their official functions.83 Organs
are identified with reference to the “internal law of the State”.84 This ordinary
link is uncontroversial, but is only capable of capturing the acts of a limited set of
civilians, in a very limited set of circumstances. However, in exceptional cases it

80 Ibid., para. 119.
81 DARSIWA, above note 65, p. 38.
82 James Crawford, State Responsibility: The General Part, 1st ed., Cambridge University Press, Cambridge,

2013, section 4.1.1.
83 Jemma Arman, “State Responsibility for Community Defence Groups Gone Rogue”, International Review

of the Red Cross, Vol. 102, No. 915, 2020, pp. 1099, 1108.
84 DARSIWA, above note 65, p. 40.
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may also be possible to attribute acts committed by a “de facto organ” on the basis of
internal practice – as Crawford noted, a State “cannot evade responsibility …
merely by denying [a de facto organ’s] status as such under internal law”.85 Such
situations are exceptionally rare: in the Bosnian Genocide case, the ICJ suggested
they may arise where an actor is “so closely attached as to appear to be nothing
more than [a State’s] agent”, and where failure to acknowledge the reality of the
situation would allow States to escape responsibility “by choosing to act through
persons or entities whose supposed independence would be wholly fictitious”.86

This modified link – one of complete dependence – is an exceptionally high bar,
and in Genocide the existence of “some qualified, but real, margin of
independence” was sufficient to disconnect the State from the actions of the
Republika Srpska and the VRS.87 With such strict prior practice, it is nearly
impossible to see how the encouraged, but uncontrolled, conduct of civilians
could possibly render them a State organ within the meaning of Article 4.

Article 5 of the DARSIWA, which deals with entities empowered by
domestic law “to exercise elements of the governmental authority”, is somewhat
different, since it applies to private actors exercising public function. This could
include privatized but empowered regulatory bodies or private security firms, or
even in some situations autonomous but State-established charitable
foundations.88 The category may in some circumstances include mercenary
organizations,89 and likely also captures certain conduct of “community defence
groups” when they are empowered by the law of the State.90 It does not, however,
extend to authorization of conduct by “citizens or residents generally”, because
this is not an exercise of governmental authority.91 Acts such as providing small
arms or blanket firearms licenses, or conferring a right to carry arms in
anticipation of exposure to conflict, may have the effect of encouraging
participation, but they do not confer a right to exercise governmental authority.
Neither does explicitly encouraging DPH. Arguably, even a public statement that
direct participation and its consequent acts – including killing – will not be
prosecuted may not amount to “empowerment”.

Instructions, direction or control

The “hard core” of responsibility is, we suggest, not well suited for attributing the acts
of civilians directly participating in hostilities, including when those acts may amount
to serious violations of IHL or even grave breaches. A natural next step is to consider
whether Article 8 of the DARSIWA, relating to actions committed under the
instruction of, or direction and control of, a State, provides a more promising link.

85 J. Crawford, above note 82, pp. 124–125.
86 ICJ, Genocide (Bosnia v. Serbia), above note 77, para. 392.
87 Ibid., para. 393.
88 DARSIWA, above note 65, p. 43.
89 M. Sassòli, above note 30, para. 10.152.
90 J. Arman, above note 83, p. 1110.
91 DARSIWA, above note 65, para. 43.
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Article 8 reflects the customary rule that, in certain situations, a State can be
responsible for the conduct of private actors.92 Here we consider only the question
of “instruction”: this is because “direction or control” – typically interpreted by
international courts as a unified concept93 – has most often been understood as a
reference to the “effective control” test outlined in the Nicaragua case.94 That
standard is so high as to almost never be met. We suggest that despite appearances,
Article 8 is also not a promising avenue for attributing the conduct of civilians who
directly participate in hostilities. This is because it is not evident what, precisely,
constitutes an instruction, nor is it clear how precise an instruction must be.

It is unclear when encouragement or exhortations become an “instruction”;
all that is generally agreed is that there must be a factual relationship between the actor
and the State. In Diplomatic and Consular Staff in Tehran, a general call for attacks
against other States was not considered to be an “instruction”.95 In a recent
investment arbitration, the tribunal held that the takeover of a foreign-owned plant
by union members, allegedly in pursuance of an instruction by a head of State to
“let the company … become state controlled and transfer it to [the State’s] hands”,
was not an act on the “instruction” of the State.96 By contrast, a different arbitral
tribunal considered that the acts of a State-owned enterprise, directed by a
minister,97 were attributable under Article 8 of the DARSIWA as acts under the
“instruction” of a State.98 In contemporary scholarship, it has been argued in
relation to armed conflict that “a general ‘rallying call’ … encouraging likeminded
but unspecified ‘patriotic’ hackers to engage in offensive action” is not sufficient to
constitute an instruction under Article 8, and nor is mere encouragement of
conduct, even where that conduct may be unlawful or morally reprehensible.99

In addition, an instruction must have some undefined minimum level of
specificity. The approach of the ICJ suggests that instruction must, at least in
armed conflicts, specifically relate to “each operation in which the alleged
violations occur”.100 Crawford suggests that within a sufficiently delineated
“instruction”, a “general direction which leaves [open the] method of fulfilling

92 J. Crawford, above note 82, section 5.1.2.
93 Ibid., section 5.3.1.
94 ICJ, Nicaragua, above note 74, para. 115.
95 ICJ, Diplomatic and Consular Staff in Tehran, above note 75, para. 59.
96 International Centre for Settlement of Investment Disputes (ICSID) Tribunal, Saint-Gobain Performance

Plastics Europe v. Bolivarian Republic of Venezuela, Case No. ARB/12/13, Decision on Liability and the
Principles of Quantum, 30 December 2016, paras 452–453. Incidentally, arbitral tribunals tend to
conglomerate “instructions, direction or control” into a single criterion, effectively applying an effective
control standard; while legally incorrect, this nonetheless reaffirms just how high the bar for
attribution is considered to be. Refer generally to Responsibility of States for Internationally Wrongful
Acts: Compilation of Decisions of International Courts, Tribunals and Other Bodies: Report of the
Secretary-General, UN Doc. A/74/83, 23 April 2019, pp. 19–22.

97 ICSID Tribunal, Unión Fenosa Gas, S. A. v. Arab Republic of Egypt, Case No. Arb/14/4, Award, 31 August
2018, paras 5.150, 5.162, 9.117, 9.118.

98 DARSIWA, above note 65, Art. 8.
99 Kubo Mačák, “Decoding Article 8 of the International Law Commission’s Articles on State Responsibility:

Attribution of Cyber Operations by Non-State Actors”, Journal of Conflict and Security Law, Vol. 21, No.
3, 2016, pp. 416–417.

100 ICJ, Genocide (Bosnia v. Serbia), above note 77, paras 399–400, citing ICJ, Nicaragua, above note 74.
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the directive” may suffice.101 Tonkin agrees, and suggests that instructions which
authorize, but do not oblige, unlawful behaviour – for example, instructing a
private military or security company to extract information “by any means
necessary”, or to “shoot anyone who comes near [a] protected object” – may
trigger Article 8.102 As Tonkin also notes, however, the question is markedly
more complicated when the instructions given are vague or ambiguous.103

Tonkin’s concern is with vague but constrained instructions, such as to “protect
this place”; she identifies that there are fringe cases where an “instruction” within
the meaning of Article 8 may, or may not, exist. This is not in contradiction to
either Crawford’s suggestion that instructions may be open-ended, or to the ICJ’s
position that instructions must be at least somewhat situationally specific.

Taken together, these factors suggest that an instruction must not only
demonstrate some form of factual relationship: it must also be at least situationally
specific, even if the means of achieving the instruction are left open-ended.
Encouraging civilians to take up arms is not, bearing these points in mind, enough to
constitute an “instruction”. There would have to be something more: a minimum
level of specificity about the associated operation or acts commanded, and at least a
plausible inference that the instruction authorizes or encourages unlawful conduct.
While international law may be evolving towards a more permissive understanding
of Article 8 of the DARSIWA,104 the law as it stands today nonetheless remains
strict, making Article 8 attribution of civilian conduct very challenging.

The exceptional cases

Articles 9 and 10 of the DARSIWA – respectively covering the exercise of
governmental authority in the absence of the official authorities, and the conduct
of a successful insurrectionist movement – do not provide any further clarity.105

This leaves one final avenue for attribution: Article 11, which applies to conduct
that is, ex post facto, both acknowledged and adopted by a State as its own. Much
like Article 8, Article 11 acknowledges that, in some limited situations, private
conduct may acquire a public character and therefore be attributable.106 The
leading jurisprudence remains Diplomatic and Consular Staff in Tehran, which
concerned the express adoption of private conduct as a matter of State policy,
thereby transforming it into an attributable, public act.107 The DARSIWA
commentaries confirm that, while acknowledgement and adoption can be either
express or inferred, a State may nonetheless limit its acquired responsibility: “the
act of acknowledgement and adoption, whether it takes the form of words or

101 J. Crawford, above note 82, section 5.2.
102 Hannah Tonkin, State Control over Private Military and Security Companies in Armed Conflict,

Cambridge University Press, Cambridge, 2011, p. 115.
103 Ibid., p. 116.
104 K. Mačák, above note 99, p. 427.
105 Article 9 does apply to levée en masse situations, but those are not the subject of this article. DARSIWA,

above note 65, p. 49.
106 Ibid., p. 52.
107 Ibid., p. 53; ICJ, Diplomatic and Consular Staff in Tehran, above note 75, para. 74.

918

M. Radonc ̌ic ́ and A. Stanley‐Ryan

https://doi.org/10.1017/S1816383124000468 Published online by Cambridge University Press

https://doi.org/10.1017/S1816383124000468


conduct, must be clear and unequivocal”.108 In practice, States very rarely
acknowledge and adopt the conduct of third parties; they more often simply
“tolerate” it.109 This, in itself, is not sufficient to trigger the application of
Article 11. As far as the conduct of individual civilians directly participating in
hostilities is concerned, it seems that Article 11 could only apply in the most
extreme circumstances: for example, endorsement of grave breaches committed
by civilians.

Bearing the above in mind, attribution is a serious challenge. The core rules
of attribution are of little use, and Article 11 likely only applies to the most extreme
situations. Article 8 appears promising at first glance, but in practice is very difficult
to trigger. This leads to a situation where even if the acts act perpetrated by civilians
are clearly wrongful – the deliberate targeting of other civilians, for example, or
attacks on civilian infrastructure, or the wilful killing of captured
combatants – the State may not bear responsibility for them. Instead, it would
bear responsibility only for the high-level acts or omissions from which further
wrongful conduct flows: for example, failing to “ensure” respect for the Geneva
Conventions or Additional Protocol I (AP I). This is, in effect, an obligation of
conduct to be measured against a standard of due diligence.110

Act characterization

Placing attribution aside, the identification of the relevant wrongful act is also a
challenge. Acts which violate IHL are inherently capable of being construed as
violations of a State’s international obligations (with the exception of conduct by
opposing non-State armed groups (NSAGs), unless those groups then either
overthrow the government or establish a new State).111 However, it is not always
clear whether an apparent violation of IHL is in fact a violation of it. An act may
be internationally lawful or outside of the law, or it may be governed by a
separate legal regime. Three examples serve to illustrate this point:

1. A civilian opens fire on, and kills, another civilian.
2. A civilian or group of civilians destroys a nominally civilian object, such as a

town hall.
3. A civilian, dressed in civilian attire, enters a building under special protection

and kills an individual located within.

All of these acts suggest violations of some legal obligation, but not all obligations are
internationally owed, nor are all obligations necessarily governed by IHL.112 A

108 DARSIWA, above note 65, p. 53.
109 J. Crawford, above note 82, section 6.4.3.
110 B. Stern, above note 72, p. 208; DARSIWA, above note 65, p. 39; ICRC Commentary on GC III, above note

38, para. 183; Robin Geiß, “Obligation to Respect the Convention”, in A. Clapham, P. Gaeta andM. Sassòli
(eds), above note 32, p. 118.

111 Yoram Dinstein, Non-International Armed Conflicts in International Law, 1st ed., Cambridge University
Press, Cambridge, 2014 pp. 123–130.

112 These acts could well also be governed by IHRL. In such cases, the same concerns would arise mutatis
mutandis as do for IHL.
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civilian may kill another in an act of murder, or banditry, unrelated to an armed
conflict; they may target a civilian who is also directly participating in hostilities;
they may be factually mistaken, and believe they are targeting a combatant; or
they may be violating the principle of distinction intentionally; or they may be
committing an act of persecution within an occupied territory; or they may
simply be acting in lawful self-defence, entirely unrelated to an armed conflict.
Destruction of a civilian object may be a violation of the principle of distinction,
or it may be a lawful attack on a military objective, or it may be a violation of the
law of occupation – or, again, it may simply be criminal in nature. A killing in a
protected building may be perfidious, or may be an extrajudicial killing, or may
simply be an act of murder. In short, even where conduct can be attributed to the
State, it may be challenging to establish that said conduct actually breaches one
or more of the State’s international obligations.

Which State(s) can invoke responsibility?

Assuming that a wrongful act can be identified, this is only the first part of the law of
responsibility. Responsibility is not autonomous; it must be invoked. There are two
avenues for invocation: either it must be invoked by an injured State, or the
obligation breached must be of an erga omnes or erga omnes partes nature.
The invocation of responsibility also presents challenges when considering the
conduct of civilians who directly participate, for three reasons:

1. If the “injured State” approach is taken, only the State(s) actually injured may
invoke responsibility or lawfully implement countermeasures in order to
incentivize returning to compliance. However, the forms of reparation
available are wider.

2. If the “erga omnes (partes)” approach is taken, then while any State may invoke
responsibility and enact countermeasures, the forms of reparation available
amount to, in effect, primarily declaratory relief.

3. The route by which responsibility is invoked also depends in no small part on
the conduct which is alleged to constitute a violation. In a NIAC, for example, it
is difficult to envisage conduct that specifically “injures” another State, within
the meaning of Article 42 of the DARSIWA. This presents an additional
complication because depending on the context, it may not be possible to
invoke responsibility for anything except perhaps the most high-level failures
relating to the conduct and due diligence obligations of the State.

Invocation by an injured State

“Injury” is defined in Article 31 of the DARSIWA as referring to “any damage,
whether material or moral, caused by the internationally wrongful act of a
State”.113 The breached obligation constituting the wrongful act must either have

113 DARSIWA, above note 65, p. 91.
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been owed to the injured State directly, or to a group of States (including the
invoking State), or to the international community as a whole.114 An obligation
may be simultaneously bilateral and multilateral. This is the most traditional
avenue by which responsibility is invoked. Sassòli has previously convincingly
argued that the only “injured” State(s) in relation to IAC are those which either
experience violations of IHL on their territory or which can exercise diplomatic
protection over victims of violations.115 In this view, only States to which an
obligation is bilaterally owed, or specially affected States, may be considered
“injured”. This is because, as Sassòli notes, the criterion contained in
Article 42(b)(ii) of the DARSIWA is related to a very specific category of
obligations116 – specifically, those where “each party’s performance is effectively
conditioned on and requires the performance of each of the others”.117 This
includes, for example, disarmament treaties;118 it does not apply to IHL, where
both the core treaties and the customary law are explicitly non-reciprocal.119

Arguments that violations of common Article 1 somehow extend the notion of
“injury” to all States party to the Geneva Conventions and/or their Additional
Protocols are inconsistent with the drafting decisions, including State input, that
led to the DARSIWA.120 Consequently, invocations of responsibility via injury,
relating to obligations owed to a group or the international community as a
whole, should only be considered, at most, as valid for specially affected States.

Overall, the category of States actually “injured” by most violations of IHL
during an IAC is rather narrow. For most violations, only a small number of
States – often only one State, when a conflict is strictly between two
belligerents – can viably claim to be “injured”. Injured status relies on a breached
obligation, which, in turn, means that it is inextricably linked to the question of
whether conduct can be attributed. As previously discussed, this is exceptionally
challenging with regard to encouraged direct participation. The challenge of
identifying an injured State is even more sharply pronounced in NIAC contexts,
particularly those occurring within a single State rather than across borders. In
such situations, both the author of the alleged wrongful act and the victim of the
injury may well be the same State. This risk is particularly pertinent given that
the vast majority of contemporary armed conflicts are non-international in
nature.121

114 Ibid., p. 117.
115 Marco Sassòli, “State Responsibility for Violations of International Humanitarian Law”, International

Review of the Red Cross, Vol. 84, No. 846, 2002, p. 423.
116 Ibid.
117 DARSIWA, above note 65, p. 119.
118 Ash Stanley-Ryan, “Achieving Chemical Weapons Convention Compliance in the Aftermath of Khan

Shaykhun”, New Zealand Journal of Public and International Law, Vol. 16, No. 1, 2018, p. 52.
119 Geneva Conventions, common Articles 1 and 3; ICRC Customary Law Study, above note 2, Rule 140;

M. Sassòli, above note 30, para. 5.039.
120 M. Sassòli, above note 115, p. 424.
121 By way of example, the Geneva Academy’s Rule of Law in Armed Conflicts (RULAC) portal, as of 12

March 2024, lists more than 100 situations of conflict – but categorizes only six as IACs. See the
RULAC portal, available at: www.rulac.org.
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If an injured State (or group of States) can be identified, the full range of
reparation within the law of international responsibility is available – restitution,
compensation and satisfaction.122 Identification of an injured State is also a
necessary preliminary step for the lawful implementation of countermeasures.

Invocation erga omnes (partes)

Obligations erga omnes and erga omnes partes are somewhat different. Rather than
being owed bilaterally, they are owed to an entire group, whether that be the
international community as a whole (erga omnes) or an identifiable subgroup
(erga omnes partes).123 The two forms are addressed in tandem here for two
reasons. First, the vast majority of IHL treaty rules are also customary in nature.
If their treaty form is an obligation inter partes (as opposed to a purely bilateral
obligation), their customary form is almost certainly also erga omnes. Secondly,
although the two concepts bind different groups, the process for identifying such
obligations does not vary. The identification process has two limbs:

1. An international obligation exists which is binding upon the State.
2. That international obligation is one in which “all states [or States Parties, for

obligations erga omnes partes] can be held to have a legal interest”;124 that is,
it protects a common community interest.

As far as IHL is concerned, the first element is generally uncontroversial (with the
limited exception of certain obligations contained within the Additional
Protocols). It is less certain precisely which rules of IHL are owed to the
community as a whole. It is generally agreed that common Article 1 has an
erga omnes character, both erga omnes partes – as concerns its enforcement
between signatories to the Geneva Conventions and their Additional
Protocols – but also as a “pure” obligation erga omnes, because a free-standing
dyad of customary obligations, namely to respect and ensure respect for IHL, is
merely given “specific expression” by the article.125

It is not clear, however, which other rules of IHL are of an erga omnes
character. The International Criminal Tribunal for the former Yugoslavia (ICTY),
for its part, has stated that IHL’s non-reciprocal nature means that the

122 DARSIWA, above note 65, Arts 34–37.
123 Brian D. Lepard, Customary International Law: A New Theory with Practical Applications, Cambridge

University Press, Cambridge, 2010 pp. 261–269.
124 ICJ, Barcelona Traction, Light and Power Company, Limited (Belgium v. Spain), Judgment, 1970, ICJ

Reports 1970, para. 33. See also ICJ, Legal Consequences for States of the Continued Presence of South
Africa in Namibia (South West Africa) Notwithstanding Security Council Resolution 276 (1970),
Advisory Opinion, 1971, ICJ Reports 1971, para. 126.

125 ICJ, Nicaragua, above note 74, para. 220; Umesh Palwankar, “Measures Available to States for Fulfilling
Their Obligation to Ensure Respect for International Humanitarian Law”, International Review of the Red
Cross, Vol. 34, No. 298, 1994, p. 10; Carlo Focarelli, “Common Article 1 of the 1949 Geneva Conventions:
A Soap Bubble?”, European Journal of International Law, Vol. 21, No. 1, 2010, p. 127; Marco Longobardo,
“The Contribution of International Humanitarian Law to the Development of the Law of International
Responsibility Regarding Obligations Erga Omnes and Erga Omnes Partes”, Journal of Conflict and
Security Law, Vol. 23, No. 3, 2018, p. 392.
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obligations contained within it are necessarily obligations erga omnes.126 The
fundamental principle of distinction and the prohibition against unnecessary
suffering have been recognized by the ICJ in its Advisory Opinion on the Legality
of the Threat or Use of Nuclear Weapons as “cardinal” in nature – itself not a
controversial statement, as these rules are indeed the core of IHL, and compliance
with them is in the interest of all States.127 The ICJ then proceeded to state that
“a great many rules of humanitarian law applicable in armed conflict are so
fundamental to the respect of the human person and ‘elementary considerations
of humanity’ … because they contain intransgressible principles of international
customary law”.128 In Legal Consequences of the Construction of a Wall in the
Occupied Palestinian Territory, the Court repeated this position before then
commenting solely on common Article 1.129 In Legal Consequences Arising from
the Policies and Practices of Israel in the Occupied Palestinian Territory, the ICJ
repeated this language, and stated that it should be interpreted as describing
“obligations which are essentially of an erga omnes character”.130 In the same
Advisory Opinion, it referred to “certain … obligations under international
humanitarian law” as being of an erga omnes character, but did not mention any
specific obligations enjoying this character.131

The advisory jurisprudence of the ICJ appears to suggest that many rules of
IHL are, at the least, obligations erga omnes, if not obligations jus cogens; it is
difficult to disentangle the Court’s treatment of the two concepts. The ICJ has in
any event not elaborated on precisely which particular rules are of, at the least, an
erga omnes character. This approach resonates with that taken by the ICTY, but
is distinct; the ICTY jurisprudence on the matter would have the logical end
effect of rendering all rules not dependent on reciprocity obligations erga omnes,
whereas the ICJ’s jurisprudence suggests many, but not necessarily all, such
obligations are of an erga omnes character.

Scholarly opinion on the matter is varied. The most progressive position is
that all customary international law is, by its very nature, erga omnes – accordingly,
all rules of IHL would also be of an erga omnes character.132 Some IHL scholars
consider that by virtue of common Article 1’s erga omnes nature, all rules of IHL
are also obligations erga omnes; they flow from the overarching rule.133 Others
temper their approach somewhat, instead referring to “most norms of IHL” as

126 ICTY, Prosecutor v. Kupreškić and Others, Case No. IT-95-16-T, Decision on Evidence of the Good
Character of the Accused and the Defence of Tu Quoque, 1999.

127 ICJ, Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion, 1996, ICJ Reports 1996 (Nuclear
Weapons Advisory Opinion), para. 78.

128 Ibid., para. 79 (emphasis added).
129 ICJ, Legal Consequences of the Construction of a Wall in the Occupied Palestinian Territory, Advisory

Opinion, 2004, ICJ Reports 2004, paras 157–159.
130 ICJ, Legal Consequences Arising from the Policies and Practices of Israel in the Occupied Palestinian

Territory, Including East Jerusalem, Advisory Opinion, 2024, para. 96.
131 Ibid., para. 274.
132 Antonio Cassese, “The Character of the Violated Obligation”, in J. Crawford, A. Pellet and S. Olleson

(eds), above note 72, pp. 417, 420.
133 Luigi Condorelli and Laurence Boisson de Chazournes, “Quelques remarques a propos de l’obligation des

Etats de ‘respecter et faire respecter’ le droit international humanitaire ‘en toutes circonstances’”, in
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erga omnes;134 others are more cautious still, suggesting that only a “general
obligation of guarantee” is, with certainty, an erga omnes obligation.135 The ICRC
position is also cautious; it holds that the Geneva Conventions, through common
Article 1, create obligations of an erga omnes partes nature.136 In the ICRC
Customary Law Study, the ICRC references the claim that all of IHL is comprised
of obligations erga omnes only in passing.137

All told, the farther that one strays from the very core of IHL, the more
difficult it is to convincingly contend that a rule is erga omnes in character. The
basic humanitarian obligations of respect and ensuring respect, and the core
humanitarian principles of distinction and the prohibition of unnecessary
suffering,138 certainly are; beyond this, courts and scholarly authorities alike have
generally refrained from identifying specific erga omnes norms, instead asserting
that an as-yet-undefined portion of the law has this character. Attempts to trigger
State responsibility through Article 48 are therefore most likely to succeed where
they appeal to IHL’s core obligations and principles – more progressive claims are
less likely to be accepted. This again speaks to the difficulty of holding States to
account for the actions of individuals who directly participate in hostilities: even
if conduct can be attributed to the State, and may be clearly wrongful or
reprehensible, if the relevant obligation is not one erga omnes, then only an
injured State may lawfully invoke responsibility. This issue is particularly salient
in NIAC contexts.

Where an obligation is indeed owed erga omnes, the issue of remedy
becomes pertinent. Breaches of obligations erga omnes do not trigger the same
obligation for a breaching State to make reparation as breaches of bilateral
obligations; instead, they are described as triggering an obligation to make
reparation “in the interest of the injured State or of the beneficiaries of the
obligation breached”.139 The DARSIWA commentaries are clear that this is a
“progressive development”, insofar as it concerns the obligation for States to act
on behalf of the injured party (whether that be a State, or a beneficiary of the
obligation).140 It is not clear whether State practice and opinio juris have, as yet,
transformed this act of progressive development into a customary rule.
Consequently, if an obligation of this type is breached, in principle only
Article 48(2)(a) of the DARSIWA, which incorporates Article 30, is certain to be

ICRC, Études et essais sur le droit international humanitaire et sur les principes de la Croix-Rouge en
l’honneur de Jean Pictet, Geneva, 1984; M. Sassòli, above note 30, section 5.060.

134 C. Focarelli, above note 125, p. 127.
135 Antônio Augusto Cançado Trindade, International Law for Humankind: Towards a New Jus Gentium, 3rd

revised ed., Brill Nijhoff, The Hague, 2020, p. 315; Georges Abi-Saab, “The Specificities of Humanitarian
Law”, in ICRC, above note 133, p. 270; Theodor Meron, International Law in the Age of Human Rights,
Recueil des Cours, Vol. 301, Brill, The Hague, 2003, pp. 296–297.

136 ICRC Commentary on GC III, above note 38, para. 152.
137 ICRC Customary Law Study, above note 2, Rule 144. The underlying reference to this statement is only to

Kupreškić; the study also cites the Furundžija proceedings, but for the less controversial statement that the
prohibition of torture is both an obligation erga omnes and jus cogens.

138 Nuclear Weapons Advisory Opinion, above note 127, para. 78.
139 DARSIWA, above note 65, Art. 48(2)(b).
140 Ibid., p. 127.
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triggered – the breaching State must cease the wrongful act and offer, if appropriate,
assurances and guarantees of non-repetition.141

It is possible that some – but not all – violations of obligations erga omnes
will also trigger the rules contained within Articles 40 and 41 of the DARSIWA,
relating to jus cogens norms. This is almost certainly the case for violations of the
core principles or “basic rules” of IHL142 – in particular the principle of
distinction – but again, as one moves away from the core of IHL, rules become
less likely to have a jus cogens character.143

Conclusions on invocation

It is clear that even beyond the question of attribution and identification, the
invocation of State responsibility is also a challenge. A civilian who takes up arms
may commit acts that are morally or ethically repugnant, but those acts may
nonetheless not be internationally wrongful. Even if they are, and even where
they can be attributed to a State, invocation of responsibility may be exceptionally
challenging – especially in NIACs. While obligations erga omnes may appear to
be an appropriate solution to this difficulty, the precise scope of erga omnes
obligations under IHL remains unclear; the farther a claim strays from the core
rules, the higher the likelihood that it will fail. Even if a claim succeeds, erga
omnes invocations trigger only a limited obligation of cessation and non-
repetition, and do not make good the wrong.

The limits of responsibility

The above discussion has demonstrated that the law of international responsibility is
limited in its ability to respond to the acts of private individuals, even where such
acts are encouraged or abetted by the State. This is because:

. not every act can be attributed to the State;

. not every attributable act is actually wrongful;

. even where an act is wrongful, it does not necessarily follow that a State has the
right to invoke responsibility; it must either be injured, or the obligation must be
owed erga omnes; and

. if the obligation is owed erga omnes, only a limited obligation of cessation and
non-repetition is certain to arise. It is not altogether settled whether a State can
demand reparation on behalf of another injured State or the beneficiary of an
obligation.

In the context of IHL, these limitations on responsibility are concerning. Scholarship
has previously identified, for example, that the actions of hackers may not be easily

141 Ibid., Art. 30.
142 International Law Commission, Draft Conclusions on Identification and Legal Consequences of Peremptory

Norms of General International Law (Jus Cogens), with Commentaries, 2022, p. 16.
143 A. A. C. Trindade, above note 135, p. 297.
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attributable;144 consequently, efforts to constrain or regulate cyber warfare have
primarily focused on ensuring that States appropriately inform and train those
individuals who choose to support hostilities in this manner.145 Focus has been
placed not on State responsibility for the harmful acts actually perpetrated by
civilian hackers, but instead on the obligation of the State to prevent violations of
the law – that is, the overarching obligation to “ensure respect” for the law.

This concern holds true also for physical direct participation by civilians,
even where participation is encouraged or facilitated by the State. Take, for
example, a NIAC wherein the State encourages individuals to take up arms in
defence of their communities. Such civilians, acting outside of a responsible
command structure, typically with minimal or no training, are at markedly
increased risk of violating IHL – but their acts are challenging to attribute to the
State. The same is also true in IAC, for example where a State liberalizes gun
ownership laws or encourages civilians to defend their homes with force.
Consider also the example of a State which, following allegations that its civilians
who are directly participating in hostilities have violated IHL, declines to
investigate or prosecute their conduct. In such cases, the State’s action encourages
direct participation, but this does not, in itself, mean that the State bears legal
responsibility for such conduct. The only wrong for which it bears responsibility,
with certainty, would be the act or omission from which the other wrongs
flow – that is, its possible failure to “ensure respect” for IHL. Because this is an
obligation erga omnes, depending on the factual situation in which responsibility
is invoked it may also be that States are strictly limited in their ability to seek a
return to compliance with IHL: this is because obligations erga omnes do not, as
a matter of customary international law, trigger a right to implement
countermeasures, or the obligation of reparation enforceable by States other than
an injured State.146 The law of State responsibility was simply not designed to
deal with the diffusion of an essentially sovereign act – the waging of
war – among the civilian population.

Concluding remarks

Recommendations

Throughout this article we have identified the following risks arising from
encouraged civilian participation in hostilities:

1. In modern warfare, the distinction between civilian and combatant is already
being blurred in practice. Calls for civilians to engage in acts which support
the armed conflict erode this distinction further, weakening what is arguably
the core principle of IHL.

144 See, generally, K. Mačák, above note 99.
145 See, for example, T. Rodenhäuser, above note 59.
146 DARSIWA, above note 65, pp. 137–139.
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2. The more that civilians are engaged in the conflict, the greater the chance that
their legal rights are affected. Not only do they risk being (lawfully) targeted
while directly participating in hostilities, but carrying out acts in support of
one belligerent, even acts falling short of direct participation, also exposes
them to possible internment on imperative security grounds.

3. Encouraging civilian participation creates a risk of the defender violating their
passive precautionary obligations.

4. More generally, encouragement of participation may violate common Article 1
and its customary equivalent, particularly where civilians are not informed of
their obligations when participating in hostilities. Similarly, encouraged
participation may result in a State breaching the rights of its own nationals.

5. With rare exceptions, there is little (lawful) tactical advantage to be gained from
encouraging civilians to engage in armed conflict. This minimal advantage is
accompanied by a severe human cost and an erosion of the principle of
distinction.

6. Encouraged direct participation, in particular, increases the risk of IHL
violations. At the international level, the law of State responsibility should be
the preferred tool for responding to such violations; however, it is not
adequately equipped to do so for various reasons:

. The law of responsibility establishes a high threshold for the attribution of
private acts to a State.

. Invocation of responsibility relies on either the existence of an injured State
or violation of an obligation erga omnes.

. The challenges associated with attribution mean that more likely than not,
the obligation erga omnes to “ensure respect” for IHL is the avenue by
which responsibility could be invoked. It is not settled whether invocation
of responsibility erga omnes, as a matter of law, entitles States to
implement countermeasures; it also remains unclear whether, as a matter
of customary law, such invocation triggers an obligation of reparation
enforceable by non-injured States. States therefore have a limited range of
means available to induce (re)compliance with the violated obligation.

These risks are, sadly, not hypothetical. Civilian involvement – encouraged,
tolerated or otherwise – is a fact of modern warfare, and the core principles of
IHL are already under constant strain; it is a question of when, not if, civilian
actors will be accused of perpetrating widespread violations of IHL. One may
argue that international criminal law is the appropriate response to this concern,
and in part, one would be correct.147 However, State responsibility serves the
essential purpose of reaffirming that States – not only the individuals who
comprise them – are governed by and accountable to the law. International law’s

147 That said, international criminal justice cannot meaningfully respond to all alleged crimes. The ICC, for
example, uses a comprehensive set of criteria to limit its caseload, and international criminal tribunals
typically prosecute leaders rather than individuals. See, for example, ICC Office of the Prosecutor,
Policy Paper on Case Selection and Prioritisation, 15 September 2016.
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integrity rests just as much on States being held responsible for their breaches of
obligation as it does on effective and visible administration of justice for
individual criminal conduct.

What, then, should States do? We close by suggesting a small number of
practical, realistic steps that can be taken to manage the risks associated with
civilian participation, and also suggest that structural shifts may be needed in the
law of responsibility.

1. As a matter of principle, States should not encourage civilians to become
involved in armed conflict, except as lawful combatants. If a State finds itself
in need of combatants, it has avenues available to it; there is no general
prohibition in international law, for example, against conscription

2. When States do encourage or otherwise facilitate civilian involvement in
hostilities, they must do so in a manner that complies with their
international obligations. Civilians should be made fully aware of the risks
they are assuming through their actions, and should also be made fully aware
of their legal obligations – in particular, respect for the principle of
distinction and the basic regimes of protection in IHL. This necessarily
requires States to fulfil their obligations to disseminate IHL.

3. Where a State encourages DPH, it has an ongoing obligation to ensure respect
for IHL. To meet its due diligence obligations, it should implement ongoing
measures to deter violations of the law by civilians, and to encourage civilians
who directly participate to distinguish themselves from the wider civilian
population. It necessarily must also investigate and, where appropriate,
prosecute alleged breaches of IHL.148

4. At a structural level, States and others who contribute to the development and
adaptation of international law should consider whether the attributive modes
of State responsibility are sufficiently flexible in situations of armed conflict.
State legal offices would benefit from taking a clear position on
Article 48(2)(b) of the DARSIWA, both in general and in the specific context
of armed conflict; its uncertain legal effect contributes to a genuine risk of
impunity for acts committed at arm’s length from the State, because it
renders meaningful reparation challenging at best.

5. Until structural change is achieved, States should exercise the measures
available to them to ensure collective respect for IHL. States may, for
example, wish to publicly condemn the involvement of civilians in armed
conflict, or to pass domestic legislation prohibiting the taking up of arms by
civilians in conflict situations except in cases of levée en masse. They may
also resort to measures of retorsion, or use other established legal
mechanisms to ensure that the involvement of civilians in hostilities is
neither accepted nor tolerated, neither overtly nor tacitly.

148 T. Rodenhäuser and M. Vignati, above note 21.
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Avenues for future research

The impact of civilian involvement on post-conflict justice

While this article has focused on the implications of civilian involvement in conflict
throughout the duration of the conflict, the consequences of such involvement
extend beyond this period. In many of the previously mentioned contexts,
authors have specifically highlighted the implications that civilian involvement in
conflict has on subsequent efforts at reconciliation. These include a strengthening
not only of the ethnic and religious dimensions of the conflict149 but also of tribal
rivalries,150 deepening societal divides in general. Furthermore, in addition to its
implications on the security of the society, arms proliferation has an important
legal dimension as well – in fact, control over the availability of arms within a
society is one component of the State’s duty to protect the right to life.151

Complying with this duty would require the State to introduce measures
addressing whether civilians who had previously taken up arms during the
conflict could unconditionally retain the weapons in question, and if not,
organizing their return.

Belligerent equality and obligations of non-State armed groups

This question has an NSAG perspective as well – namely, the variety seen in the
examples discussed in this article showcases that civilian involvement in armed
conflict is a phenomenon that spans across both international and non-
international armed conflicts. In fact, many of the examples involving NIACs also
encompass the practice of both States and NSAGs.152 This article has primarily
examined the obligations incumbent upon States, in large part because of its
analysis of the law of international responsibility – a regime which is subject to
debates in the context of NSAGs.153

There are reasons why certain aspects of this analysis would differ in the
case of NSAGs. A question that is part of this picture, but falls outside the scope
of this article, is the meaning of belligerent equality in this regard. It should be
examined whether belligerent equality would prompt us to transpose this article’s

149 D. Sarosi and J. Sombatpoonsiri, above note 3, pp. 399–403.
150 Aliyu Dahiru and Abdullahi Abubakar, “Arming Civilians in Nigeria’s Zamfara State ‘Is Suicidal’”,

HumAngle, 29 June 2022, available at: https://humanglemedia.com/arming-civilians-in-nigerias-
zamfara-state-is-suicidal; “Implications of Advocating for Arming ‘Civilians’ in Sudan”, Arab Wall, 27
February 2024, available at: https://arabwall.com/en/implications-of-advocating-for-arming-civilians-in-
sudan.

151 UN Human Rights Committee, above note 61, para. 21.
152 Mat Nashed, “Shifting Alliances in Sudan’s Darfur as New Civil War Fears Rise”, Al Jazeera, 27 April

2024, available at: www.aljazeera.com/news/2023/4/27/shifting-alliances-in-sudans-darfur-as-new-civil-
war-fears-rise; “Sudan Civilians Rush for Arms as Paramilitaries Advance”, France 24, 28 December
2023, available at: www.france24.com/en/live-news/20231228-sudan-civilians-rush-for-arms-as-
paramilitaries-advance.

153 Most notably, see Laura Íñigo Alvarez, Towards a Regime of Responsibility of Armed Groups in
International Law, Intersentia, Cambridge, 2020.
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conclusions in relation to States’ obligations to NSAGs. In other words, encouraging
engagement of civilians in military activities could then also be seen as irreconcilable
with NSAGs’ obligations to take precautions against the effects of attacks and to
ensure respect for IHL. Nonetheless, such a conclusion could be at odds with
obligations that could realistically be met by NSAGs. NSAGs are characterized by
very fluid concepts of membership, and often arise out of the civilian population
or are structured in a way that makes them very tied to the communities in
which they are based, precisely due to the support they draw from the local
population.154 Therefore, perhaps a more nuanced analysis of NSAGs’ obligations
would be more appropriate, including by adopting the sliding scale of obligations
approach.155

154 ICRC, The Roots of Restraint in War, Geneva, 2018.
155 Marco Sassòli and Yuval Shany, “Debate: Should the Obligations of States and Armed Groups under

International Humanitarian Law Really Be Equal?”, International review of the Red Cross, Vol. 93, No.
882, 2011.
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