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Technological advancements have revolutionised the

social interactions of global society and in turn influenced

the means and methods of warfare; increasing the

involvement of civilians in hostilities, not only as victims

but also as participants.1 Together with the involvement

of multiple state and non-state actors, civilian participa-

tion makes these modern conflicts all the more unpre-

dictable, challenging inter alia the traditional notion of

direct participation in hostilities established under inter-

national law.

SOCIAL MEDIA: A MODERN
WEAPON

The first ‘internet war’ in Kosovo witnessed the utilisa-

tion of the internet for the advancement of military

operations.2 Non-state actors, specifically terrorist

organisations, were the first to harness social media net-

works for the recruitment of followers, the dissemination

of information and the gathering of intelligence.3 State

and inter-state actors have also gradually embraced social

media as platforms suited for military operations,4 effect-

ively weaponising them through their adaptation and util-

isation to ‘achieve “military” effects’.5

Social networking platforms (Facebook) and micro-

blogging websites (Twitter) are examples of ‘social media’
enabling social interaction through the creation, collec-

tion, sharing and delivery of user-generated content such

as photographs and written posts.6 Information from

social media sites has been used for cyber operations,7 as

well as for the singling out and targeting of individuals

believed to be linked with the opposing parties to a con-

flict.8 “Open source intelligence” has proven instrumental

for parties with no boots on the ground of the conflict,9
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whilst controlling the narrative through the sharing of

information on such networks has also become a vital

aspect of psychological warfare.10

However, the ‘weaponisation’ of social media can

become particularly problematic when undertaken by

civilians in a way that it provides military advantages to

one of the warring parties.

CVILIANS USING SOCIAL MEDIA:
#DIRECTPARTICIPANTS?

With more than half of the world’s population using the

internet, out of which 71% were active social media

users in 2017,11 it is evident that social media platforms

have infiltrated the everyday lives of people around the

globe. The line distinguishing civilians from direct partici-

pants however becomes blurred when information col-

lected through, and shared on social media by civilians,

has real military effects for the conflicting parties.

This challenges the principle of distinction and inevit-

ably results in legal uncertainty as to the applicability of

the general protections from attack afforded to civilians

under IHL.12 Although military powerful states have not

ratified all relevant treaties, they are still considered

bound due to the rule’s customary status.13 As the pro-

tection of civilians is not absolute, once civilians are con-

sidered direct participants in the hostilities, their

protection from attack is forfeited, turning them into

lawful targets.14

The ICRC and NATO sought to bridge the defin-

itional gaps in the legal provisions by providing guidance

for their application in both traditional and cyber con-

flicts.15 The ICRC Interpretive Guidance proposed the

division of direct participation into three elements: a)

threshold of harm, b) direct causation, and c) belligerent

nexus,16 a tripartite approach also adopted in the Tallinn

Manuals.17 Whilst the ICRC maintained a restrictive

stance to ensure that the protection of civilians as

posited by IHL would be guaranteed, NATO was expan-

sive in its interpretation of certain aspects, so as to safe-

guard military superiority.

Social media platforms could be ‘weaponised’ by civi-

lians in a number of ways; for example by using Google

Maps to identify the coordinates of military objectives

and in turn share them on Twitter or Facebook.18

Facebook, Twitter and Skype could also be used by civi-

lians for crowdsourcing in order to gather technical

knowledge and assist one of the parties to the conflict.19

Ultimately, there are certain types of social media activ-

ities that can be so harmful to one of the parties to a

conflict,20 and so direct,21 that are capable of triggering

the applicability of the direct participation in hostilities

principle.

Use of social media networks that can be deemed to

satisfy the three-fold test would be sufficient to render a

civilian as direct participant in the hostilities, regardless of

the temporal and geographical proximity of the act to its

eventual effects. Nevertheless, according to the legal pro-

visions, civilians can only be legitimate military targets

only ‘for such time’ as they directly participate in the

hostilities.22

The exact point when a civilian can be deemed as dir-

ectly participating in the hostilities depends on a case-by-

case analysis of the preparatory measures undertaken

before the hostile act.23 Considering the relatively limited

time period required for a social media activity to be exe-

cuted, it would seem appropriate that civilians remain

direct participants for an amount of time after their

engagement, providing therefore a more realistic window

of opportunity for the victim or intended victim to react.

Maintaining the direct participant status for such time as

there can be a reliable causal link between the individual

and the hostilities is an appropriate way of dealing with

direct participation in the social media context.24 The

problem that follows however is the lack of a universal

understanding as to the meaning of ‘reasonable causal

link’. Nevertheless, ‘each civilian action must be treated

separately’25 even if the perpetrator has repeatedly

engaged in hostile acts, since in the context of social

media activity, that is often undertaken anonymously,

intent to re-engage in such actions can never be accur-

ately presumed.

CONCLUSION

The lack of a settled approach in determining the applic-

ability of direct participation in hostilities implies that if

actors to an armed conflict are adversely affected by

hostile civilian acts, they use their own interpretations

when applying the IHL provisions, driven by their own

motives. Whilst the novelty of social media warfare

requires IHL rules to be applied in a manner flexible

enough to meet the complexities of this modern battle-

field, the proliferation and widespread use of social media

platforms seem to necessitate an adequately reserved

interpretation of the rules so as to ensure the protection

of civilians. There is a pressing need therefore, for a com-

prehensive manual to provide guidance to international

actors and form the basis for the development of this

new controversial area of IHL.

As published in the Richmond Journal of Law &

Technology: Iphigenia Fisetzou, Blurred Lines: Social Media
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