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Abstract

Digital policymaking in the European Union (EU), once seen as an internal market concern, is increasingly
shaped by non-economic aims, such as the pursuit of security and the protection of fundamental rights.
Recent pieces of legislation, such as the AI Act or the Cyber Resilience Act, have nominally acknowledged
the relevance of such factors, but serious concerns have been raised about security considerations de facto
trumping all others. In this article, we argue that, despite its predominance, security does not displace
fundamental rights or the internal market as the foundations of EU digital law. Instead, we propose a
framework to explain how the interaction among rationales for security promotion, rights protection, and
market-making goes beyond mere opposition. Applying this framework to three case studies of post-
GDPR regulation, we show that the deepening of fundamental rights safeguards in digital regulatory
instruments offers, at most, a limited check to creeping securitisation — and sometimes even allows the EU
legislator to extend the reach of security measures in the name of protecting certain rights. Understanding
the logics and actors that shape the triple helix of markets, rights, and security is therefore crucial for
properly understanding - and responding to — security overreach in cyberspace.
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1. Introduction

In the beginning, there was the internal market. The regulation of digital technologies in the
European Union (EU) has been grounded, by and large, in the EU’s ambition to foster the
circulation of goods and services among its 27 Member States.! However, the considerable number
of policies pursued in the last few decades under the umbrella notion of digital policy has also been
shaped by other factors. In particular, concerns about the impact of digitalisation on the
protection of fundamental rights, notably the rights to respect for private life and (more recently)
the protection of personal data, have featured since at least the 1970s.? At the same time, EU-level
regulation of matters such as artificial intelligence (AI) and digital products has been increasingly
framed in security terms, reflecting the growing geopolitical tensions surrounding the EU.?

10On the roots of EU digital policy, see AL Newman, ‘Digital Policy-Making in the European Union: Building the New
Economy of an Information Society’ in H Wallace et al (eds), Policy-Making in the European Union (8th edn, Oxford
University Press 2021) 275.

2See, eg, G Gonzalez-Fuster, The Emergence of Personal Data Protection as a Fundamental Right of the EU (Springer 2014).

3B Farrand, H Carrapico and A Turobov, ‘The New Geopolitics of EU Cybersecurity: Security, Economy and Sovereignty’
100 (2024) International Affairs 2379.

© The Author(s), 2026. Published by Cambridge University Press. This is an Open Access article, distributed under the terms of the Creative
Commons Attribution licence (https://creativecommons.org/licenses/by/4.0/), which permits unrestricted re-use, distribution and reproduction,
provided the original article is properly cited.
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In this article, we examine how contemporary EU digital regulatory instruments pursue market
goals and the protection of fundamental rights in an environment of growing securitisation.

The term ‘securitisation” was coined in the Security Studies literature to describe the process by
which political issues are construed as existential threats to the state. By describing them as such,
policymakers aim to convince the public that it is legitimate to take extraordinary action to resolve
such issues.* In the digital domain, that process can be seen in how digital infrastructures and
technologies are viewed as security tools or as sources of vulnerabilities, which are to be mitigated
by regulation and other forms of policy action.” Our claim in this article is that the development of
EU digital regulation should be understood as a mutually reinforcing relationship among the EU’s
market-shaping imperative, its protection of fundamental rights, and its concerns over security, in
which the latter often prevails over the others but never displaces them entirely. To the contrary:
the interplay between these three elements underpins the rhetoric that legitimises EU digital law,
even if it sometimes leads to conflicts that must be accommodated through restrictive provisions,
exceptions and loopholes.

We make this point through a doctrinal analysis of specific legal instruments, informed by
theoretical scholarship on the securitisation of cyberspace® and the recent turn towards digital
sovereignty in EU policy.” Drawing from these doctrinal and theoretical sources, we propose a
typology of how policymakers frame the relationship between fundamental rights and security in
different legislative texts. We then apply the typology to three EU legal instruments in the digital
sphere: the AI Act,® the Cyber Resilience Act (CRA),’ and the Commission’s proposal for a
regulation to prevent and combat child sexual abuse online (the ‘ChatControl 2.0’ proposal).'® In
doing so, we extend the growing body of analysis on the securitisation of EU digital policy - an
interdisciplinary effort in which political scientists have tended to take the lead. Whereas current
analyses tend to focus on specific regulatory fields, such as cybersecurity'! or AL'? our approach
aims for a more holistic and up-to-date understanding of the interplay between security
considerations and fundamental rights and highlights the imposition of a security provision in
areas rife with commercial motivations. Through close doctrinal analysis of these instruments, we
find that both security and fundamental rights rationales are increasingly common, even in
regulations billed as market harmonisation instruments.

B Buzan, O Waever and ] de Wilde, Security: A New Framework for Analysis (Lynne Rienner Publishers 1998) 25; D Bigo
and A Tsoukala (eds), Terror, Insecurity and Liberty: Illiberal Practices of Liberal Regimes after 9/11 (Routledge 2008);
T Balzacq (ed), Securitization Theory: How Security Problems Emerge and Dissolve (Routledge 2010).

D Miigge, ‘The Securitization of the EU’s Digital Tech Regulation’ 30 (2023) Journal of European Public Policy 1431;
I Bode and H Huelss, ‘Constructing Expertise: The Front- and Back-Door Regulation of AI's Military Applications in the
European Union’ 30 (2023) Journal of European Public Policy 1230.

SAlso see SJ Baele and D Jalea, “Twenty-Five Years of Securitization Theory: A Corpus-Based Review’ 21 (2023) Political
Studies Review 376.

’For a review of that literature, see A Turobov, H Carrapico and B Farrand, ‘Opening the Black Box of EU Digital
Sovereignty: A Macro-Level Analysis of the Concept’s Development’ 39 (2026) Governance e70112.

8Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down harmonised rules
on artificial intelligence and amending Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858,
(EU) 2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence
Act) (Text with EEA relevance), OJ L 1689/1.

“Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October 2024 on horizontal cybersecurity
requirements for products with digital elements and amending Regulations (EU) No 168/2013 and (EU) No 2019/1020 and
Directive (EU) 2020/1828 (Cyber Resilience Act) (Text with EEA relevance), OJ L 2847/1.

1%Proposal for a Regulation of the European Parliament and Council Laying down Rules to Prevent and Combat Child
Sexual Abuse (“ChatControl 2.0”)” (COM(2022) 209 final), 11.5.2022.

See, eg, M Dunn Cavelty, ‘Cybersecurity between Hypersecuritisation and Technological Routine’, in E Tikk and
M Kerttunen (eds), Routledge Handbook of International Cybersecurity (Routledge 2020) 11.

12Gee, eg, Miigge (n 5); A Calderaro and S Blumfelde, ‘Artificial Intelligence and EU Security: The False Promise of Digital
Sovereignty?” 31 (2022) European Security 415.
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These three horizontal goals are often presented as mutually reinforcing. Indeed, both the
creation of markets for new technologies and the protection of fundamental rights appear to serve
a function beyond mere rhetoric in EU digital policymaking.!> Nonetheless, the letter of the law
and the practice accompanying it tend to ascribe security a heavier weight than the protection of
fundamental rights whenever legislators and interpreters of the law are called to resolve value
clashes that could not be dissipated by a clever reframing of the values at stake.

The rest of the paper proceeds as follows. First, we outline how the three main characters of our
story — markets, rights, and security — are mobilised in the formulation of EU digital regulation,
even if it remains formally grounded on the EU’s market harmonisation competencies (Sections 2
and 3). Then, we propose three models of how the interaction between these regulatory aims can
be resolved in practice, which reflect different positions taken in scholarly literature and policy
documents (Section 4). After that, we introduce the general elements of the three case studies and
argue for their relevance (Section 5), before showing how the three resolution models appear in
them (Section 6). Finally, we discuss how these models of conflict between policy aims can be
useful both in the application and the critical assessment of current and future EU legislation in
the digital domain (Section 7).

2. Digital regulation between markets and fundamental rights

Historically, the EU has seen the regulation of digital technologies as an offshoot of its efforts to
harmonise the conditions of the single market. Such a framing is not surprising. Not only is the
establishment of the internal market one of the main drivers of European integration,'* but also
digital technologies have led — and will likely continue to lead — to major transformations in
market conditions, both by enabling new products and services and by transforming or even
extinguishing established ones.!® In response to the economic significance of digitalisation, much
of the EU digital acquis ultimately finds its legal basis in the EU’s broad internal market
competence.'® Even regulatory instruments that are otherwise grounded, such as the General Data
Protection Regulation (GDPR),!” acknowledge the need to stimulate digitalisation within the EU
and its Member States.'® In this section, however, we articulate how this market focus is
increasingly tempered by the pursuit of other policy aims, notably those related to security and the
protection of fundamental rights.

By claiming that those policy aims are becoming increasingly relevant, we do not mean to
dismiss their previous appearances in the digital domain. A long line of case law of the Court of
Justice of the European Union (CJEU) acknowledged the need to observe fundamental rights in

B3See, eg, European Commission, ‘Fostering a European Approach to Artificial Intelligence’ (COM/2021/205 final, 21 April
2021).

YArt 3(3) Treaty on European Union (TEU).

5See, for a bird’s-eye view in the EU context, L Dedola et al, ‘Digitalisation and the Economy’ (Discussion Paper, European
Central Bank 2023); N Maslej et al, “The AI Index 2025 Annual Report’ (Stanford University 2025).

16This is true of classical legal instruments in this domain, such as the Data Protection Directive: Directive 95/46/EC of the
European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing of
personal data and on the free movement of such data, OJ L 281/31. It is also the case for recent instruments such as the AI Act
or the Digital Services Act, both of which refer to Article 114 of the Treaty on the Functioning of the European Union (TFEU)
as their primary legal basis: Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on
a Single Market For Digital Services and amending Directive 2000/31/EC (Digital Services Act) (Text with EEA relevance), OJ
L 277/1.

7Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC
(General Data Protection Regulation), OJ L 119/1. This regulation is grounded on the data protection competence conferred to
the EU under Article 16 TFEU: Consolidated version of the Treaty on the Functioning of the European Union, OJ C 202/47.

18Recital 7 GDPR, for one, refers to strict data protection regulation as a way to foster “the trust that will allow the digital
economy to develop across the internal market.”
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the governance of the internal market,'® even before those rights were formally incorporated into
an EU Charter of Fundamental Rights (CFR).?’ To the extent that digital regulation takes place
within the legal framework of the internal market, it must therefore observe the same fundamental
rights requirements applicable to other forms of EU market regulation.

Likewise, one particular dimension of security has long featured in digital regulation:
cybersecurity, that is, the protection of infrastructure and human activities in cyberspace
against hostile action.?! By stipulating legal requirements that promote the confidentiality,
integrity, and availability of networks and information systems, the EU legislator aimed to
support the uptake of digital technologies by ensuring that their users can trust that such
technologies will not affect their rights and interests.”? Therefore, security and fundamental
rights were afforded indirect protection even in digital regulation focused on the development
of the internal market.

A. The emergence of non-market rationales

Nonetheless, the EU’s approach to digital regulation over the last decade has made both regulatory
aims more salient. Whereas earlier digital regulation would pursue those goals as an incidental
aspect of market governance, more recent legislative instruments often frame security and
fundamental rights as explicit policy aims. That is, they no longer impose constraints that must be
observed in implementing market regulation, but rather desiderata put on an equal footing with
market-making.

The explicit acknowledgement of non-economic goals in legislative text is accompanied by the
pursuit of other goals that are not always reflected in binding norms, such as the EU’s ambition to
position itself as a leader in the global governance of emerging technologies.*® Faced with multiple
priorities that do not necessarily push in the same direction, those who interpret, implement, or
enforce such regulations must figure out how to balance the legal demands of regulations pursuing
a variety of objectives.

While market-making, fundamental rights, and security do not exhaust the range of aims
pursued by EU digital regulation, we focus on these three for several reasons. First, because they
are particularly salient in the scholarship about EU digital law, as illustrated by the wealth of
secondary literature quoted in this article. Additionally, understanding the relevance of each
policy aim requires a closer look at the processes that give it relevance, suggesting the need to start
by considering a smaller set of factors. Last but not least, the three policy aims framed in this paper
align closely with broader logics of political development, such as the dynamics between market,
identity, and security identified by Kathleen R. McNamara and R. Daniel Kelemen as key drivers
of political change in Europe.?*

Our focus on these three dimensions thus highlights legal responses to broader developments at
the European level, such as the intertwining between market mechanisms and the ‘geopolitical

1YOn the earlier moments of that development, see W Phelan, Great Judgments of the European Court of Justice: Rethinking
the Landmark Decisions of the Foundational Period (Cambridge University Press 2019) ch 9.

2See, eg, T Streinz, “The Evolution of European Data Law’ in P Craig and G de Burca (eds), The Evolution of EU Law (3rd
edn, Oxford University Press 2021) 910.

2IMG Porcedda, Cybersecurity, Privacy and Data Protection in EU Law: A Law, Policy and Technology Analysis (Hart
Publishing 2023) 12.

2Gee, eg, Recital 46 Data Protection Directive.

3G Christou, T Meyer and R Fanni, ‘The European Union: Assessing Global Leadership through Actorness in Artificial
Intelligence’” 47 (2025) Journal of European Integration 383; X Gao, ‘The EU’s Twin Transitions towards Sustainability and
Digital Leadership: A Coherent or Fragmented Policy Field?” 59 (2025) Regional Studies 2360053.

24RD Kelemen and KR McNamara, ‘State-Building and the European Union: Markets, War, and Europe’s Uneven Political
Development’ 55 (2022) Comparative Political Studies 963.
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turn’ in EU politics,” and the EU’s emphasis on fundamental rights as part of its self-image.” In
the following paragraphs, we will focus on how the accelerated pace of digitalisation since the
beginning of the 21 century has been accompanied by a greater emphasis on fundamental rights
in EU digital policy.

B. Fundamental rights in post-GDPR digital regulation

When it comes to the role of fundamental rights in digital regulation, a clear turning point can be
seen in the 2016 reform of EU data protection law.”” While the idea that data protection law
should protect fundamental rights was consolidated even before that,”® the provisions of the
GDPR and its contemporary data protection instruments reflect two then-recent developments
that made fundamental rights even more salient in that legal framework.

On the one hand, the EU legislators were responding to the widespread use of digital
technologies and the internet. Digitalisation, in its broadest sense, is not a new phenomenon or
legal concern. Already in the early days of data protection law, digital databases and early
information networks were acknowledged as sources of risk to privacy and other fundamental
rights.29 Still, the propagation of innovations such as the Internet, smartphones, or - more
recently - artificial intelligence chatbots has changed the interactions between individuals,
institutions, and technologies. Digital technologies could no longer be seen as a niche concern, as
they permeate more and more social dynamics governed by the law as well as the societal
infrastructures that make such interactions possible.’* Due to these changes, legislators,
authorities, and the courts have all spent considerable energy in identifying and addressing risks
that those technologies can create to the rights of individuals and groups,’! which the GDPR has
explicitly sought to address.*?

On the other hand, the social changes brought about by digitalisation roughly overlapped with
a major transformation in EU law. With the Lisbon Treaty, the Charter of Fundamental Rights
became EU primary law on an equal footing with the Treaties,* reinforcing the importance of
fundamental rights for the EU’s regulatory activities.** Between these two developments, the
political and legal imperatives for attending to matters of fundamental rights became much
stronger for those developing and implementing digital regulation.

Neither of these factors has lost importance since then. Accordingly, much of the subsequent EU
legislation on digital matters features at least some mention of fundamental rights. In some cases,

KR McNamara, ‘A Market for War? The Reinforcing Logics of Europe’s Security Turn’ [2026] Journal of European
Integration, forthcoming; G Baldini, E Baracani and SC Soare, ‘The European Union in Turbulent Times: Geopolitical
Context, Internal Fragilities and Different Visions of Europe” 63 (2025) Journal of Common Market Studies 5.

261, Monsees and D Lambach, ‘Digital Sovereignty, Geopolitical Imaginaries, and the Reproduction of European Identity’ 31
(2022) European Security 377.

Z’Which has the GDPR as its most famous, but not only, element: E Kosta, ‘A Divided European Data Protection
Framework: A Critical Reflection on the Choices of the European Legislator Post-Lisbon’ in E Kosta and R Leenes (eds),
Research Handbook on EU Data Protection Law (Edward Elgar Publishing 2022) 68.

28See Art 1(1) Data Protection Directive.

2See how earlier developments in data protection law were prompted by the growing adoption of digital computers by
governments and businesses: Gonzalez-Fuster (n 2).

9P Ohm and B Reid, ‘Regulating Software When Everything Has Software’ 84 (2016) The George Washington Law Review
1672.

31For an overview, see G De Gregorio, Digital Constitutionalism in Europe: Reframing Rights and Powers in the Algorithmic
Society (Cambridge University Press 2022).

32Recital 6 GDPR.

3K Lenaerts and JA Gutiérrez-Fons, ‘The Place of the Charter in the European Legal Space’ in S Peers et al (eds), The EU
Charter of Fundamental Rights: A Commentary (Hart Publishing 2021) 1711.

34In the particular case of data protection law, this development is coupled by the recognition of the right to protection to
personal data as not just a fundamental right, but, unlike most of the Charter, one that directly confers powers upon the
Union: Art 16 TFEU.
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those mentions amount to little more than an acknowledgement: for example, the NIS2 Directive
features only four mentions of fundamental rights, all in its recitals.® Others, instead, feature specific
legal requirements directed at fundamental rights, as Section 5 below explores in more detail.
However, one element shared by those approaches is their lack of differentiation between rights.

C. Fundamental rights as an undifferentiated category

Although the Charter of Fundamental Rights protects a wide range of rights, post-GDPR digital
regulation rarely details specific rights that must be protected. For example, the Digital Services
Act refers to the protection of ‘fundamental rights enshrined in the Charter’,*° as does the AT Act
in requiring that the providers of Al systems address risks to ‘to health, safety or fundamental
rights’ that may ensue from the operation of certain types of system.”” Tensions between
fundamental rights are seen as accidental developments to be resolved on a case-by-case basis,
rather than as deal-breakers preventing the adoption of legislation.

Viewing fundamental rights as largely compatible with one another, post-GDPR digital
regulation mostly refrains from offering specific directions on how to handle practical value
conflicts. These instruments tend to avoid providing specific guidelines for dealing with situations
in which rights might be at odds, preferring instead to affirm that some rights must be protected
‘without prejudice’ to other legally protected interests.’® Instead, fundamental rights are seen as a
relatively uniform bloc that can be balanced with other interests, such as security or the promotion
of technological innovation.

Such a posture might be somewhat optimistic, as scholarly work has identified many forms of
friction between fundamental rights. For example, the exercise of the right to access public
documents concerning a particular technological system might clash with other fundamental
rights, such as the right to protection of personal data®® or the protection of the intellectual
property of private actors involved in the system’s development.*’ It might even be the case that
different facets of the same right are at odds with one another in a particular context: consider how
regulation by design provisions might be effective in protecting aspects of a fundamental right that
lend themselves to computational expression while failing to offer any cover to more subjective or
incomputable aspects of the same right.*! Potential conflicts like those are seldom addressed in
current exemplars of EU digital regulation, which tend to frame fundamental rights as a cohesive
whole. Accordingly, our analysis in this article treats ‘fundamental rights” as a largely unified
bundle of interests, except where a legal text distinguishes between rights.

3. The securitisation of EU digital regulation

Compared to fundamental rights, the logic of security is a relative latecomer to the digital acquis.
While provisions about security as a regulatory goal can be found in earlier instruments such as the

3Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures for a high
common level of cybersecurity across the Union, amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and
repealing Directive (EU) 2016/1148 (NIS 2 Directive) (Text with EEA relevance), OJ L 109/80.

%Art 1(1) Digital Services Act.

S7Art 9(2)(a) Al Act.

3See, eg, Recital 9 AI Act, which states that the Act’s provisions should not affect various other provisions of EU law meant
to protect the rights of workers.

3C Docksey, ‘Four Fundamental Rights: Finding the Balance’ 6 (2016) International Data Privacy Law 195.

40Gee, eg, K Foss-Solbrekk, ‘Searchlights across the Black Box: Trade Secrecy versus Access to Information’ 50 (2023)
Computer Law & Security Review 105811; M Busuioc, D Curtin and M Almada, ‘Reclaiming Transparency: Contesting the
Logics of Secrecy within the AI Act’ 2 (2023) European Law Open 79.

4IM Hildebrandt, ‘Privacy as Protection of the Incomputable Self: From Agnostic to Agonistic Machine Learning’ 20 (2019)
Theoretical Inquiries in Law 83; M Almada, ‘Regulation by Design and the Governance of Technological Futures’ 14 (2023)
European Journal of Risk Regulation 697.
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ePrivacy Directive,*? they usually refer to the technical dimensions of the confidentiality, integrity,
and availability of data, the systems that process it, and the networks in which it circulates.* Due to
this focus on technical objects, earlier discussions about cybersecurity often addressed subjects very
different from the ones present in traditional debates on security, which focused on how to respond
to threats to a state’s existential interests.** Yet, discussions on both cybersecurity and security
studies are now much broader than those traditional formulations.*” Even if hacking incidents or
data leaks are not the same as a war between neighbouring states or the spread of international
criminal networks, there is now a growing consensus that cybersecurity is interconnected with the
functioning of various societal domains. Accordingly, a recent European Commission report
describes cybersecurity as essential for building resilience against hybrid warfare and other hostile
acts against the EU and its Member States.¢ In the following paragraphs, we will examine how these
expanded vistas of security affect the design and implementation of EU digital regulation.

Part of that impact stems from the broad reach of digitalisation. Digital technologies are adopted
not only by consumers and private organisations, but also by parts of the state that perform
traditional security functions. Because some technologies can be specifically deployed as security
devices, enlisting them in security practices leads to ‘the pro-active use of regulation as a security
tool’.*’ Examples in this respect are manifold. National armed forces rely on information and
communication technologies and increasingly pursue the use of autonomous weapon systems.*® The
European Defence Fund is also increasingly financing research concerning such technologies.*’
There are also various technological tools that were not developed primarily for security purposes
but can be used in this context, or where security is one of the relevant considerations alongside
administrative efficiency. For example, the EU has notoriously developed a series of databases that
support its Member States in border control, border management, and asylum functions, accessible
by law enforcement authorities, including intelligence services.’® Law enforcement agencies
throughout the Member States also rely on digital technologies for a variety of functions, including
the automated processing of collected information.”! Such examples illustrate how digital
technologies have become embedded in some of the core tasks of modern states.

“2Art 4 ePrivacy Directive: Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning
the processing of personal data and the protection of privacy in the electronic communications sector (Directive on privacy
and electronic communications), O] L 201/37. However, security is also a factor in Art 15(1) ePrivacy Directive, which
introduced defence and national and public security as some of the factors allowing Member States to alter the scope of the
Directive’s obligations. This provision has been a subject of considerable debate and litigation; see, recently, AE Dekhuijzen,
‘La Quadrature Du Net II and Data Retention under Article 15(1) ePrivacy Directive: CJEU Walks a Tightrope on IP
Addresses Retention and Access for Public Authorities in Non-Serious Crime’ 11 (2025) European Data Protection Law
Review 253.

GG Fuster and L Jasmontaite, ‘Cybersecurity Regulation in the European Union: The Digital, the Critical and
Fundamental Rights’ in M Christen, B Gordijn and M Loi (eds), The Ethics of Cybersecurity (Springer 2020) 97.

#A Collins, ‘Introduction: What Is Security Studies?’ in A Collins (ed), Contemporary Security Studies (7th edn, Oxford
University Press 2025) 2-3.

“SFor an overview of the broad scope of contemporary debates on security, see A Collins (ed) (n 44).

“European Commission, ‘2025 Strategic Foresight Report. Resilience 2.0: Empowering the EU to Thrive amid Turbulence
and Uncertainty’ (COM(2025) 484 final, 9 September 2025) 10-14.

“Miigge (n 5) 1434.

“8For an overview of the digitalisation of defence, see W Merrin, Digital War: A Critical Introduction (Routledge 2018).

49K Schilde, ‘Weaponising Europe? Rule-Makers and Rule-Takers in the EU Regulatory Security State’ 30 (2023) Journal of
European Public Policy 1255; C Hoeffler, ‘Beyond the Regulatory State? The European Defence Fund and National Military
Capacities’ 30 (2023) Journal of European Public Policy 1281.

%For an introduction to such systems, see N Vavoula, Immigration and Privacy in the Law of the European Union: The Case
of Information Systems (Brill Nijhoft 2022).

>ISee, eg, Solomon Collective, ‘Hungry for Data: Inside Europol’s Secretive AI Program’ (Solomon, 12 November 2025)
<https://wearesolomon.com/mag/format/investigation/hungry-for-data-inside-europols-secretive-ai-program/> accessed
19 November 2025.
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However, the fact that technological developments are relevant for policy developments does
not mean that technology causes changes in policy. As scholars in law and technology have
shown extensively, the same set of technological developments may be framed differently by
policy, and policymakers often have considerable discretion in responding to any particular
framing.>” In the case of security, Daniel Miigge posits that the prevalence of a security logic can
lead either to a reassertion of unilateral public control over regulation — and therefore to a lesser
willingness to pursue regulatory integration at all costs — or to public authorities being more
eager than ever to seek multilateral agreement.”® Both tendencies can be seen in the EU digital
acquis.

A. Security as a source of difference in digital regulation

When it comes to such core security tasks, conferral of national competences to Member States
remains somewhat limited. Article 4 of the Treaty on European Union declares that ‘national
security remains the sole responsibility of each Member State’, and other types of security interests
motivate a variety of derogations from EU primary law and exceptions in secondary law.”* In
response to such limits on policy action at the European level, EU policy-makers have moved
forward by building differentiated regulatory regimes for matters within a traditional security
interest.

Differentiated regulation can take many forms. Often, it appears as an attenuation of regulatory
requirements that would apply to technologies relevant to the security domain. For example, high-
risk Al systems used in law enforcement and migration management contexts are protected by
additional confidentiality requirements regarding the information they must disclose to
authorities.” Furthermore, the registration of high-risk AI systems to the EU database, foreseen
in Article 71 of the AI Act, takes place in a ‘secure non-public section of the EU database’,
accessible only to the Commission and national authorities.® However, security interests can also
lead to the application of tighter regulatory regimes at the EU level. In particular, the Dual Use
Regulation limits the exports of certain technologies to non-EU jurisdictions.”” Either way, the
presence of a security interest affects the laws applicable to technologies, which would be governed
differently if one looked only at their technical properties.

B. Digital sovereignty and the EU digital acquis

Another direction of EU policy action is the pursuit of European digital sovereignty. In scholarly
and policy circles, there is considerable debate about what such sovereignty would entail,*®
including proposals for the development of European alternatives to technologies that are widely

520n the legal construction of technology, see ME Kaminski and ML Jones, ‘Constructing Al Speech’ 133 (2024) Yale Law
Journal 1212.

>Miigge (n 5) 1435-6.

>For an overview of some of those derogations, see GS @lykke, ‘Safeguarding “National Security” In a Public Procurement
Context’ 62 (2025) Common Market Law Review 1126-32.

55Art 78 Al Act. See Busuioc, Curtin and Almada (n 40).

6Art 49(4) Al Act. See N Vavoula, ‘Algorithmic Accountability Through the “Human over the Loop” in Interoperable and
EU Al-Reliant Large-Scale IT Systems for Migration and Security’ 9 (2025) European Papers - A Journal on Law and
Integration 1228, 1235.

7L Riecke, ‘Unmasking the Term “Dual Use” in EU Spyware Export Control’ 34 (2023) European Journal of International
Law 697; M Bromley, ‘The EU Dual-Use Regulation, Cyber-Surveillance and Human Rights: The Competing Norms and
Organised Hypocrisy of EU Export Controls’ 23 (2023) Defence Studies 644; S Bennink et al, ‘EU Export Controls on Dual-
Use Items: Recent Developments and Emerging Trends’ 20 (2025) Global Trade and Customs Journal 89.

8For an overview of current positions, see S Fratini et al, ‘Digital Sovereignty: A Descriptive Analysis and a Critical
Evaluation of Existing Models” 3 (2024) Digital Society 59.
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used in the EU but are currently supplied by third countries,” limits to the activities of ‘Big Tech’
corporations within the borders of the EU,*’ and other measures to make the Member States less
dependent on technologies subject to the influence of private interests and/or the EU’s geopolitical
rivals. Despite this lack of agreement on the precise contours of digital sovereignty, the concept has
been used to articulate policies that steer EU action towards greater control over technological
infrastructure and applications.®!

Such policies operate partly by funding the development and adoption of emerging
technologies in ways conducive to EU sovereignty.*> Another substantial element of the EU’s push
towards digital sovereignty, as we shall discuss in a moment, is built on its regulatory capacity.
And the process of repurposing that capacity to promote sovereignty leads to some changes in
regulatory models originally developed to ensure a well-functioning internal market.

C. The securitisation of cybersecurity

The final interface between security and digital regulation covered in this section is the
securitisation of cybersecurity in the EU. Cybersecurity has been recognised as a distinct sector
with a particular constellation of threats.”” Myriam Dunn Cavelty notes that cybersecurity
operates within a continuum between securitisation tendencies and technological routine,
whereby securitising actors mobilise individuals’ experiences of insecurity to ensure their
partnership and compliance and connect hypersecuritising scenarios to their lived experiences.®*
However, as digital technologies vary widely in their applications and the field is thus undefined,
the scope of appropriate securitisation has been subject to contestation.® Importantly, when
digital tools were not so widely adopted and were relevant only to specific economic and public
sector activities, even major failures in particular organisations would not result in existential
threats. Nowadays, however, the interconnection between information systems and the sheer
range of activities carried out with the use of digital technologies mean that a failure in the
confidentiality, integrity, or availability of a digital system might propagate to a broad range of
social activities. As seen in the previous paragraphs, some of these activities are themselves crucial
to the promotion of security writ large, and so a cybersecurity failure in one of them might lead to
a broader security threat.

Among the existential risks that might stem from cybersecurity issues, one is especially salient in
the EU: the risk of disruptions to the Single Market. Because the free flows of goods, services, capital,
and labour are one of the main sources of legitimacy for the EU,°® vulnerabilities in individual
computer systems can no longer be seen as threats just to the interests of a single market actor.
Instead, they may have systemic effects by interfering with the economic liberties that lie at the heart
of the European project. To prevent localised cybersecurity failures from escalating to an existential
level, the EU has made cybersecurity a major pillar of its overall security strategy.’’”

¥See, eg, F Bria, P Timmers and F Gernone, ‘EuroStack — A European Alternative for Digital Sovereignty’ (Bertelsmann
Stiftung 2025) <https://www.bertelsmann-stiftung.de/doi/10.11586/2025006> accessed 20 February 2025.

0T Sharon and R Gellert, ‘Regulating Big Tech Expansionism? Sphere Transgressions and the Limits of Europe’s Digital
Regulatory Strategy’ 27 (2024) Information, Communication & Society 2651.

S'Turobov et al (n 7).

62See, eg, European Commission, ‘Apply Al Strategy’ (COM(2025) 723 final, 8 October 2025); European Commission,
‘Quantum Europe Strategy: Quantum Europe in a Changing World” (COM(2025) 363 final, 2 July 2025).

%L Hansen and H Nissenbaum, ‘Digital Disaster, Cyber Security, and the Copenhagen School’ 53 (2009) International
Studies Quarterly 1155.

%Dunn Cavelty (n 11) 18.

%R Deibert, ‘Trajectories for Future Cybersecurity Research’ in A Gheciu and WC Wohlforth (eds), The Oxford Handbook
of International Security (Oxford University Press 2018) 531.

%More specifically, they contribute to the EU’s output legitimation: VA Schmidt, ‘Democracy and Legitimacy in the
European Union Revisited: Input, Output and “Throughput™ 61 (2013) Political Studies 2.

%’European Commission, ‘ProtectEU: A European Internal Security Strategy’ (COM(2025) 148 final), 10-14.
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Just as in the context of digital sovereignty, the EU’s response to cybersecurity issues involves
the development of infrastructure and a shift in regulatory priorities. Regarding infrastructures,
the EU plans to fund the development of various European-based technologies and technological
providers, for example, by funding research on post-quantum encryption algorithms®® or
awarding framework contracts for ‘sovereign cloud services’® As a regulator, the EU fosters
cybersecurity by adopting legal frameworks that require the adoption of security-promoting
technical measures in specific contexts, such as the provision of critical digital infrastructure” or
products with digital elements,”' as well as by introducing cybersecurity-related provisions within
broader regulatory instruments.”> Through such measures, EU cybersecurity policy seeks to
ensure that technical aspects of digital technologies do not pose existential risks to the operation of
the Single Market, to other core EU policy areas, or any of the other concerns highlighted above.

D. Producing security through regulation

The EU also deploys regulation in a constitutive role, that is, to help develop institutional
capabilities that can respond to - or, ideally, pre-empt - digital threats to security. At the
supranational level, various legal instruments position ENISA, the EU cybersecurity agency, as an
information hub through which private actors and national regulators can share knowledge and
coordinate their actions.”” EU legislation harmonising digital markets can also include security-
related obligations for Member States, such as the duty to adopt a national cybersecurity strategy
under Article 7 of the NIS2 Directive. Finally, EU regulation of digital markets often requires
market actors themselves to adopt security measures, as seen in the security-by-design
requirements set out in Article 32 of the GDPR. EU regulation of digital technologies is therefore
aimed not only at ensuring the technical security of digital artefacts, but also at mobilising actors
to address threats to security interests.

While that institutional mobilisation has been studied in the narrower context of cybersecurity,
it can also be found with regard to broader security interests. For example, the EU has established
a Code of Practice on Disinformation that involves online platforms in a co-regulatory mechanism
to address the systemic risks of disinformation practices.”* As such, the main direction of the EU’s
efforts towards security in the digital environment falls into what Andreas Kruck and Moritz
Weiss have termed the ‘regulatory security state’,”> in which it overcomes its relatively narrow
positive competences in security matters by using regulation to steer supranational, national, and
private actors towards the promotion of security goods. The growing emphasis on security in EU
digital regulation does not come at the expense of the central role of the internal market but rather
depends on it.”®

%Commission, ‘Quantum Europe Strategy’ (n 62).

“Directorate-General for Digital Services, The Commission Moves Forward on Cloud Sovereignty with a EUR 180 Million
Tender’ (European Commission, 10 October 2025) <https://commission.europa.eu/news-and-media/news/commission-moves-
forward-cloud-sovereignty-eur-180-million-tender-2025-10-10_en> accessed 23 January 2026.

7"The NIS2 Directive. For an introduction to that legal framework, see N Vandezande, ‘Cybersecurity in the EU: How the
NIS2-Directive Stacks up against Its Predecessor’ 52 (2024) Computer Law & Security Review 105890.

"IThe Cyber Resilience Act, further discussed in Section 5.B below.

72See, eg, how Art 15(1) Al Act stipulates cybersecurity as a technical requirement for high-risk Al systems.

73ENISA features most prominently in legal instruments that are focused on cybersecurity, but it also features more
generally in the digital acquis, for example in the advisory forum set up by Art. 67 AT Act. On ENISA’s role as an information
hub, see MD Cavelty and M Smeets, ‘Regulatory Cybersecurity Governance in the Making: The Formation of ENISA and Its
Struggle for Epistemic Authority’ 30 (2023) Journal of European Public Policy 1330.

74K Chystoforova and U Reviglio, ‘Framing the Role of Experts in Platform Governance: Negotiating the Code of Practice
on Disinformation as a Case Study’ 14 (2025) Internet Policy Review <https://policyreview.info/articles/analysis/framing-
role-experts> accessed 23 January 2026.

7>A Kruck and M Weiss, ‘The Regulatory Security State in Europe’ 30 (2023) Journal of European Public Policy 1205.

7®More generally on this point, see T Liebetrau, ‘Problematising EU Cybersecurity: Exploring How the Single Market
Functions as a Security Practice’ 62 (2024) Journal of Common Market Studies 705.
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4. The interplay between security and fundamental rights

So far, we have argued that recent years have seen an expansion of logics of security and
fundamental rights in EU digital regulation. Some critiques of these developments have argued
that broadening policy aims comes at the expense of developing a genuine EU digital single
market.”” Our argument offers some pushback against this perspective: Sections 2 and 3 above
both illustrate how security and fundamental rights logics in EU digital regulation build on
existing market logics, even as they lead to some change in those logics. Yet we still need to
consider the possibility that the interplay between these logics, in a regulatory domain largely
governed by market logics, can undermine one or more of these policy goals. To do so, this section
identifies three approaches that EU digital regulatory instruments use to reconcile potential
tensions between security and fundamental rights.

A. Defusing tensions through denial

The first approach is to frame conflicts between fundamental rights and security as irrelevant,
because only one of those regulatory goals actually matters in practice. In theory, irrelevance could
cut both ways; policymakers could amplify the rhetoric of security without actually following
through with measures to promote security-related goods. In practice, however, security-
promoting measures are so ubiquitous that scholars often argue that defences of human rights in
some pieces of legislation amount to little more than window-dressing. For example, Charly
Derave, Nathan Genicot, and Nina Hetmanska claim that the EU’s emphasis on lawfulness as an
element of ‘trustworthy AT’ is meant to legitimise the use of rights-intrusive, algorithm-based
technologies grounded by law, such as those used for border management.”® If that is indeed the
case, any conflicts between what is needed to protect fundamental rights and what is needed to
produce security-related goods will be resolved in favour of the latter. Regulatory instruments will
at most provide for fundamental rights safeguards that can be vague, insufficient, or rife with
exceptions.

B. Having your cake and eating it, too

Another approach to the coexistence of fundamental rights and security as policy goals focuses on
the synergies between them. Unlike the previous case, this approach views both security-related
and fundamental rights-related goals as critical for policy. However, it justifies eventual trade-offs
between the two aims by claiming that pursuing one of them might lead to a better overall level of
achievement for both.

Once again, it would theoretically be possible to frame this view in terms that favour the
protection of fundamental rights. For example, one can point towards the ages-old discussion
about the role of socio-economic interventions in reducing criminality.”” Depending on how one
reads the relevant scholarship, policies that mitigate various forms of social inequality might be
more successful in reducing crime than repressive measures. In that case, measures that promote
fundamental rights such as human dignity, education,® and fair and just working conditions®!
would indirectly lead to a higher level of security.

77See, more broadly, L Garicano, B Holmstrém and N Petit, “The Constitution of Innovation: A New European Renaissance’
(The Constitution of Innovation, 10 November 2025) <https://constitutionofinnovation.eu> accessed 13 November 2025.

78C Derave, N Genicot and N Hetmanska, “The Risks of Trustworthy Artificial Intelligence: The Case of the European
Travel Information and Authorisation System’ 13 (2022) European Journal of Risk Regulation 389.

7°For an overview of the literature, see S Machin and M Sandi, ‘Crime and Education’ 17 (2025) Annual Review of
Economics 241.

80See Art 2 of the 1952 Protocol to the European Convention of Human Rights, as well as Art 14 CFR.

81Art 31 CFR.
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In the digital domain, however, the most common direction of argumentation is the opposite
one. That is, security-promoting measures are often defended on the grounds that security is a
necessary precondition for effective protection of fundamental rights. This defence can take
many forms.

In the AI Act, for example, cybersecurity is mentioned as crucial for ensuring the resilience of
an Al system’s use, behaviour, performance, and security properties against malicious third
parties.®? Given that many of the Act’s regulatory requirements are framed in terms of protecting
fundamental rights, it follows that effective cybersecurity is meant to prevent certain types of
interference with those rights.

Contrastingly, the Cyber Resilience Act makes no explicit reference to fundamental rights as a
goal for protection, and it does not enshrine any remedy for natural or legal persons. Still, as Pier
Giorgio Chiara argues, it offers a holistic approach to rights protection by flagging the potential for
violations of national and EU law on fundamental rights as an element that must be considered in
the analysis of cybersecurity risks.®’

If a minimum threshold of security is necessary to reduce the risks of fundamental rights
violations, one might argue that prioritising security-promoting measures will not only improve
security but also lead to an overall superior standard of protection of fundamental rights.
Therefore, prioritising security in the case of (apparent) clashes between those two regulatory aims
would lead to a win-win scenario.

C. When security and fundamental rights clash

It is not always clear, however, that promoting security leads to a higher level of fundamental
rights protection. One might argue, for instance, that mass surveillance of public spaces leads to a
much greater erosion of fundamental rights standards than any harms that it might prevent.®* In
that case, the choice of whether to prioritise security or fundamental rights is not a matter of
choosing the best way to achieve a single goal. Instead, we face clashes of goals, as promoting one
policy aim in practice might come at the expense of another.

Practical conflicts between policy goals are part and parcel of real-world policymaking. One
way to resolve them is to establish that one of the values at stake has lexical priority over the
other:3* when forced to choose between two values, policymakers can stipulate that one of them
always wins. For example, fundamental rights in the EU and many of its Member States are
understood to have an ‘essence’, that is, some core aspects that cannot be ‘diminished, restricted,
or interfered with’,*® even if such interference would substantially advance public interests such as
the promotion of other fundamental rights.

Another example of lexical priority would be an extreme version of the synergy argument
introduced above, namely, the claim that security should always take precedence over
fundamental rights, since any protection of the latter would fall apart without the former.”

82Recital 76 Al Act.

83PG Chiara, ‘Understanding the Regulatory Approach of the Cyber Resilience Act: Protection of Fundamental Rights in
Disguise?’ 16 (2025) European Journal of Risk Regulation 469.

84See, eg, M Zalnieriute, ‘Facial Recognition Surveillance and Public Space: Protecting Protest Movements’ 39 (2025)
International Review of Law, Computers & Technology 116.

85That is, for instance, the approach adopted by John Rawls when resolving conflicts between the principles of liberty and
difference in his theory of justice. See, eg, H Hart, ‘Rawls on Liberty and Its Priority’ 40 (1973) University of Chicago Law Review 534.

86M Brkan, “The Concept of Essence of Fundamental Rights in the EU Legal Order: Peeling the Onion to Its Core’ 14 (2018)
European Constitutional Law Review 332, 333.

87See, eg, how the ‘Going Dark’ expert group frames security as setting the scene in which fundamental rights are protected:
High-Level Group on access to data for effective law enforcement, ‘Concluding Report of the High-Level Group on Access to
Data for Effective Law Enforcement’ (15 November 2024). Once again, this position admits a counterpart: that fundamental
rights should always take precedence over security. Yet, the open defence of such a position is considerably less common in EU
policy discourse.
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Either way, the clash between public values only leaves room for pursuing other values to the
extent that they do not clash with the one deemed a priority.

Yet in legal contexts, the prevailing view is that clashes between public values should be
resolved through a proportionality assessment.®® Anyone trying to resolve a perceived conflict
between two values — in our case, between security and the protection of fundamental rights - is
expected to find an equilibrium in which the extent to which a measure interferes with one of the
values is justified by the positive effects and the importance of the other value(s) advanced by that
measure. This exercise is commonly described as ‘balancing’ the public interests at stake. However,
Mireille Hildebrandt introduces a relevant distinction between the act of balancing - in which
potential harms are compensated by the adoption of safeguards® - and the computation of trade-
offs, in which gains to one value offset losses to another in a zero-sum game.”® Because a
regulatory response might involve both a balancing exercise and the calculation of trade-offs, this
paper views both processes as forms of articulation between clashing goals.

Various methods have been proposed for such an assessment, ranging from semi-quantitative
ponderations of values®! to the more informal proportionality tests present in EU judicial practice.”?
Furthermore, the relative weights assigned to each goal at stake might differ: they might be considered
essentially equivalent, or one of them might be deemed so important that only a substantial impact on
other goals would suffice to offset non-trivial gains from promoting it. The label of ‘articulation’ can
therefore cover a wide range of policy positions. For our purposes, however, these positions are
unified by one thing: no matter how good a particular measure is at promoting security, there is some
degree of interference with fundamental rights that would render it unjustifiable.”®

D. A typology of fundamental rights and security
We can summarise the different views outlined above with the following typology:

1. Irrelevance: The emphasis on fundamental rights is mere window-dressing, meant to
legitimise regulation that is interested in security alone.
2. Synergy: Promoting security leads to an improved level of fundamental rights and vice versa.
3. Clash of goals: There are real trade-offs between security and fundamental rights in the
feasible courses of action.
a. Lexical priority: Security needs to be prioritised because it is a precondition for any
meaningful protection of fundamental rights.
b. Articulation: There is some amount of interference with fundamental rights that would
render even a security-maximising proposal disproportionate.

80n the various facets of proportionality as a legal principle, and their reception in the EU legal order, see A Barak,
Proportionality: Constitutional Rights and Their Limitations (Cambridge University Press 2012); E Bjorge and ] Zglinski, ‘The
Principle of Proportionality in EU Law and Its Domestic Application: Ni Tout a Fait Le Méme, Ni Tout a Fait Un Autre’ in
Katja S Ziegler, Pdivi ] Neuvonen and Violeta Moreno-Lax (eds), Research Handbook on General Principles in EU Law
(Edward Elgar 2022) 191.

%For example, by adopting procedural requirements for the use of a surveillance tool, used for security purposes,
considering its potential impact on fundamental rights such as the right to privacy.

“For example, the residual impact on privacy of the surveillance tool from the previous footnote might be deemed
acceptable in light of the ensuing gains on security. More generally on the distinction between balancing and trade-offs, see
M Hildebrandt, ‘Balance or Trade-off? Online Security Technologies and Fundamental Rights’ 26 (2013) Philosophy &
Technology 357, 372-7.

91C Novelli et al, ‘AT Risk Assessment: A Scenario-Based, Proportional Methodology for the AI Act’ 3 (2024) Digital
Society 13.

92For a methodological overview, see N Menéndez Gonzélez, ‘Cultured Proportionality: Navigating the EU’s Fragmented
Facial Recognition Landscape’ (PhD thesis, European University Institute 2025).

9 And vice versa: measures that promote fundamental rights might be deemed inappropriate if they create insecurity, even if
they would lead to a significant improvement in the level of protection of fundamental rights afforded to the affected persons.



14 Marco Almada et al.

The types outlined above are ideal types, that is, abstractions meant to simplify the issues at
stake. A previous attempt at such simplification was made by Maria Grazia Porcedda, who
proposed that the relationship between cybersecurity, privacy, and data protection could be
understood as a spectrum of reconciliation ranging from zero-sum conflicts to complete
complementarity of aims.** The typology offered in this article extends Porcedda’s account by
adding a rhetorical dimension (the irrelevance case seen above), expanding the discussion of the
securitisation of cybersecurity in light of recent developments, and dealing with fundamental
rights beyond privacy and data protection. By incorporating those additional elements, we posit
that our typology can shed further light on how the logic of security can both feed on the logics of
market development and the protection of fundamental rights and, to a certain extent, direct their
implementation. To make this case, we will now analyse recent pieces of EU legislation in the
digital domain.

5. Three case studies of EU digital regulation

One challenge faced by any attempt to take a broad perspective on EU digital regulation is the
sheer scale of policymaking. A recent overview identifies over 100 digital-relevant policies adopted
or proposed as of July 2025.%> To make sense of policy at this scale, some authors have resorted to
computational techniques such as large-scale topic analysis.”® Without dismissing the value of
such approaches, we propose a close reading of specific pieces of legislation representative of
broader trends in the digital acquis.”” More specifically, the rest of this section introduces three
legislative instruments that we will analyse more closely: the AI Act (s 5.A), the Cyber Resilience
Act (s 5.B), and the ChatControl 2.0 proposal (s 5.C).

The three instruments are selected because of some of their salient features. First, security and
fundamental rights feature explicitly in all of them. The AI Act and the ChatControl 2.0 proposal
both feature the protection of fundamental rights in their justification, while the CRA incorporates
it as a component of its view of cybersecurity risks. Cybersecurity is mentioned in the AI Act and
the CRA as something that the regulation is meant to produce, while the ChatControl 2.0 proposal
focuses on security more broadly while being grounded on the debated premise that its proposed
interventions will not harm cybersecurity. Hence, the three instruments illustrate different
contexts in which the EU legislator has deemed that regulation of digital technologies was needed
to further both fundamental rights and security, even if with different priorities in each case.

Second, all of the selected instruments have been the subject of considerable written
production. For the CRA, much of the discussion is academic, while the ChatControl 2.0 proposal
has not yet given rise to a sizable scholarship but is intensely debated in policy circles and venues
such as academic blogs, and the AI Act has been the subject of both extensive debates over its
legislative procedure and a growing body of scholarship. By drawing on these sources, it is possible
to identify rationales commonly invoked to guide the interpretation of the instruments, or to
propose alternatives.

The selection of these three legal instruments thus allows us to concentrate on the
interpretation of specific legal instruments in their particularities.”® They are similar enough in
their technological focus to allow meaningful comparison, while still different enough that the

%4Porcedda (n 21) 22-6.

%Table 1 in ] Zenner, JS Marcus and K Sekut, ‘A Dataset of EU Legal and Policy Instruments for the Digital World” (CEPS
2025) <https://cdn.ceps.eu/2025/08/ CEPS-Zenner-Dataset-July-2025.pdf> accessed 18 September 2025.

%See, eg, Turobov et al (n 7).

970n close reading as a method for textual analysis, see D Sinykin and ] Winant, Close Reading for the Twenty-First Century
(Princeton University Press 2025).

%0n the use of case studies as a tool for legal analysis, see, eg, A Argyrou, ‘Making the Case for Case Studies in Empirical
Legal Research’ 13 (2017) Utrecht Law Review 95.
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analysis of each text reveals distinct facets of how the relationship between fundamental rights and
security is managed in the EU digital acquis.’® It is now time to introduce what makes them
unique.

A. The Al Act: cybersecurity as a means for public values

The AI Act is an EU regulation, adopted on 13 June 2024, which establishes harmonised rules for
artificial intelligence. For the most part, its legal basis is the market harmonisation competence in
Article 114 TFEU,'® and this inclination towards a market logic is reflected in the chosen
regulatory approach. Drawing a leaf from the book of EU product safety,'’! the AI Act defines two
Al-related products and defines rules for their commercialisation within the EU single market.'%*
Some of these rules are technical requirements that must be observed before commercialisation,
while others establish duties for governance and surveillance after the products have been placed
on the market or otherwise put into service.!%

The first of those products is the AI system, which is machine-based system with particular
capabilities.!” Under the Act, Al systems can never be used for certain applications,'® and the
systems used for certain high-risk applications'% are subject to harmonised rules regarding their
placing on the market, putting into service, and use.'”” The other object regulated by the AI Act is
the AI model: a technical component that allows an Al system to produce its distinctive traits.'%
Some models, labelled ‘general-purpose Al models’ for their versatility, are subject to special rules
before they can be placed on the market.!”” To use an analogy from another product safety
domain, it is as if the AI Act established rules for automobiles (AI systems) and for certain
turbocharged engines (general-purpose AI models).

This tiered approach, in which most Al systems and models are not subject to new rules, is
meant to foster the uptake of intelligent technologies and support innovation, while promoting
trust in the technology by addressing potential risks that AI might cause to health, safety,
fundamental rights, democracy, the rule of law, and environmental protection.110 The pursuit of
this broad set of goals has produced a complex piece of legislation, with 113 articles, 180 recitals,
and 13 annexes, not including the delegated and implementing acts it authorises.

A complete overview of this framework exceeds the scope of the article,'!! but it is
nonetheless possible to highlight how both security and fundamental rights are extensively
mentioned in the AT Act’s provisions. The final text of this regulation features 103 mentions of
‘fundamental rights’, including obligations that providers of Al systems identify and address

%On the need to balance difference and similarity in case selection, see J Seawright and ] Gerring, ‘Case Selection
Techniques in Case Study Research: A Menu of Qualitative and Quantitative Options’ 61 (2008) Political Research Quarterly
294.

100Except for some provisions related to biometric technologies, which are based on Art 16 TFEU: Recital 3 AI Act.

101G Mazzini and S Scalzo, “The Proposal for the Artificial Intelligence Act: Considerations around Some Key Concepts’ in
Carmelita Camardi (ed), La via europea per UIntelligenza artificiale (Cedam 2022).

192Unlike other EU product safety instrument, it also establishes rules for the use of Al systems: Art 26 Al act.

105Art 2 AT Act.

104Art 3(1) AI Act.

105Art 5 AT Act.

106Art 6 AT Act.

07Art 1(2)(a) AT Act.

1%80n the distinction between Al system and model, see Recital 97 AI Act.

19Art 1(2)(e) AI Act.

MOArt 1(1) AI Act.

"For general introductions to the Al Act, see Marco Almada and Nicolas Petit, ‘The EU AI Act: Between the Rock of
Product Safety and the Hard Place of Fundamental Rights’ 62 (2025) Common Market Law Review 85; Margot E Kaminski
and Andrew D Selbst, ‘An American’s Guide to the EU AI Act’ 40 (2025) Berkeley Technology Law Journal 1081.
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risks to fundamental rights,!'> mandatory fundamental risk impact assessments for certain

applications,'!* and the involvement of authorities charged with the protection of fundamental
rights in regulatory sandboxes'!* and in the overall enforcement of the Act.'’® The result is a
framework in which fundamental rights are hardly an ‘afterthought’,''® even if substantial
criticisms of the Act’s approach to fundamental rights are possible.!”

The term ‘security’ also features prominently, with more than a hundred mentions
encompassing not just cybersecurity but also other aspects of the concept. Regarding the former,
cybersecurity is a requirement for high-risk Al systems''® and the most sophisticated general-
purpose Al models,'” as well as a necessary competence for enforcement bodies.'*® Those
requirements are meant to ensure that AI systems are ‘resilient against attempts to alter their use,
behaviour, performance, or compromise their security properties’!?! By imposing such
requirements, the EU legislator reassures society that any lawful AI systems or models will be
protected from such malicious interference with their operation, in line with the risk each system
or model poses.!?? The cybersecurity requirement is therefore aligned with the Act’s objective of
fostering trust in AI technologies.

Other aspects of security play different roles in the AI Act. Sometimes, security imposes a strict
limit on regulation. The Act does not apply in contexts where Al is used exclusively for military,
defence or national security purposes,'” and the prohibition of real-time remote biometric
identification in publicly accessible spaces!?* is subject to a series of exceptions based on public
security interests. Security rationales are also invoked to sustain a series of carve-outs from the Al
Act. Exceptional reasons of public security can justify a derogation from conformity assessment
procedures otherwise applicable to high-risk AI systems,'” and the market surveillance
authorities are subject to several confidentiality restrictions when handling information about
systems used for law enforcement, immigration, or asylum purposes.'?® Finally, the Al Act creates
conditions to foster certain Al applications that are seen as beneficial for security, for example, by
establishing special conditions for the reuse of personal data for law enforcement purposes
(including the prevention of threats to public security) within regulatory sandboxes.!?”” In Al
regulation, security is not merely a matter of technical cybersecurity.

12A1t 9(2)(a) Al Act.

1BArt 27 Al Act.

ATt 57(4) AT Act.

13Art 77 Al Act.

6For a counterpoint, see C Castets-Renard and P Besse, ‘Ex Ante Accountability of the Al Act: Between Certification and
Standardization, in Pursuit of Fundamental Rights in the Country of Compliance’ in C Castets-Renard and J Eynard (eds),
Artificial Intelligence Law. Between Sectoral Rules and Comprehensive Regime. Comparative Law (Bruylant 2023) 597.

7On the ongoing scholarly debate, see, inter alia, S Wachter, ‘Limitations and Loopholes in the E.U. Al Act and Al
Liability Directives: What This Means for the European Union, the United States, and Beyond’ 26 (2024) Yale Journal of Law
& Technology 671; B Raue et al (eds), Artificial Intelligence and Fundamental Rights: The AI Act of the European Union and
Its Implications for Global Technology Regulation (IRDT 2025) <https://irdt-schriften.uni-trier.de/index.php/irdt/catalog/
book/6> accessed 27 August 2025; Almada and Petit (n 111).

18Art 15(1) AI Act.

9Art 55(1)(d) AI Act.

120Art 70(3) AI Act.

21Recital 76 Al Act.

122H Nolte, M Rateike and M Finck, ‘Robustness and Cybersecurity in the EU Artificial Intelligence Act’ Proceedings of the
2025 ACM Conference on Fairness, Accountability, and Transparency (Association for Computing Machinery 2025),
https://doi.org/10.1145/3715275.3732020.

123A1t 2(3) AI Act.

'2Art 5 AT Act.

1°Art 46 Al Act.

126 Art 78(3) AI Act.

127Art 59(2) AI Act.
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B. The Cyber Resilience Act: public values as constraints

The Cyber Resilience Act (CRA) shares some of its key features with the AI Act. They were
adopted in the same year and are both patterned after product safety regulation, featuring
requirements that must be observed before a product enters the EU single market and market
surveillance requirements afterwards. The AI Act and the CRA also apply to broad categories of
products; in the latter case, the regulation is meant to apply to all products with digital elements,
defined as software and hardware products and their remote data processing solutions,'*® as
opposed to the relatively narrow object of traditional product safety laws.!”’ However, its
approach to incorporating fundamental rights and security differs from that of the AI Act.

That difference is reflected primarily in the central role that cybersecurity plays in the CRA.
Whereas the Al Act seeks to promote a cornucopia of public values, the CRA is sharply defined as
a tool to promote cybersecurity in the narrower technical sense discussed in Section 3 above.'*° To
prevent cybersecurity-related harms and address any that actually occur, the CRA establishes
requirements for the design, development, production, and commercialisation of those products,
as well as obligations related to the mandatory disclosure of information about software and
hardware vulnerabilities.'*!

As in the AT Act, the CRA divides the covered products into categories based on perceived risk.
In the CRA, however, products in different risk categories are not subject to radically different
regulatory requirements.'*” Risk classification affects, instead, the stringency of those require-
ments: for example, products with digital elements that have the core functionality of a product
category listed in Annexes III or IV of the CRA are subject to specific conformity assessment
procedures.!** Because products with digital elements often rely on free and open-source
components that would not themselves be considered products, the CRA also includes rules for
volunteers contributing to such components.'** In all those cases, the CRA’s obligations focus on
mandating the adoption of technical measures and the sharing of information about technical
vulnerabilities.

This is not to say that other public values are absent from it. Fundamental rights appear
indirectly, as the CRA’s provisions must be interpreted in light of the fundamental rights in the
CFR.'* They also appear as a direct requirement, as a product that complies with the CRA’s
requirements might nonetheless be deemed to present a significant cybersecurity risk if it has the
potential to cause loss or disruption that leads to non-compliance with obligations under EU or
national law intended to protect fundamental rights.!*® National and public security appear,
instead, as constraints to the CRA’s scope: products with digital elements developed or modified
exclusively for national security and defence purposes fall outside this Act’s scope,'*” and national

128Art 3(1) CRA. See also Recital 28 CRA: “This Regulation lays down horizontal cybersecurity rules which are not specific
to sectors or to certain products with digital elements’.

129G Howells, C Twigg-Flesner and T Wilhelmsson, ‘Product Liability and Safety’ in G Howells, C Twigg-Flesner and
T Wilhelmsson, Rethinking EU Consumer Law (Routledge 2017) 258.

130As formally defined in Art 3(3) CRA, cybersecurity refers to ‘the activities necessary to protect network and information
systems, the users of such systems, and other persons affected by cyber threats’. A cyber threat, in turn, refers to circumstances,
events or actions that can adversely impact the regulated network and information systems, their users, or other people:
Art 3(46) CRA.

BIArt 1 CRA.

132A1l products with digital elements can only be made available on the market once they fulfil the requirements from Art 6
CRA.

133Art 32 CRA.

1340n the legal framework applicable to open-source software under the CRA, see L Colonna, ‘The End of Open Source?
Regulating Open Source under the Cyber Resilience Act and the New Product Liability Directive’ 56 (2025) Computer Law &
Security Review 106105.

135Art 51(1) CFR.

136Art 57(1)(b) CRA. On the interpretation of this provision, see Chiara (n 83).

B7Art 2(7) CRA.
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and public security or defence interests can be invoked to limit the mandatory disclosure of
information about cybersecurity vulnerabilities.'*® Therefore, the CRA is less concerned with
promoting those public values than with safeguarding them from potential interference stemming
from measures that promote cybersecurity.

C. ChatControl 2.0: cybersecurity and fundamental rights as irritants?

Finally, the ‘ChatControl 2.0’ proposal to prevent and combat child sexual abuse online aims to
create a mandatory EU framework for the detection, reporting, and removal of child sexual abuse
material (CSAM) from online communication services. The proposal aims at replacing the
Interim Regulation, which provides a temporary legal basis until 2026 enabling interpersonal
communication services to continue their voluntary practices to detect, report and remove CSAM
online as a ‘temporary derogation’ from the ePrivacy Directive (‘ChatControl 1.0’).!* This means
that, unlike the previous two cases, the ChatControl 2.0 proposal, if approved, will lead to a sector-
specific instrument, which introduces obligations that are directed at the governance of online
platforms rather than digital technologies in general.

The proposal introduces a two-step approach that must be followed by providers of
information society services, including providers of interpersonal communication services and of
hosting services. First, these providers conduct risk assessments to identify whether their services
are being misused to disseminate CSAM.'*’ These providers are also obliged to take appropriate
measures based on the outcome of the risk assessment. As a second step, the proposal introduces
the possibility for judicial authorities or independent administrative authorities at the national
level to issue detection, removal, or blocking orders'*! in relation to known CSAM, unknown
CSAM and grooming.'** The ChatControl 2.0 proposal prescribes procedural guidelines and
safeguards concerning the scope of the detection order, the timeline, the application, the
protection of personal data, and quality management.

The proposed rules are to be applied to all types of interpersonal communication, including
encrypted and non-encrypted communications, possibly leading to generalised scanning of
communications especially to identify unknown CSAM and grooming.'*> While the legislative
proposal does not explicitly make this distinction, end-to-end encryption (E2EE) is referred to in
recital 26. Addressing the 20th anniversary summit of the European Data Protection Supervisors
in June 2024, former European Commission Vice-President Véra Jourova admitted that the
proposed CSAM scanning rule clarified that even encrypted messaging can be broken in the name
of better protecting children.'**

Including E2EE communications within the scope of application of the ChatControl 2.0
proposal constitutes a major change compared to the Interim Regulation, which provides only a
legal framework for providers of information society services to detect, report, and remove
identified CSAM in non-E2EE communications. As a result, though the ChatControl 2.0 proposal

138Art 2(8) CRA. Even when such information is shared, it attracts a heightened level of confidentiality under Art 63 CRA.

13%Regulation (EU) 2021/1232 of the European Parliament and of the Council of 14 July 2021 on a temporary derogation
from certain provisions of Directive 2002/58/EC as regards the use of technologies by providers of number-independent
interpersonal communications services for the processing of personal and other data for the purpose of combating online child
sexual abuse (Text with EEA relevance), O] L 274/41, as amended.

10ChatControl 2.0 proposal, Arts 3-5.

1Ibid., Arts 7-18.

21bid., Art 2.

3G op ’t Hoog et al, ‘Proposal for a Regulation Laying down the Rules to Prevent and Combat Child Sexual Abuse:
Complementary Impact Assessment’. (Complementary Impact Assessment PE 740.248, European Parliamentary Research
Service 2023).

144y QOssowski, ‘Return of Chat Control: Something Is Rotten in the State of Denmark’ (Euronews, 8 August 2025)
<https://www.euronews.com/next/2025/08/08/return-of-chat-control-something-is-rotten-in-the-state-of-denmark> accessed
18 September 2025.
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does not per se constitute a cybersecurity instrument, some of its provisions arguably lead to the
reduction of cybersecurity levels by weakening E2EE and creating systemic vulnerabilities in terms
of cybersecurity that can be exploited by criminal organisations and hostile actors.'*> This
outcome is justified in terms of the protection of the fundamental rights of children'*® and of
addressing the public security risks caused by the kinds of cybercrime the regulation purports to
combat.'”” This manifests an additional rift between cybersecurity in its narrow sense and the
broader security interests pursued through ChatControl 2.0.

Aside from this matter, the proposal has raised significant criticism about the violation of
various fundamental rights, in particular privacy, data protection and freedom of expression,
while journalistic investigations and interventions by civil society organisations highlighted issues
of transparency and conflicts of interest.!* In its report, the European Parliament introduced an
end-to-end encryption exception, a limitation on detection orders in cases of specific suspicion,
and strengthened security controls.'*” On the contrary, the Council of the EU could not secure a
consensus for the proposal by the end of 2025, as a strong ‘blocking minority’ of Member States
(Germany, Luxembourg, Austria, the Netherlands, etc) opposed the generalised scanning.150

6. When security and fundamental rights clash in the digital single market

Having introduced the three case studies, it is now time to look at them together. Given the
different approaches and priorities mapped in Section 5 above, one might expect some tensions
between how they implement market, security, and fundamental rights logics. In this section, we
explore these tensions by examining three guiding questions: Which, if any, of the models
described in Section 4 prevails in EU digital regulation (s 6.1)? Are the tensions between policy
goals handled differently across policy domains (s 6.2)? How do different actors construe the
relationship between the logics of security and fundamental rights (s 6.3)? By evaluating these
questions in the three case studies, we show how these logics mutually support each other in
practice, rather than merely displacing one another.

A. The role of fundamental rights after digital securitisation

The first insight we extract from comparing these three instruments is that fundamental rights still
occupy a place of importance in legal reasoning after the securitisation of EU digital law. From a
normative standpoint, this conclusion is straightforward, as existing fundamental rights standards
remain applicable. Yet, as discussed above, there is some reason to be sceptical that this normative
status actually indicates that policymakers and enforcement authorities are taking fundamental
rights seriously, especially as security-related concerns become more and more relevant in the

145M Biacker and U Buermeyer, ‘My spy is always with me: Comments on the planned obligations of Internet service
providers to combat sexualised violence against children (so-called “chat control” regulation)’ (Verfassungsblog, 18 August
2022) <https://verfassungsblog.de/my-spy-is-always-with-me/> accessed 18 August 2022.

146The fundamental rights of children are explicitly invoked in the proposal’s explanatory memorandum: COM(2022) 209
final, 1. In the proposal’s recitals and main text, they are more commonly reflected by the formula “fundamental rights of all
parties affected”, which appears at least 13 times in the document.

47COM(2022) 209 final, 12.

148Gee EDPS and EDPB, ‘Joint Opinion 4/2022 on the Proposal for a Regulation of the European Parliament and of the
Council laying down rules to prevent and combat child sexual abuse’ (European Data Protection Supervisor and European
Data Protection Board, 28 July 2022).

“European Parliament, ‘Report on the proposal for a regulation of the European Parliament and of the Council laying
down rules to prevent and combat child sexual abuse’ (16 November 2023).

30For an overview see Patrick Breyer, ‘Chat Control: The EU’s CSAM scanner proposal’ <https://www.patrick-breyer.de/
en/posts/chat-control/> accessed 30 September 2025. Also see Council of the European Union, ‘Proposal for a Regulation of
the European Parliament and of the Council laying down rules to prevent and combat child sexual abuse - Progress report’
(Document 9277/25, 2 June 2025).
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rhetoric of EU digital policy."! Such scepticism, even if warranted, does not go as far as turning
mentions to their protection into mere rhetoric.

From a formalistic perspective, the residual value of fundamental rights is evident in the
structure of each of the three instruments under analysis. Though initial critiques of the AI Act
suggested that it treated fundamental rights as an ‘afterthought’,'** its final text embeds the
protection of fundamental rights as a requirement for both system design and the risk
management and product surveillance practices.'>® Likewise, the Cyber Resilience Act compels the
providers of products with digital elements to include within their risk assessments the risk of
non-compliance with national and EU obligations intended to protect fundamental rights.'** Even
in the ChatControl 2.0 proposal, often criticised as posing considerable interference with
fundamental rights,'> their protection features in substantive requirements, such as limiting the
risk mitigation measures that might be required'>® and the reach of detection orders for child
sexual abuse materials.!”” Hence, even the most security-driven formulations still include
references to fundamental rights in their recitals, as well as some consideration of their
implications within their binding provisions.

Alas, mere formal acknowledgement does not always translate into real-world consideration.
Some of the sharpest critiques of the abandonment of fundamental rights in this domain stem, in
fact, from the mismatch between legal obligations and institutional practices.!*® Any potential
issues from the disregard of fundamental rights are exacerbated by the life cycle approach adopted
in EU digital regulation, which requires regulated actors to implement measures throughout the
design and use of digital systems, until deactivation.'” From that approach, it follows that design
measures that sacrifice some degree of protection of fundamental rights in favour of security
might become entrenched in specific digital systems, while subsequent interventions might
provide new venues for reinforcing security-based measures, for example, through weakening
existing safeguards such as anonymisation.'® Even a formally robust legal framework might
therefore find its delicate balance between security and fundamental rights upset by the practices
of those charged with implementing and enforcing it.

Given that the instruments in question are relatively novel, it is not yet feasible to get the full
picture of how they are implemented by various stakeholders at the national and EU levels.!®!

151G Falkner et al, ‘Digital Sovereignty - Rhetoric and Reality’ 31 (2024) Journal of European Public Policy 2099;
S Heidebrecht, ‘From Market Liberalism to Public Intervention: Digital Sovereignty and Changing European Union Digital
Single Market Governance’ 62 (2024) Journal of Common Market Studies 205.

152See, inter alia, M Veale and FZ Borgesius, ‘Demystifying the Draft EU Artificial Intelligence Act — Analysing the Good,
the Bad, and the Unclear Elements of the Proposed Approach’ 22 (2021) Computer Law Review International 97; Castets-
Renard and Besse (n 116).

153In doing so, the AT Act arguably imposes a reductionist view of those rights: Almada and Petit (n 111). Even if that is the
case, however, that reductionist framing is still given a central position amid the regulation’s objectives: M Ho-Dac, ‘The EU
AT Act and the Challenge of Protecting Fundamental Rights” 62 (2025) Common Market Law Review 1299.

4Chiara (n 83) 14.

15T Quintel, ‘European Union « The Commission Proposal on Combatting Child Sexual Abuse - Confidentiality of
Communications at Risk?” 8 (2022) European Data Protection Law Review 262; Hoog et al (n 143).

156Art 4 ChatControl 2.0 proposal.

17Art 7 ChatControl 2.0 proposal.

8Derave et al (n 78).

15%Gee, eg, Recital 65 Al Act, Recital 2 CRA.

1890n the long-term implications of measures adopted at various stages of the software development life cycle, see P Van
Cleynenbreugel, ‘EU By-Design Regulation in the Algorithmic Society: A Promising Way Forward or Constitutional
Nightmare in the Making? in H-W Micklitz et al (eds), Constitutional Challenges in the Algorithmic Society (Cambridge
University Press 2021) 202; Almada (n 41).

1610ne should not, however, overestimate this novelty. Both the AI Act and the Cyber Resilience Act are meant to build on
existing institutional capabilities, in particular those used for product safety and market surveillance: see, respectively, Almada
and Petit (n 111); M Burri and Z Zihlmann, ‘The EU Cyber Resilience Act — An Appraisal and Contextualization’ [2023]
Zeitschrift fiir Europarecht B1l. For ChatControl 2.0, this link is thinner, but the regulation is still situated within a broader
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Important stakeholders, such as the European Data Protection Supervisor,'®* have already
signalled the importance of ensuring those provisions are implemented in practice. Yet, the
formal incorporation of logics of fundamental rights into the text of all three legal instruments
opens up some paths for legal mobilisation. In the case of the ChatControl proposal, some of the
legal requirements impose actions that can directly affect the rights of individuals, such as
detection orders that mandate scanning for certain illegal practices and may thus be challenged
in court by affected individuals.'®> For the AI Act and the CRA, which operate at the level of
digital artefacts, there is less margin for private enforcement against measures that fail to
properly respect fundamental rights, as the impact of such failures is structural rather than
directed at particular individuals. Contestation of any disregard to fundamental rights would
require different approaches, such as complaints to the European Ombudsman'®* or, in the case
of problems with regulatees, enforcement by regulatory authorities. Because such mechanisms
might address gaps in the practical concern with fundamental rights, treating references to
fundamental rights as purely rhetorical is not an accurate description of either the legal texts in
question or current implementation practices. The irrelevance hypothesis, therefore, does not
hold. At least for now.

B. Different balances in different domains

Although the securitisation of digital regulation does not reduce the protection of fundamental
rights to rhetoric, it still shapes the form and limits of that protection. Previous scholarship on
digital fundamental rights has noted that courts - including the European Court of Human
Rights — have recognised that security needs can often justify restrictions to privacy and other
rights, in both physical and virtual spaces.!® Yet, even in the most permissive case law in
democratic countries, interference with those rights in the name of security must serve some
broader purpose. In the three case studies, that justificatory need is addressed through the
remaining two prongs of the typology — synergy and clash of goals — with the latter prevailing.

Synergy-based approaches to the relationship between security and fundamental rights can be
found in the non-binding provisions of both instruments. The AI Act, for instance, presents the
promotion of cybersecurity as a technical requirement that mitigates the potential harm promoted
by the use of high-risk Al systems,'®® while the Commission frames the protection of the
fundamental rights of children, as enshrined in Article 24(2) of the Charter of Fundamental
Rights, as central to the objectives of ChatControl 2.0.!” In fact, the ChatControl 2.0 proposal
offers a peculiar type of synergy rationale. Not only are the security-promoting measures framed
as necessary to promote the fundamental rights of children, but the rationale of the proposal itself
acknowledges that such regulatory interventions are admissible only because of the special value

architecture of platform governance that includes instruments such as the Digital Services Act: Recital 8 ChatControl 2.0
proposal.

162Gee, eg, EDPB and EDPS, ‘Joint Opinion 5/2021 on the Proposal for a Regulation of the European Parliament and of the
Council Laying down Harmonised Rules on Artificial Intelligence (Artificial Intelligence Act)’ (European Data Protection
Board and European Data Protection Supervisor, 21 June 2021); EDPB and EDPS, ‘Joint Opinion 4/2022° (n 148).

163[ndividual litigation has been, in fact, a major driver of the evolution of EU data protection law: M Tzanou and
P Vogiatzoglou, ‘Mapping Data Protection Legal Mobilisation Before the CJEU: The Need to Rethink a Success Story?’
7 (2024) Nordic Journal of European Law 96.

164Gee, eg, D Curtin et al (eds), The European Ombudsman Investigated: From Old Battles to New Challenges (Bloomsbury
Academic 2025).

165Gee, eg, B van der Sloot, ‘Big Brother Watch and Others v. the United Kingdom & Centrum for Rattvisa v. Sweden: Does
the Grand Chamber Set Back the Clock in Mass Surveillance Cases?” 7 (2021) European Data Protection Law Review (EDPL)
319; M Zalnieriute, ‘Big Brother Watch and Others v. the United Kingdom’ 116 (2022) American Journal of International Law
585.

166Recital 76 Al Act.

167COM(2022) 209 final, 12.
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ascribed to the protection of children.'®® Even previous instruments geared towards the fight
against serious crime, such as the Terrorist Content Regulation, have fallen short of proposing
measures that entail general monitoring of online content,'® as is arguably the case with some of
the ChatControl 2.0 provisions.!”* Therefore, the protection of fundamental rights is not simply a
constraint for the pursuit of security in EU digital policy, and it can even become an enabler of
further securitisation.

Nonetheless, legal instruments, accompanying policy documents, and scholarly literature are
all quick to acknowledge the need for pressing trade-offs. None of the three instruments under
analysis affords an explicit lexical priority to security. However, such a priority can be found
among the stakeholders involved in the design and implementation of those instruments.
Consider the final report of the High-Level Group on law enforcement access to data,'”! which
defends extensive access as necessary for promoting public security.!”? It defines the European
Union as ‘an area of freedom, security and justice where fundamental rights [...] are
respected’.!”? This formulation suggests that fundamental rights are important - and indeed the
document mentions the need to ensure that access provides safeguards to fundamental rights'”* -
but nonetheless positions security as foundational to the EU project. Yet, this conceptual
precedence of security over fundamental rights is not reflected in any of the legal sources under
analysis.

Evidence for the articulation of both goals is more extensive. In the ChatControl 2.0 proposal,
15 of the 19 mentions of ‘balancing’ refer to balancing fundamental rights, including the rights of
individuals affected by the measure, such as freedom of expression, as well as the children’s rights
enshrined in Article 24 of the CFR.!”> The AI Act is less explicit on the question of the balancing
exercises that might be necessary, but it nonetheless imposes the protection of fundamental rights
as a requirement in the classification of high-risk Al applications'’® and of models with systemic
risk,'”” as well as in the definition of the measures applicable to either category. Finally, the Cyber
Resilience Act does not include an explicit obligation to protect fundamental rights, but it does set
compliance with fundamental rights law as one of the criteria for assessing the presence of a
cybersecurity risk in a real-world environment.!”® Therefore, all three instruments place
fundamental rights as constraints in the pursuit of security.

The mere existence of a constraint is not enough to show that it substantially restricts actions
that interfere with fundamental rights. After all, it might be the case that security is deemed so
much more important for relevant stakeholders that any but the most egregious violations of
fundamental rights might be deemed politically acceptable if they lead to an increased sense of
security. As such, it becomes necessary to consider how stakeholders have framed these balancing
exercises in practice.

181bid., 14.

169Gee Art 5 Regulation (EU) 2021/784 of the European Parliament and of the Council of 29 April 2021 on addressing the
dissemination of terrorist content online (Text with EEA relevance), O] L 172/79.

170Gee s 4 above.

7IHigh-Level Group on access to data for effective law enforcement (n 87).

171bid., 9.

1731bid., 3.

74Gee, eg, Ibid., 34.

175Recital 4 ChatControl 2.0 proposal.

76Art 7 AT Act.

177 Art 3(65) AI Act.

178Art 57(1)(b) CRA. Recitals 111 and 112 CRA further detail that risks ‘to compliance with obligations under Union or
national law intended to protect fundamental rights’ can also trigger the need for corrective or restrictive measures by national
authorities or at the EU level. While the notion of risk to compliance is not expanded upon, one must point out that the
category of ‘obligations [ . . . ] intended to protect fundamental rights’ is broader than the definition of those rights themselves,
including derivative measures of secondary law and beyond.
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C. The dramatis personae of prioritisation

The AI Act, the CRA, and the ChatControl 2.0 proposal feature many of the same institutional
actors. All three are proposals subject to the ordinary legislative procedure, in which the
Commission initiates discussions, and the Parliament and the Council are co-legislators on equal
footing.!” Furthermore, their implementation involves the articulation of EU-level actors,'®
private companies, and national regulators. The differences in context, however, mean that actors
aligned on one regulation are not necessarily on the same page for another.

To illustrate the fluidity of those coalitions, one can contrast the AI Act and the ChatControl
2.0 proposal. As Francesca Palmiotto’s analysis of the Al Act’s travaux shows, the Council has
consistently formed an institutional position in favour of reducing fundamental rights constraints
to the use of Al in law enforcement and asylum and migration, while ensuring that the legal text
does not touch on matters of national security and defence, understood in a broad sense, seen as
the domain of the Member States.'®! The Parliament’s position, in contrast, has pushed for clearer
safeguards to fundamental rights in the governance of high-risk Al systems and general-purpose
Al models, even including individual rights that were not present in the Commission’s original
proposal.'®? The result is a regulatory instrument that, despite falling short of the expectations of
some scholars and civil society stakeholders in this regard,'®* nonetheless featured a more
extensive engagement with the protection of fundamental rights than the original proposal.'®*

For ChatControl 2.0 - at least to this point — there has been much less alignment among states
on how to accommodate both fundamental rights and security. Some Member States draw red
lines on the interference with fundamental rights that certain provisions entail. Some of these red
lines, in fact, are sharper on fundamental rights protection than the agreement produced by the
Parliament.'®> In particular, the concerns stemming from the mandatory mass scanning of private
communications that fundamentally undermines end-to-end encryption by creating ‘backdoors’
have resulted in the different Council Presidencies being obliged to offer different approaches, for
example, by watering down the scope of the detection orders to visual content only.'®®
Nonetheless, the potential of vulnerabilities that can be exploited by hackers and hostile nation
states remains margnialised, under the pretext of children’s protection.'®” It is not always
straightforward to find institutional actors that constantly prioritise security over fundamental
rights, or vice versa.

7For a quick overview of the legislative procedure, see TS Cabral, ‘A Short Guide to the Legislative Procedure in the
European Union’ 6 (2020) UNIO - EU Law Journal 161.

180Notably, the Commission in all three. In the CRA, ENISA (the European Union Agency for Cybersecurity) is involved in
the implementation of the regulation: see, eg, Arts 10, 14, 52, and 56. The ChatControl 2.0 proposal, in turn, establishes an EU
Centre on Child Sexual Abuse to carry out relevant operational tasks: Art 40.

I8IF Palmiotto, ‘The AI Act Roller Coaster: How Fundamental Rights Protection Evolved in the EU Legislative Process’ 16
(2025) European Journal of Risk Regulation 770.

182Gee, eg, M Haataja and JJ Bryson, ‘The European Parliament’s Al Regulation: Should We Call It Progress?’ 4 (2023)
Amicus Curiae 707.

83European Digital Rights (EDRi), ‘EU Legislators Must Close Dangerous Loophole and Protect Human Rights in
the AI Act’ <https://edri.org/our-work/civil-society-statement-eu-close-loophole-article-6-ai-act-tech-lobby/> accessed
25 September 2023; Wachter (n 117).

184Gee, eg, Almada and Petit (n 111) s 5.

85European Parliament, ‘Report on the proposal for a regulation of the European Parliament and of the Council Laying
down rules to prevent and combat child sexual abuse (COM(2022)0209 - C9-0174/2022 - 2022/0155(COD))’ (Report
A9-0364/2023, 19 April 2023).

8Council of the European Union, ‘Proposal for a Regulation of the European Parliament and of the Council laying down
rules to prevent and combat child sexual abuse - Partial mandate for negotiations with the European Parliament’ (Document
ST 15318 2025 INIT, 13 November 2025).

M Whittaker, ‘New Branding, Same Scanning: “Upload Moderation” Undermines End-to-End Encryption’ (Signal,
17 June 2024) <https://signal.org/blog/pdfs/upload-moderation.pdf> accessed 28 May 2025.
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Furthermore, one must keep in mind the intimate connection between security and the
legitimacy of national states. Thanks to that link, institutional positions at the EU level do not
necessarily preclude Member States from diminishing the relative weight of fundamental rights in
their balancing exercises. For example, Xavier Groussot and Gunnar Thor Petursson point out
that both the Charter of Fundamental Rights'®® and Treaty on European Union'® have the
potential to encroach into national autonomy to delimitate what matters fall outside the scope of
EU law due to the manifold national security carve-outs in the Treaties and secondary
legislation.!”® Yet, Member State apex courts have developed doctrinal positions that empower
them to disapply decisions of the Court of Justice of the European Union that exceed what those
courts deem appropriate.'”! As a result, evaluations about how to balance fundamental rights and
security as regulatory goals in EU digital law remain fragmented and subject to changes in light of
political developments at the European and national levels.

7. Conclusions

The EU’s contemporary approach to digital regulation serves many masters. Far from being solely
a vehicle to economic interests, it is also mobilised to protect fundamental rights in the digital age
and to address Europe’s security anxieties. Because these policy aims do not necessarily pull in the
same direction, a growing body of literature has identified tensions between them and suggested
potential ways to defuse those tensions. In this article, we have shown that such tensions tell only
part of the story: even if the trade-offs are real, the logics of markets, fundamental rights, and
security are also, to some extent, mutually reinforcing. Accordingly, we propose that the
relationship between these three logics in the digital domain is better understood as a triple helix,
in which the connections between these three policy aims produce a stable pattern that both
supports and limits the development of each individual strand.

Casting the relationship between markets, fundamental rights, and security as a triad has some
implications for how we should interpret EU digital regulation. On the one hand, this framing
suggests that the prioritisation of one of these goals can affect how we interpret the others, as seen
in the security-inflected readings of fundamental rights discussed in Section 6 above. On the other
hand, each of the strands of the helix depends on the other to remain in place, which suggests that
putting foo much emphasis on one of the goals over the others may be harmful not just for the
downplayed policy aims but for the prioritised goal itself. In particular, measures being advanced
in the ChatControl proposal might undermine cybersecurity and, in doing so, increase the risk to
the fundamental rights of children and the possibilities for exploiting cybersecurity vulnerabilities
in ways that undermine public and national security. Therefore, the relationship between policy
aims in digital regulation should not be understood just in terms of rhetorical legitimation or of
trade-offs. It is necessary to take into account their mutually reinforcing dynamics.

In addition, the structure developed in this article points to potentially fruitful directions for
research. It suggests the need to examine how the balancing between security and fundamental
rights in particular contexts is affected by the relationship among market, security, and
fundamental rights, and how they shape that relationship in turn. It also indicates the need to
interpret the legal instruments discussed above in light of the particular balances between security
and fundamental rights logics identified in each case, rather than relying on a one-size-fits-all
view. Last but not least, the account of securitisation of the digital environment presented above

18Which applies when Member States apply EU law: Art 52 CFR.

¥ Through the principle of sincere cooperation in Art 4(3) TEU.

190X Groussot and GT Petursson, ‘Public Security and Public Order in EU Law: Adjudicative Challenges in the Laws of the
Internal and Digital Markets’ 9 (2025) European Papers - A Journal on Law and Integration 1386.

YlGee, eg, A Turmo, ‘National Security Concerns as an Exception to EU Standards on Data Protection’ 4 (2021) Nordic
Journal of European Law 86.
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also hints at the need for further attention to the role of digitalisation in the overall legitimacy of
the EU. By enabling these lines of inquiry, the triple helix offers a model that can advance our view
of how digitalisation transforms - and is transformed by - the growing securitisation of EU law.
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