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Introduction

While initially piloted as the technology behind cryptocurrencies, the
distributed ledger technology underlying Bitcoin, that is, blockchain, now
extends to use cases beyond mere virtual currencies. Technologists and
blockchain evangelists have been quick to overlook the excessive carbon
footprint of Bitcoin, the world’s first cryptocurrency, and have attempted
to expand the use cases of blockchain to areas beyond virtual currencies,
finance, and payments (Huang, O’Neill, and Tabuchi 2021). This technology
that brings together characteristics of decentralization, peer-to-peer computing,
hash functions, asymmetric public-private key cryptography, and consensus
algorithms to form a shared, immutable, and non-repudiable database
is considered to have tremendous potential in fields such as identity and
access management, healthcare, supply chain tracking, climate change, and
so on (De Filippi and Wright 2018). Therefore, unsurprisingly, blockchain
technology is now touted as the Panglossian solution to a myriad of problems
ranging from financial inclusion to aid and climate change (Marke 2018).

This chapter attempts to ascertain whether the claims of blockchain as a
solutionist technology for climate change, in reality, reflect and entrench the
incumbent power asymmetries and the global digital divide in the guise of
disintermediation and collective capitalism. This chapter applies the extant
concepts of techno-colonialism and data colonialism to critically examine
blockchain-based initiatives in the climate change sector.
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Blockchain is a type of distributed ledger technology that collates data
into ‘blocks’, and after verification, ‘chains’ it to the existing database that
has no central point of failure or control (Yaga et al. 2018). This ledger is
‘distributed’ in the sense that it is shared and replicated across all network
participants, and it is the consensus protocol that governs the network (De
Filippi and Wright 2018). This distribution and decentralization is the most
crucial feature of blockchain technology, as it precludes the existence of any
central authority or intermediary that controls the system. The cryptographic
stigmergy facilitated by blockchain technology enables coordination and
consensus regarding the state of the ledger without the need for ‘trust’ inter se
participants (Goorha 2018). In a way, a blockchain is akin to a shared Google
document—every time a new entry is added by a participant, others with
access can also see it—but unlike a Google document, once a new entry is
added and verified by all with access, it is locked and becomes impossible to
alter (Mougayar 2016). As opposed to the incumbent frameworks that require
some measure of trust between participants, or trust in some centralized
intermediary or institution, blockchain technology, by distributing the task
of ledger keeping on a peer-to-peer network, replaces this ‘social trust’ with
‘algorithmic trust’ in the incontrovertible, self-executing software (Vigna and
Casey 2018).

Although blockchain was first used in the context of virtual currencies, it
soon became apparent that a Turing-complete, decentralized, pseudonymous,
tamper-resistant database could be employed to effect, conclude, and
automatically execute transactions. The emergence of Ethereum in 2014
marked a watershed moment for the crypto industry as the underlying
blockchain and its programming language were advanced to provide for
more functionalities than mere cryptocurrencies. The Ethereum blockchain
supported the encoding, deployment, and execution of smart contracts
(Buterin, 2014). These ‘smart contracts’ are self-executing protocols built upon
a blockchain that positively automate the execution of the terms of encoded
agreements between parties without admitting of any external interference
(Cutts 2019). Presently, there exist multiple blockchains that enable smart
contracts, allowing the creation of a vast array of decentralized applications
and services, including aid and climate change initiatives (UNEP n.d.;
UNFP 2015). Such initiatives may take the form of carbon trading platforms,
emissions tracking, renewable energy trading, and management of climate-
related data such as ClimateCoin, ClimateTrade, Solarcoin, and so on.

Downloaded from https://www.cambridge.org/core. IP address: 18.97.14.88, on 14 Sep 2026 at 14:14:55, subject to the Cambridge Core terms of use
, available at https://www.cambridge.org/core/terms. https://doi.org/10.1017/9781009641029.009


https://www.cambridge.org/core/terms
https://doi.org/10.1017/9781009641029.009
https://www.cambridge.org/core

Blockchain for Climate Change, and the Rise of Blockchain Colonialism 141

Despite the claims that blockchain is likely to be the frontrunner of this
new information age, and the promises of a system beyond the control of
centralized forces and politics—one that is built purely on crypto-economics
and governed by lex cryptographia (the algorithmic code/law that governs
blockchain)—the very denial of the politics of blockchain is a deeply political
proposition (Eich 2019; Wright and De Filippi 2015). While there might be
merit to blockchain and its uses as a solutionist technology (to a certain
degree), the claims that this technology (with the attributes of decentralization,
disintermediation, and algorithmic governance) is likely to uplift the Global
South through development, climate initiatives, and aid are yet to be tested.
Blockchain might not only constitutively, but also functionally support and
entrench the power imbalances between the Global North and South.

When viewed through thelens of techno-colonialism (and related concepts
of platform imperialism, data colonialism, information imperialism, and so
on), which acknowledges the role that digital innovations and data practices
play in entrenching and deepening global inequalities, the lofty claims of
blockchains appear far less promising (Madianou 2019). Techno-colonialism
identifies the role that technological advances may play in entrenching
inequalities and facilitating existing asymmetries of power and access in the
global context. Blockchain-based initiatives may just facilitate new ways of
carrying out technological experimentation in the underdeveloped frontiers of
the world and enable the extraction of value and data for the benefit of certain
stakeholders despite their distributive and solutionist narratives (Madianou
2019). Conflating decentralized governance with increased fairness would
be a mistake, as the two are not necessarily correlated. Blockchain-based
initiatives, like any technological solution, are not inherently neutral and can
perpetuate existing power imbalances and inequalities (Jutel 2021).

While the crypto (asset) and climate interface is of relatively recent
vintage, the term ‘crypto-colonialism’ has existed far before the conception
of blockchain. It may be described as a neocolonial process whereby nominal
independence vests with nations at the cost of effective dependence on the
west (Herzfeld 2002). This nominal independence has often been attained
at the cost of economic dependence on the Global North (Herzfeld 2002).
With blockchain, this crypto-colonialism takes on a new colour, whereby
blockchain technology appears as an enabler of such processes that lead to
resource exploitation in the Global South under the guise of transparency,
efficiency, sustainability and accessibility (Coppi and Fast 2019). The overt
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solutionism of blockchain technology might conceal the covert colonial
legacies that the technology entrenches. The developing world may be
lured into this solutionist paradigm, where the distributed architecture
of blockchain may be used to extract resources and data from the Global
South while transmitting the benefits to stakeholders in the Global North.
The ostensible distribution of control over data within blockchains may
not translate into a substantive shift in power dynamics, particularly in
cases where control over data continues to reside outside the influence of
affected communities. The purported fairness of decentralized governance,
when compared to a centralized architecture, may overlook the negative
consequences arising from the financialization and marketization of issues
pertaining to climate change and humanitarianism.

The chapter is delineated into seven sections. The first section unpacks
the exaggerated claims surrounding the potential of blockchain technology,
wherein it is touted as a panacea for various problems, while the second
section ascertains whether the technology perpetuates existing inequalities
and imbalances of power. The third section explores the environmental
impact of blockchain technology and, inter alia, the centralization risks
associated with its consensus mechanisms. The fourth section demonstrates
the dual nature of blockchain-based climate change initiatives by critically
examining certain examples and highlighting their limitations. The fifth
section highlights the issues pertaining to data and its control in blockchain-
based systems and explores how blockchain-based systems can exacerbate
existing power imbalances. The sixth section explores possible solutions
to address and mitigate such apprehensions. Finally, the seventh section
concludes with a summary of the main findings.

Blockchain Hype and Tech Solutionism

Blockchain as a ‘technological infrastructure’ purports to change the world as
we know it (Dimitropoulos 2020; Epstein 2015). The narratives surrounding
blockchain and cryptocurrencies broadcast them as epitomes of transparency,
efficiency, cost-effectiveness, and accessibility. They are projected as the
disruptive forces that will change economies, societies, and law and policy
discourse, taking into account their potential use cases (Coppi and Fast 2019).
For instance, cryptocurrencies were hyped as the picture-perfect solution
for banking ‘the unbanked’, particularly in nations where citizens’ flawed
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relationships with the state were reflected in their volatile relationships with
their fiat currencies (Vigna and Casey 2018). Similarly, the emerging use cases
of blockchain technology are glorified as the disruptive harbingers of the new
industrial revolution, where all knowledge-based work can be relegated to
machines using blockchain and other emerging technologies (Dimitropoulos
2020).

Blockchain technology, by virtue of its very nature and design, is a
borderless and global technology that allows for the efficient and tamper-
resistant transmission of data globally within its network, bypassing all
borders and boundaries. This lends it the potential to lay down a future beyond
just cryptocurrencies, wherein self-executing smart contracts (Szabo 1996)
are possible, where real-world assets can be represented by crypto-assets and
easily transferred and traded in a secure, transparent, and incontrovertible
manner—a future where intermediaries are no longer needed and peer-
to-peer transactions are facilitated and validated by algorithms instead.
Blockchain technology could pave the way for a ‘spaceless world economy’,
which entails a resource allocation system that is not constrained by
geographical or human-made limitations (Haberler 2011).

Notwithstanding the extensive academic literature on the theoretical
claims regarding blockchain technology, there are still considerable
impediments that obstruct the realization of the utopian vision associated
with it. In this regard, it is important to acknowledge the significant
challenges that continue to exist in relation to blockchain, which need to be
carefully considered and addressed.

The hype is mostly supported and fanned by technocrats, while the
‘average Joe’ often relies on their projections and publicity surrounding
blockchain. These narratives obfuscate the true nature and implications of
this innovative technology. Despite all claims of ‘transparency’, blockchain
jargon and the code are difficult to comprehend for most. Further, the level
of ‘distribution’ and ‘decentralization’ depends upon the nature of the
blockchain—whether it is public (allowing anyone to access the network)
or private (where access is closed off to selected individuals). Although a
public blockchain may indeed offer a higher degree of decentralization in
comparison to a private blockchain, it is crucial to recognize that the extent
of decentralization or the capacity to resist the concentration of power in the
hands of a select few is also contingent upon various other factors, such as
the consensus algorithm employed. Thus, a holistic understanding of the
determinants of decentralization is necessary when evaluating blockchain
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technology (Castor 2017; Yaga et al. 2018). The claims of ‘disintermediation’ in
the context of the cryptocurrency market are challenged by the emergence of a
secondary market for crypto assets and the emergence of new intermediaries,
such as exchanges and wallet service providers, that facilitate consumer
access to the crypto market. As such, claims that the cryptocurrency market
is devoid of intermediaries are not supported by this development (De Filippi
and Wright 2018).

The democratized, collaborative, and decentralized nature of blockchain
has unsurprisingly attracted great interest from the climate change sector
(Marke 2018). For instance, blockchain can be leveraged to facilitate carbon
markets, lowering transaction costs, providing reliable audit trails, and
enabling climate finance. Blockchain technology enables the creation of a
transparent, reliable network that brings together key stakeholders such as
companies, governments, and individual citizens. The participatory nature of
blockchain enables collaborative, transparent, and decentralized initiatives.
This chapter argues that while its outreach and operation may be global on a
surface level, its true social impacts are still localized. The developing parts
of the world have emerged as fecund laboratories for testing the potential
of blockchains, and the untested impacts of the same remain suspect (Jutel
2021). While the blockchain bandwagon seems promising, its portrayal as
a reformatory solution, particularly in the aid and climate change sectors,
remains suspect in the absence of adequate literature.

Blockchain’s Crypto-colonialism

The blockchain bandwagon seems to be a panacea for climate crises,
particularly where transparency and accountability are required in the
context of data sharing and aid flows (Madianou et al. 2016). However, the
purported promise of blockchain needs to be critically analysed in order
to ascertain how these blockchain platforms are led by countries from the
Global North. Prima facie, the characteristics of blockchain seem to imply
that such climate change and aid initiatives would unsettle the Global North-
South imbalance by dispersing power and control into the hands of local
communities as opposed to private corporations and investors. Even so, these
claims remain largely unverified.

Despite the promises of blockchain in a spaceless, globalized world,
blockchain-based projects can undermine the Global South’s ability to
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control its own spaces as it operates in the existing disproportionateness
and inequalities of computational power. The smokescreen of universality
shatters in the face of ground realities, where blockchain-based climate
change solutions have the potential of facilitating resource extraction, data
colonialism, and disaster capitalism from these underdeveloped or developing
nations. That is, blockchain can facilitate the exploitation/extraction of
resources and data in such regions without adequate compensation or
equitable benefit allocation. Additionally, the crises and disasters in such
nations can be exploited by blockchain evangelists for their own financial
gain.

The convergence of digital innovation, automation, and data practices
with humanitarian structures and market forces can perpetuate colonial
relationships of dependency, particularly by exploiting less developed nations
through technology (Madianou 2019). Techno-colonialism, as a concept, has
emerged as a means of describing the role played by data and technological
innovations in entrenching global inequalities and reproducing colonial
legacies (Madianou 2019). As blockchain technology continues to gain
prominence in the realm of humanitarian aid, development, and climate
change sectors, it is important to consider the potential implications of this
emerging technology in the context of techno-colonialism.

Power dynamics greatly shape developmental and technological
discourses. The attainment of the ‘greater good’ may give precedence
to certain claims over others (Van Teijlingen and Hogenboom 2016). At
times, ‘crypto’ may take precedence over ‘climate’ rather than the other
way around. Therefore, a critical assessment of the underlying values and
assumptions that shape such discourses is crucial to foster a more just and
nuanced understanding of the complex intersections between development,
technology, and colonialism.

Blockchain technology is often associated with financialization, that is,
the creation of new financial products and services, which can result in a
prioritization of financial gain over environmental and social considerations,
potentially exacerbating the existing marginalization of communities in the
Global South. Furthermore, while blockchain has been heralded as a means of
democratizing participation, it is important to recognize that the technology
has the potential to reinforce and even embed existing asymmetries of power
between stakeholders.

As aforementioned, blockchain projects may be decentralized and
global, yet their impacts are locally concentrated. This blockchain-facilitated
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‘crypto-colonialism’ reinforces colonial exploitation in novel ways that repeat
the pre-existing patterns of colonial processes (Jutel 2021). It is apparent that
developing countries such as Honduras, El Salvador, and Puerto Rico have
emerged as enclaves ripe for experimentation and extraction. Blockchain-
based climate change initiatives or crisis resolution projects invariably
embody the process of techno-experimentation in the Global South, as the
political economy of the crypto-market, the jargon, and the opacity of these
platforms lend to the centralized and social impacts despite all the tall claims
of the technology (Jutel 2021). The narratives of solutionism obscure the
underlying cultural values of capitalism, extraction, and colonialism despite
the assertions of decentralized and democratized governance.

The Costs of Consensus

The maintenance of such a transnational, disintermediated and distributed,
secure and immutable ledger (that can be viewed and verified by all network
participants) necessitates the employment of certain consensus mechanisms
to govern the system and to ensure that every node (participating computer)
is in agreement as to the state of the blockchain ledger (Ethereum.org n.d.).
This consensus implies certain costs, be they ecological impacts or threats to
decentralization. While reliance upon proof-of-work consensus mechanisms
denotes huge electricity and hardware-related costs, ‘greener’ alternatives
such as proof of stake still run the risk of concentration of power in the hands
of those who hold the most tokens, leading to an ‘oligarchy’ of sorts where the
richest participants (with more tokens to stake) effectively control the system.

The ecological impacts of certain blockchains, particularly those that
use a proof-of-work consensus mechanism to verify and update the state of a
blockchain, contribute heavily to carbon emissions, being the very antithesis
of climate change mitigation efforts (Stoll, Klaassen, and Gallersdorfer 2018).
The maintenance of such blockchains not only requires tremendous amounts
of computational power but also requires specialized graphic cards, hard
drives, and other hardware (Stoll, Klaassen, and Gallersdorfer 2018) As the
network expands, the computational power and hardware required to ‘mine’
cryptocurrency also increase, leading to a vicious cycle wherein investment of
more resources pushes up the mining difficulty, leading to increased resource
requirements, amping up the difficulty, and so on (Alex 2019). While in some
cases, miners may gravitate towards greener energy sources, this does not
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necessarily result in an increase in green energy production, but rather the
channelization of green energy into extensive mining activities as opposed
to useful consumption (that leads to an increase in the Human Development
Index). In reality, the cryptocurrency mining market is driven by finding
the cheapest source of electricity, which often leads to the exploitation of
developing countries in the Global South where electricity is subsidized and
public infrastructure is lacking. Additionally, enclave models in developing
nations such as Honduras enable extensive mining and technological
experimentation by providing regulatory havens and cheap resources (Geglia
and Andrea 2021).

In a similar vein, mining activities have led to an increase in demand
for application-specific integrated circuits (ASICs), and other equipment
for extensive mining rigs, which in turn is likely to increase the demand for
rare earth minerals for their manufacturing. This is likely to stimulate large-
scale resource extraction and mining activities, which can have negative
environmental and social impacts on local communities, including land
degradation, water pollution, and displacement of indigenous people (Pahwa
2021; Jones, Goodkind, and Berrens 2022).

Since a substantial portion of electronic waste is shipped to nations
in the Global South (UNEP 2015), where it is processed in suboptimal
conditions, the blockchain hype fails to account for the localized
environmental and social costs that these developing regions pay (Crandall
2019). Many countries in the Global South lack the infrastructure and
resources to properly handle electronic waste, leading to environmental
and health hazards for local communities (Ellis-Petersen 2019; BBC
News 2019). Regardless of the universality or distribution of benefits, the
environmental impacts are still localized. This makes blockchain validation
and maintenance an extractive process that rewards the rich, leaving the
locals to reap the consequences.

While there have been attempts at developing less wasteful and electricity-
intensive consensus algorithms, such as proof of stake, proof of burn, or proof
of capacity, these come at the cost of decentralization as they concentrate
power in the hands of the participants who can ‘stake’, or ‘burn’ more tokens,
or ones that have more storage ‘capacity’ (Yaga et al. 2018). This leads to
most power ultimately being vested in pools of people with more resources,
undermining the decentralization allegory. Given the global digital divide
and the infrastructural constraints of the Global South, there is a high risk of
such power being concentrated in the Global North.
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In this way, blockchain technology is capable of algorithmically
reinforcing centralized power hierarchies and asymmetries of computational
power. Local communities have little to no control over the blockchain-
based initiative, while capitalistic investors and developers exercise extensive
control over operations and design (Howson 2019). This results in a situation
where profits are privatized, but the environmental and social costs are borne
by the local communities.

The Duality of Blockchain-for-Climate
Change Initiatives

The janiform nature of blockchain’s potential applications becomes evident
once again in the context of blockchain-based conservation initiatives and
climate change efforts targeted at mitigating the effects of climate change in
the near future. Such projects take a plethora of forms and mostly purport to
provide solutions that harness transnational market-based governance and
utilitarian approaches (Crandall 2019; Marke 2018). Blockchain-based solutions
often provide the infrastructure for payments for pro-environmental services,
wherein financial incentives are used to encourage sustainable practices
in areas such as carbon markets and ecological conservation (Oberhauser
2019). However, the financialization of climate justice often constitutively and
functionally facilitates extractive practices. This section analyses a few of such
projects and attempts to demonstrate how they work within the extant techno-
colonial paradigms.

One such project is ClimateTrade, which has been developed with the
aim of facilitating carbon offsetting by enabling companies and individuals
to support projects that reduce greenhouse gas emissions through the use
of blockchain technology (Plasencia 2021). The platform uses blockchain to
provide transparency and traceability to the carbon credits traded on the
platform (Vanessa 2021).

Though the platform may have potential benefits for communities in the
Global South, the concentration of stakeholders such as project developers,
investors, and intermediaries in the carbon offset market would have a great
bearing on whether the benefits actually trickle down to local communities.
This is because the concentration of stakeholders such as project developers,
investors, and intermediaries in the carbon offset market could result in a
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disproportionate distribution of benefits that primarily favour stakeholders
in the Global North, who have more access to capital and resources.

Given the transaction costs associated with accessing the technology and
participating in the platform, marginalized communities in the Global South
may be excluded from accessing its potential economic benefits. Although
ClimateTrade can provide economic opportunities to communities in the
Global South through supporting carbon offset projects that are owned and
managed by local communities, the distributional impacts of the platform
remain largely untested.

ClimateTrade has the potential to provide economic benefits to
communities in the Global South by supporting carbon offset projects that
are owned and managed by local communities. For instance, companies
and individuals in the Global North may be more capable of purchasing
carbon credits and benefitting from the financial advantages of using
the platform. Therefore, the potential benefits of ClimateTrade are likely
to be distributed unequally, exacerbating the techno-colonial divide.
Additionally, the platform may not be accessible to all potential users,
particularly those in the Global South who may have limited access to
technology and resources.

Similarly, the Poseidon Foundation has developed a blockchain-based
platform that allows for the integration of carbon credits sourced from
various environmentally focused projects, such as restoration, conservation,
agroforestry, reforestation, and forest management, into the operations
of merchants. The platform uses blockchain to provide transparency and
traceability to the carbon credit trade (Ecosphere+ 2018). Poseidon has
partnerships with local communities in several countries in the Global
South, including Colombia, Kenya, Madagascar, Peru, Indonesia, and
others. These partnerships aim to support climate action and sustainable
development while empowering local communities to take a leading role in
the projects (Brett 2018). This brings retailers and consumers together on a
blockchain platform, using their crypto token for facilitating a consumer-
driven approach to climate action (Ecosphere+ 2018). The sale and purchase
of carbon credits generated by conservation initiatives can be sold on the
carbon market, providing a source of funding for the project and potentially
generating additional benefits for local communities (Brett 2018).

Poseidon’s aspirations, however, appear inflated. Closer scrutiny reveals
that most profits from the carbon sales are channelled towards repaying
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investor loans, while the local communities, who perhaps incur the highest
costs for their conservation efforts, are not financially compensated (Hawson
2019). Neither does the crypto-economic framework of the project successfully
encourage or incentivize any conservation efforts beyond the ones already in
place (Hawson 2019).

Likewise, SolarCoin, builds on the promise of renewable energy by
incentivizing the production of solar energy. Solar energy producers are
rewarded with one SolarCoin (a freely exchangeable/tradeable cryptocurrency)
for every 1 megawatt hour of solar energy produced. SolarCoin aims to
establish a comprehensive incentive scheme for the generation of solar power
by offering SolarCoins as rewards that can be traded on digital currency
markets (Solarcoin Policy Paper n.d.). However, the current value of the token,
in conjunction with the fluctuating nature of the cryptocurrency market, falls
short of compensating for the expenses involved in the production of solar
energy. This represents a significant challenge in realizing the overarching
objective of SolarCoin’s incentive programme. Moreover, the developers
behind SolarCoin continue to hold a significant portion of the total supply of
SolarCoins in reserve, with a comparatively small proportion actually being
in circulation. Even so, major holdings are highly concentrated (SolarCoin
Explorer n.d.). The solutionist fagade may very well be a mere veil concealing
the profit motives underlying the project (Stevens 2019).

Blockchain-based initiatives such as these purport to provide global
benefits by algorithmically securing and automating benefit sharing,
particularly via the use of smart contracts. This philosophy, however, rarely
translates to equitable benefit sharing (Hawson 2020).

First, given the highly technical nature of blockchain’s constitutive
elements, a high level of technological literacy is required to truly understand
any such initiative, which lends a high level of opacity to blockchain despite its
tall claims of transparency. In the absence of such literacy, this decentralized
ledger may again become a tool in the hands of technocrats who dictate
how the code is designed and how it operates, often at the cost of certain
stakeholders, such as the communities and participants affected by such
projects (Oberhauser 2019).

Second, the technology and infrastructure required to participate in
blockchain initiatives are also mostly concentrated in developed countries
in the Global North, where access to capital, technology, and expertise is
more readily available. This creates a barrier to participation and benefits for
communities in the Global South (Ferraro and Agnes 2002).
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Third, the allocation of incentives and rewards is highly disproportional.
Rewards are generally in the form of cryptocurrencies or non-fungible
tokens. Recipients of these rewards, therefore, will generally need access
to suitable financial infrastructure to convert them into fiat currencies in
order for them to actually reap any real-world benefits—especially in the
relatively untouched, underdeveloped, fecund places in the Global South
(Oberhauser 2019). Further, the volatility of the crypto-markets renders
these cryptocurrency-based incentives a poor monetary substitute for local
communities.

Fourth, despite promises of decentralization, most such projects are
highly centralized and controlled by developers and investors. The white
papers are full of technobabble and jargon that conceal the true power
concentrations and control from the end users and affected communities. The
pseudonymity supported by most blockchain networks facilitates identity
obfuscation while making the identification of participants difficult. Many
such projects do not even have identifiable issuers, investors or developers,
leading to out-and-out opacity, as opposed to the gargantuan promises of
transparency in a decentralized network (Stevens 2019).

Ultimately, many of these blockchain projects reinforce the Global
North-South power asymmetries and operate within existing paradigms of
access and computational power. These claims falter as we critically analyse
the cost-benefit allocation of such initiatives and the covert monopolization
of powers in the hands of technocrats who use blockchain as a tool to facilitate
techno-colonial processes of computational capitalism.

Data-colonialism and Disaster Capitalism

Blockchain technology as a solutionist discourse continues to call upon the
techno-colonial philosophies of frontier investments. The data and resources
in developing and underexplored places in the Global South emerge as new
testing grounds for blockchain capitalists and investors. Unsurprisingly,
investors flock to these developing territories, raising concerns regarding the
true consequences of their initiatives.

Climate change initiatives and the humanitarian aid sector have
not remained unaffected by global neoliberal capitalism and neither has
blockchain technology. Hawson (2020) suggests that neoliberal capitalism
has not just contributed to climate-change-induced disasters but has also
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enabled the utilization of such crises as an opportunity to exploit the Global
South for data and resources. The political and neoliberal economic notions
that shape and inform blockchain technology also allow for the exploitation
of new territories and their resources (Jutel 2021).

Blockchain and cryptocurrency evangelists are attracted to such afflicted
and vulnerable regions for resource extraction and disaster capitalism.
Climate crises can create opportunities for certain investors and corporations
to exploit the same as a way to promote blockchain projects and solutions
that purport to address the problem, but instead divert focus from the root
issues to generate profit for those in control of the technology. For instance,
the 2017 Hurricane Maria that afflicted Puerto Rico stimulated the influx of
several crypto and blockchain enthusiasts into Puerto Rico under the guise
of humanitarian and aid-related projects. Consequently, several initial coin
offerings and blockchain-based projects sprang up, promising to help rebuild
the nation (Crandall 2019). However, despite claims of distribution and
universality, the controls of such projects are rarely vested with the locals.
Factors such as limited access and understanding of technology, digital
inequality, and so on preclude the locals from truly reaping the benefits of
such ambitious ventures. These solutions may indeed offer some benefits, but
it is equally possible that they may be leveraged to capitalize on the turmoil
and disarray caused by climate-related disasters, often exacerbating the very
problems they intend to resolve. It is indeed possible that some blockchain-
based initiatives may emerge as a ruse to leverage a region’s infrastructural
and economic disorder in the aftermath of a disaster, and the purported
solutions may disproportionately focus on creating a crypto-haven driven by
profiteering investors as opposed to meeting the pressing needs and interests
of the local population.

Further, climate change certainly has the potential to contribute to
disasters and, consequently, to human migration and vulnerability. In this
background, blockchain-based humanitarian and aid projects also stand
to perpetuate data colonialism. It is possible to extend the incumbent data
extraction policies to blockchain-based aid. While blockchain appears to be
decentralized, the reality is that the concentration of power often vests in
certain entities, effectively allowing those with such power to dictate how the
blockchain operates and how the data is used. This is particularly true in the
context of private blockchains, which limit access and control to a limited set
of participants. The organizations that control the blockchain, by extension,
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control the data of local populations, who may have little to no say in how
their data is collected, used, and stored or even understand the implications
of sharing the same.

For instance, the World Food Program uses a blockchain initiative,
‘Building Blocks’, for refugees in Jordan (Rugeviciute 2019; World Food
Programme Innovation n.d.). The project collects biometric data, such as iris
scans, for refugees and uses it to identify and distribute food supplies. While
the initiative has been a success in terms of food distribution, the collation
of such sensitive data on a shared ledger opens a Pandora’s box of risks. Such
personal and behavioural data in the wrong hands could lead to tremendous
risks for certain vulnerable populations (Madianou 2020). In a vacuum of
adequate regulation of blockchain technology, its privacy and data protection
implications remain suspect.

Countering Blockchain’s Crypto-colonialism

It is important to break away from the solutionism of blockchain and realize
that, despite the promises of decentralization and transparency, blockchain-
based climate justice initiatives are susceptible to the same colonial and
extractive processes as other centralized technological applications.
Taking ex-ante cognizance of the possible colonial consequences of the
financialization of climate justice initiatives based on blockchain technology
is imperative.

The alliance of climate with cryptocurrencies has, to some extent,
invariably led prioritization of crypto over climate. It is important to
realize that the development of the crypto markets in the past decade
has marked a shift from the ethos of a decentralized, disintermediated
space free of information asymmetry and has led to the re-emergence
of intermediaries, mining pools, and crypto whales with profit motives.
Exploring the idea of granularity, even within a decentralized ecosystem,
can help identify pockets of dominion within the same. It is necessary
for state and international organizations to recognize the surreptitious
imbalances of power and the entrenchment of inequity within such
technological platforms.

Particularly because of structural limitations in the enforcement of
blockchain regulation and policy in view of the immutability of blockchains,
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the development of any blockchain policy should focus not just on investor
and consumer protection, but redressal of the power imbalances that arise
and are perpetuated because of the possibility of financialization and
marketization of climate change initiatives.

Legal and regulatory frameworks can play a crucial role in mitigating
the risks associated with blockchain technology. By establishing rules
and standards that ensure transparency, accountability, and equitable
distribution of benefits, governments can help create a level playing field for
all stakeholders involved in blockchain-based initiatives, thereby reducing the
risk of unintended negative consequences and promoting more sustainable
and inclusive outcomes.

Moreover, resolving the inequalities and power asymmetry in the
context of blockchain-based climate change initiatives requires a nuanced
and collaborative approach that prioritizes inclusivity, capacity building, and
ethical and sustainable practices. To address the concentration of blockchain
technology expertise in the Global North, efforts must be made to build
capacity in developing countries. This can include providing training and
resources to individuals and organizations in developing countries to enable
them to not just participate in but comprehend blockchain-based climate
change initiatives.

It is crucial to ensure that the development and deployment of these
technologies are inclusive and equitable and that they do not contribute to
the exploitation of vulnerable communities or perpetuate existing colonial
structures. Integrating governance structures that are inclusive, transparent
reporting and a commitment to supporting projects that are locally owned
and managed may ensure that the benefits of these ‘green’ tokens or
blockchain-based climate change initiatives are distributed equitably across
different regions and stakeholders. As the saying goes, ‘Trust, but verify’. It is
important to verify the claims and actions of these projects and ensure that
they are truly making a positive impact on the environment and society as a
whole before being swept away by the narrative.

Conclusion
Blockchain evangelists claim that it is a disruptive technology that is likely

to change social, economic, political, and legal relationships. While it may
be possible, this chapter examines how blockchain-based climate initiatives
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operate within the incumbent techno-colonial frameworks and serve as tools
for extractive practices in the Global South.

Blockchain-based climate change initiatives, like any technological
solution, are not inherently neutral and can perpetuate existing power
imbalances and inequalities. The Global South is disproportionately affected
by infrastructural constraints pertaining to reliable internet access, digital
infrastructure, and computing power, thus widening the digital divide. The
hypothesis of accessibility, transparency, and distribution fails, as these
ventures operate within the existing paradigms of computational asymmetry,
digital divide, and inequitable cost-benefit allocation between the Global
North and South. Most blockchain-based climate change initiatives lead
to concentrations of power in the hands of a few stakeholders, while local
communities rarely get access to their benefits.

The mining/verification process of the blockchain (particularly in proof-
of-work blockchains) requires a large amount of computational power, which
leads to the use of massive amounts of electricity and the consumption of
natural resources such as metals, which are often extracted from the Global
South. Even so, blockchain projects that employ energy-efficient consensus
algorithms, such as proof of stake, may face the challenge of exacerbating the
concentration of power in the hands of affluent stakeholders. Communities
in the Global South, which are often marginalized and disproportionately
affected by inadequate infrastructure, may face significant barriers to
accessing and utilizing blockchain technologies, which may require
significant computational resources and technical expertise. These factors
could further exacerbate existing power imbalances and contribute to the
marginalization of these communities, ultimately limiting their ability
to engage in participatory decision-making processes and shape their own
futures.

Blockchain technology can further entrench data colonialism by
maintaining an immutable, transparent record of sensitive, personal, and
behavioural data of vulnerable climate refugees. Many countries in the
Global South lack the necessary legal frameworks to protect their citizens’
data, which could result in the data collected being controlled by companies
or governments in the Global North, leading to data colonialism.

It is, therefore, necessary to question the solutionist discourse surrounding
blockchain in favour of a more critical approach in order to ascertain the
true impact of any blockchain for climate projects. The financialization
of climate change in the crypto-economy runs a high risk of prioritizing
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crypto over climate. Therefore, it is essential to consider the potential social
and economic implications of energy-friendly blockchain technologies
and ensure that their deployment is accompanied by measures to promote
equity, inclusivity, and community participation before getting swept away
by the blockchain wave.
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