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Abstract

In this paper, the authors analyze the Gaudry–Hess–Smart (GHS)
Weil descent attack on the elliptic curve discrete logarithm prob-
lem (ECDLP) for elliptic curves defined over characteristic two fi-
nite fields of composite extension degree. For each such fieldF2N ,
N ∈ [100, 600], elliptic curve parameters are identified such that:
(i) there should exist a cryptographically interesting elliptic curveE

overF2N with these parameters; and (ii) the GHS attack is more effi-
cient for solving the ECDLP inE(F2N ) than for solving the ECDLP
on any other cryptographically interesting elliptic curve overF2N .
The feasibility of the GHS attack on the specific elliptic curves is ex-
amined overF2176,F2208,F2272,F2304 andF2368, which are provided as
examples in the ANSI X9.62 standard for the elliptic curve signature
scheme ECDSA. Finally, several concrete instances are provided of
the ECDLP overF2N , N composite, of increasing difficulty; these
resist all previously known attacks, but are within reach of the GHS
attack.

1. Introduction

Let E be an elliptic curve defined over a finite fieldK = F2N . The elliptic curve discrete
logarithm problem (ECDLP) inE(K) is as follows: givenE, P ∈ E(K), r = ord(P )and
Q ∈ 〈P 〉, find the integerλ ∈ [0, r − 1] such thatQ = λP . We writeλ = logP Q. The
ECDLP is of interest because its apparent intractability forms the basis for the security of
elliptic curve cryptographic schemes.

The elliptic curve parameters have to be carefully chosen in order to circumvent some
known attacks on the ECDLP. We say that an elliptic curveE overF2N is cryptographically
interestingif: (i) #E(F2N ) is almost prime (that is, #E(F2N ) = rd, wherer is prime
andd ∈ {2, 4}) in order to provide maximum resistance to the Pohlig–Hellman [28] and
Pollard’s rho [29,26] attacks; and (ii)r does not divide 2Nj − 1 for eachj ∈ [1, J], where
J is large enough so that it is computationally infeasible to find discrete logarithms inF2NJ

– in order to resist the Weil pairing [24] and Tate pairing [11] attacks.
Frey [10] first proposed using Weil descent as a means to reduce the ECDLP in elliptic

curves overF2N to the discrete logarithm problem in an abelian variety over a proper subfield
F2l of F2N . Frey’s method, which we refer to as theWeil descent attack methodology, was
further elaborated by Galbraith and Smart [13]. In 2000, Gaudry, Hess and Smart (GHS) [17]
showed how Frey’s methodology could be used (in most cases) to reduce any instance of the
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ECDLP to an instance of the discrete logarithm problem in the Jacobian of a hyperelliptic
curve overF2l . Since subexponential-time algorithms for the hyperelliptic curve discrete
logarithm problem (HCDLP) are known, this could have important implications for the
security of elliptic curve cryptographic schemes.

The GHS attack was analyzed in [17,23]. It was proven to fail forall cryptographically
interesting elliptic curves overF2N , whereN ∈ [160, 600] is prime. In other words, the
hyperelliptic curvesC that are produced either have genus too small (whenceJC(F2) is too
small to yield any non-trivial information about the ECDLP inE(F2N )), or have genus too
large (g> 216− 1, whence the HCDLP inJC(F2) is infeasible). The purpose of this paper
is to investigate the applicability of the GHS attack on the ECDLP for cryptographically
interesting elliptic curves overF2N for compositeN ∈ [100, 600].

The remainder of this paper is organized as follows. Section2 provides a brief introduc-
tion to the relevant theory of hyperelliptic curves. The GHS Weil descent attack is outlined
in Section3, and an overview of the best methods known for solving the ECDLP and
HCDLP is given in Section4. Our analysis of the applicability of the GHS attack on the
ECDLP over characteristic two finite fields of composite extension degree is presented in
Section5. In Section6, a detailed analysis is presented of the feasibility of the GHS attack
on certain elliptic curves specified in the ANSI X9.62 standard. Section7 lists some ECDLP
‘challenges’ of increasing difficulty, which should resist all previously known attacks, but
which are within reach of the GHS attack. Our conclusions are stated in Section8.

2. Hyperelliptic curves

We provide a brief overview of the theory of hyperelliptic curves, relevant to this paper.

2.1. Hyperelliptic curves

Let k = Fq denote the finite field of orderq. The algebraic closureof Fq is k =⋃
n>1 Fqn . A hyperelliptic curveC of genusg overk is defined by a non-singular equation

v2+ h(u)v = f (u), (1)

whereh, f ∈ k[u], degf = 2g + 1, and degh 6 g. Let L be an extension field ofk. The
set ofL-rational pointsonC is C(L) = {(x, y) : x, y ∈ L, y2+ h(x)y = f (x)} ∪ {∞}.
The oppositeof P = (x, y) ∈ C(L) is P̃ = (x,−y − h(x)); we also definẽ∞ = ∞.
Note thatP̃ ∈ C(L). Except for the caseg = 1 (since a genus 1 hyperelliptic curve is
precisely an elliptic curve), there is no natural group law on the set of pointsC(L). Instead,
one considers the Jacobian ofC overk, which is a finite group.

2.2. The Jacobian of a hyperelliptic curve

The setD0 of degree zero divisorsof C is the set of formal sums
∑

P∈C(k) mP P , where

mP ∈ Z,
∑

mP = 0, and only a finite number of the values ofmP are non-zero.D0 is a
group under the addition rule∑

mP P +
∑

nP P =
∑

(mP + nP )P .

Let σ : k → k be theFrobenius mapdefined byx 7→ xq . The mapσ extends toC(k) by
(x, y) 7→ (xσ , yσ ) and∞σ 7→ ∞, and toD0 by

∑
mP P 7→ ∑

mP P σ . The set of zero
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divisors defined overk is

D0
k = {D ∈ D0 : Dσ = D}.

Thefunction fieldof C overk, denotedk(C), is the field of fractions of the integral domain
of polynomial functionsk[u, v]/(v2 + h(u)v − f (u)). For z ∈ k(C), thedivisor of z is
div(z) =∑P∈C(k) vP (z)P , wherevP (z) denotes the multiplicity ofP as a root ofz. Now

the set Prink = {div(z) : z ∈ k(C)} is a subgroup ofD0
k . TheJacobianof C (overk) is the

quotient groupJC(k) = D0
k/Prink.

2.3. Properties of the Jacobian

JC(k) is a finite group. A theorem of Weil’s implies that

(
√

q − 1)2g 6 #JC(k) 6 (
√

q + 1)2g. (2)

If D1 and D2 are in the same equivalence class of divisors inJC(k), we write D1 ∼
D2. Each equivalence class has a unique divisor inreduced form– that is, a divisor∑

P 6=∞mP P − (
∑

P 6=∞mP )∞ satisfying: (i)mP > 0 for all P ; (ii) if mP > 1 and

P 6= P̃ , thenmP̃ = 0; (iii) mP is equal to 0 or 1 ifP = P̃ ; and (iv)
∑

mP 6 g. Such
a reduced divisorD can be uniquely represented by a pair of polynomialsa, b ∈ k[u],
where: (i) degb < dega 6 g; (ii) a is monic; and (iii)a|(b2 + bh − f ). We write
D = div(a, b) to mean thatD = gcd(div(a), div(b − v)), where the gcd of two divi-
sors

∑
P 6=∞mP P − (

∑
P 6=∞mP )∞ and

∑
P 6=∞ nP P − (

∑
P 6=∞ nP )∞ is defined to be∑

P 6=∞min(mP , nP )P − (
∑

P 6=∞min(mP , nP ))∞. Thedegreeof D is dega. Cantor’s
algorithm [4,22] can be used to compute the sum of two reduced divisors efficiently, and
to express the sum in reduced form.

2.4. Artin’s bound

In the above, we considered only theimaginaryform of a hyperelliptic curve, and not the
real form, for which deg(f )= 2g+2 in the defining equation (1). LetC be a hyperelliptic
curve (real or imaginary) of genusg overk = Fp with p an odd prime. Thenh = 0 in (1).
Artin [3] showed that

#JC(k) =
{∑2g

ν=0 τν, if degf = 2g + 1;
−∑2g+1

ν=1 ντν, if degf = 2g + 2.

Here,τν =∑degF=ν [f/F ], where the summation is over all degree-ν monic polynomials
F ∈ Fp[u] coprime tof , and[f/F ] is the polynomial Legendre symbol. We trivially
have|τν | 6 pν , and Artin showed that|τν | 6 pg (0 6 ν 6 2g) if degf = 2g + 1,
and τ2g+1 = −pg and |τν | 6 2pg (1 6 ν 6 2g) if degf = 2g + 2. These results
can be extended to the casek = Fq , whereq = pl andp is prime, by replacing the Artin
characterχ(F ) = [f/F ] by the general quadratic character. That is, for a monic irreducible
polynomialF ∈ Fq [u] coprime tof , let χ(F ) be equal to 1 or−1, depending on whether
the equationv2 + h(u)v ≡ f (u) (mod F(u)) has a solutionv (mod F(u)), or not. It
follows that

#JC(k) 6
{

gqg +∑g

ν=0 qν, if degf = 2g + 1;(
(2g + 1)2− g(g + 1)

)
qg +∑g

ν=1 νqν, if degf = 2g + 2.
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Since over constant fields of characteristic two the real case is strictly more general than
the imaginary case (see [27]), we work with

B2 :=
(
(2g + 1)2− g(g + 1)

)
qg +

g∑
ν=1

νqν (3)

as an upper bound on the cardinality of the Jacobian. Notice that the largerq is, the larger
is the smallest genusg for which the Artin boundB2 is indeed smaller than the Hasse–Weil
upper bound

B1 := (
√

q + 1)2g. (4)

3. Weil descent attack

Let l andn be positive integers, and letN = ln. Letq = 2l , and letk = Fq andK = Fqn .
Consider the (non-supersingular) elliptic curveE defined overK by the equation

E : y2+ xy = x3+ ax2+ b, a ∈ K, b ∈ K∗.

Gaudry, Hess and Smart [17] showed how Weil descent can be used to reduce the ECDLP
in E(K) to a discrete logarithm problem in the JacobianJC(k) of a hyperelliptic curveC
defined overk. One first constructs the Weil restrictionWE/k of scalars ofE, which is an
n-dimensional abelian variety overk. Then,WE/k is intersected withn− 1 hyperplanes to
eventually obtain the hyperelliptic curveC from an irreducible reduced component in the
intersection. We call their reduction algorithm, together with the fastest known algorithm
for solving the hyperelliptic curve discrete logarithm problem (see Subsection4.2), theGHS
attackon the ECDLP. The following theorem is proved in [17].

Theorem 1 (Gaudry, Hess and Smart [17]). Letq = 2l , and let

E : y2+ xy = x3+ ax2+ b

be an elliptic curve defined overK = Fqn . Letσ : K → K be the Frobenius automorphism
defined byα 7→ αq , and letbi = σ i(b) for 0 6 i 6 n − 1. Let themagic number forE
relative ton be

m = m(b) = dimF2

(
SpanF2

{(
1, b

1/2
0

)
,
(
1, b

1/2
1

)
, . . . ,

(
1, b

1/2
n−1

)})
. (5)

Assume that

n is odd, or m(b) = n, or TrK/F2(a) = 0. (6)

Then the GHS reduction constructs an explicit group homomorphism

φ : E(Fqn)→ JC(Fq), (7)

whereC is a hyperelliptic curve defined overFq of genusg equal to2m−1 or 2m−1− 1.

Remark 2 (solving ECDLP instances in E(Fqn)). Assume now that #E(Fqn) is almost
prime; that is, #E(Fqn) = rd, wherer is prime andd is small. In [17] it is argued that it is
highly unlikely that the kernel ofφ will contain the subgroup of orderr of E(Fqn) unless
E is defined over a proper subfield ofFqn containingFq . Thus,φ can be used to reduce
instances of the ECDLP in〈P 〉, whereP is a point of orderr in E(Fqn), to instances of the
HCDLP inJC(Fq). In other words, givenP, Q ∈ 〈P 〉, then logP Q = logφ(P ) φ(Q).
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Remark 3 (efficiency of determining C and computing φ). The running-time com-
plexity of the algorithm presented in [17] for finding the defining equation ofC and for
computingφ has not been determined. However, ifng is relatively small, sayng 6 1000, our
extensive experiments suggest that Hess’s KASH implementation [18,6] of the algorithm
takes at most a few hours on a workstation.

Formula (5) was analyzed in [23], and Theorem5 below was obtained. We first need to
define thetypeof an element ofFqn .

Definition 4. Let n = 2en1, wheren1 is odd. Leth = 2e andxn − 1 = (f0f1 · · · fs)
h,

wheref0 = x−1 and thefi are distinct irreducible polynomials overF2 with deg(fi) = di

and 1= d0 < d1 6 d2 6 · · · 6 ds . For b ∈ Fqn , let Ordb(x) be the unique polynomial
f ∈ F2[x] of least degree such thatf (σ)b = 0; we have Ordb(x)|(xn − 1). For each
i ∈ [0, s], let ji be the largest power offi that divides Ordb(x). Thetypeof b is defined to
be(j0, j1, . . . , js).

Theorem 5 (see[23]). Letb ∈ Fqn have type(j0, j1, . . . , js).

(i) Thenm(b) =∑s
i=0 jidi + c, wherec = 1 if j0 = 0, andc = 0 if j0 6= 0.

(ii) The number of elementsb ∈ Fqn of type(j0, j1, . . . , js) is

s∏
i=0,ji 6=0

(
qjidi − q(ji−1)di

)
.

Lemma6 asserts that condition (6) of Theorem1 can be weakened.

Lemma 6. LetE/Fqn be an elliptic curve defined by the equationy2+xy = x3+ax2+b,
whereb ∈ Fqn has type(j0, j1, . . . , js). In Theorem1, condition(6) can be replaced by
the following, weaker, condition:

n is odd, or j0 = 2e, or TrK/F2(a) = 0. (8)

Proof. Observe first that ifn is even andm(b) = n, thenb must be of type(2e, . . . , 2e),
so thatj0 = 2e. Thus, (6) indeed implies (8).

Now, let f = (x − 1)c
∏s

i=0 fi
ji , wherec = 1 if j0 = 0, andc = 0 if j0 6= 0. (This

function has to replace the functionf incorrectly defined in [17, Proof of Lemma 11].)
Let h = (xn − 1)/f . From [17, Proof of Lemma 11] it follows that Theorem1 is true if
TrK/F2(a) = 0 or TrK/F2(a) + h(1) = 0. Thus, if TrK/F2(a) = 1, Theorem1 is true if
h(1)= 1. Sincexn − 1= (xn1 − 1)2

e = (x − 1)2
e · k̃ with k̃(1)= 1, we haveh(1)= 1 if

and only if(x − 1)2
e

dividesf . Since the latter is true if and only ifn is odd orj0 = 2e,
the lemma is established.

The following equivalent formulation, which has been adapted from [33], is also useful.

Lemma 7. Condition(8) is equivalent to the following condition:

gcd

(
xn − 1

lcm(Ordb(x), x − 1)
, x − 1

)
= 1 or TrK/F2(a) = 0. (9)

Proof. LetH(x) = gcd((xn − 1)/(lcm(Ordb(x), x − 1), x−1)). We show thatH(x) = 1
if and only if n is odd orj0 = 2e. If n is odd, thenx − 1 exactly dividesxn − 1, and thus
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H(x) = 1. Now assume thatn is even. Thenn = 2en1 with n1 odd ande > 1. Leth = 2e.
Since Ordb(x) dividesxn − 1 andxn − 1= (f0f1 · · · fs)

h, we have

H(x) = 1⇐⇒ (x − 1) -
xn − 1

lcm(Ordb(x), x − 1)

⇐⇒ f0
h‖Ordb(x)

⇐⇒ j0 = h.

This completes the proof.

There are 2N+1−2 isomorphism classes of elliptic curves overF2N with representatives
y2 + xy = x3 + b andy2 + xy = x3 + ax2 + b, whereb ∈ F∗

2N anda ∈ F2N is a fixed
element with TrF2N /F2(a) = 1. The numberI of isomorphism classes of elliptic curves
overF2N with a given magic numberm relative ton and satisfying (8) can be efficiently
computed using the following lemma.

Lemma 8. Let n, m ∈ [1, n] be fixed. Letci,j = qjdi − q(j−1)di for 0 6 i 6 s and
1 6 j 6 h. Let

F0(z) =
{

2(z+∑h
j=1 c0,j z

j ), if n is odd;
z+∑h−1

j=1 c0,j z
j + 2c0,hz

h, if n is even.

LetFi(z) = 1+∑h
j=1 ci,j z

jdi for 1 6 i 6 s, and letF(z) = F0(z)
∏s

i=1 Fi(z). Then the
number of isomorphism classes of elliptic curves overF2N with magic numberm relative
to n and satisfying(8) is I = [zm]F(z), where ‘[ ]’ denotes the coefficient operator.

Proof. This follows immediately from Theorem5 and Lemma6.

In Section5, we shall be interested in cryptographically interesting elliptic curves that
have a magic numberm relative ton. For certain pairs(n, m), some (or even all) of the elliptic
curves that have a magic numberm relative ton should be eliminated from consideration
because they are defined over a proper subfieldFqµ of Fqn (with qµ > 8), in which case
#E(Fqµ) is a non-trivial factor of #E(Fqn), whenceE is not cryptographically interesting.
Such subfield curves can be identified by the following result.

Lemma 9. LetE/Fqn be an elliptic curve defined by the equationy2+xy = x3+ax2+b,
and suppose that(9) holds. Letµ be the smallest divisor ofn such thatOrdb(x) divides
xµ − 1 overF2. ThenE is isomorphic to an elliptic curve defined overFqµ .

Proof. By assumption, we haveσµ(b)− b = 0; that is,bqµ = b. Therefore,b ∈ Fqµ , and
(because of the minimality ofµ) b is not contained in a proper subfield ofFqµ . Now, if
n/µ is odd, there exists an elementc ∈ Fqµ such that TrK/F2(c) = 1. Therefore, both for
TrK/F2(a) = 0 and for TrK/F2(a) = 1, there exists a curve isomorphic toE that is defined
overFqµ but not over any proper subfield ofFqµ . On the other hand, ifn/µ is even, thenµ
dividesn/2 andxµ − 1 dividesxn/2 − 1. Since lcm(Ordb(x), x − 1) dividesxµ − 1, this
implies that gcd((xn − 1)(lcm(Ordb(x), x − 1)), x − 1) = x − 1, so that by (9) we have
TrK/F2(a) = 0. Again, it follows that there exists a curve isomorphic toE that is defined
overFqµ but not over any proper subfield ofFqµ .

Corollary 10. Let E/Fqn be an elliptic curve defined by the equationy2 + xy = x3 +
ax2+ b, and suppose that(9) holds. ThenE is isomorphic to an elliptic curve defined over
a proper subfieldFqµ of Fqn if and only ifOrdb(x) dividesxµ − 1 for some proper divisor
µ of n.
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If n is an odd prime, we have the following theorem.

Theorem 11 (see[23]). Letn be an odd prime, lett be the multiplicative order of2modulo
n, and lets = (n− 1)/t . Then the following statements hold.

(i) xn − 1 factors overF2 as (x − 1)f1f2 · · · fs , where the functionsfi are distinct
irreducible polynomials of degreet .

(ii) The smallest admissible value ofm(b) greater than1 is m(b) = t + 1.

(iii) Letσ : Fqn → Fqn be the Frobenius map defined byx 7→ xq . Define

B = {b ∈ Fqn \ Fq : (σ − 1)fi(σ )(b) = 0 for some1 6 i 6 s
}
,

and leta ∈ Fqn be an element of trace1. Then for allb ∈ B, the elliptic curves
y2 + xy = x3 + b andy2 + xy = x3 + ax2 + b havem(b) = t + 1. Furthermore,
no elementb ∈ Fqn \ B hasm(b) = t + 1.

(iv) The cardinality of the setB is qs(qt − 1).

4. Algorithms for the ECDLP and HCDLP

4.1. ECDLP

Let E/F2N be a cryptographically interesting elliptic curve, and letr be the large prime
divisor of #E(F2N ). Then Pollard’s rho algorithm [29, 15, 34] for solving the ECDLP in
the subgroup of orderr of E(F2N ) has an expected running time of(

√
πr)/2 elliptic curve

additions. SinceE is cryptographically interesting,r ≈ 2N−1 (taking into account that there
is always a cofactor at least 2). We henceforth use(

√
π2N−1)/2 to express the running time

of Pollard’s rho algorithm. Note that the algorithm can be effectively parallelized (see [26]),
so that its expected running time on a network ofS processors is(

√
π2N−1)/(2S).

4.2. HCDLP

Let C be a genusg hyperelliptic curve overk = Fq . The HCDLP is the following: given
C, D1 ∈ JC(k), r = ord(D1), andD2 ∈ 〈D1〉, find the integerλ ∈ [0, r − 1] such that
D2 = λD1. We shall assume thatr is prime.

Definition 12 (Enge–Gaudry algorithm). We describe the Enge–Gaudry (EG) index-
calculus algorithm [16, 8] for the HCDLP. A reduced divisorD = div(a, b) ∈ JC(k) is
called aprime divisor if a is irreducible overk. Each reduced divisorD = div(a, b) ∈
JC(k) can be expressed as a sum of prime divisors as follows: ifa = a

e1
1 a

e2
2 · · · aeL

L is

the factorization ofa into monic irreducibles overk, thenD =∑L
i=1 ei div(ai, bi), where

bi = b modai for all i ∈ [1, L]. Such aD is said to bet-smoothif max{degai} 6 t .
In the Enge–Gaudry algorithm, asmoothness boundt is first chosen. Next, thefactor

base{P1, P2, . . . , Pw} is constructed: for each prime divisorD = div(a, b) of degree less
than or equal tot , exactly one ofD and−D is included in the factor base. Then, a random
walk (á la Teske [32]) is performed in the set of reduced divisors equivalent to divisors of
the formαD1 + βD2 and thet-smooth divisors encountered in this walk are stored; each
t-smooth divisor yields a relationαiD1 + βiD2 ∼ Ri =∑j eijPj . Whenw + 5 different
relations have been found, one can find by linear algebra modulor a non-trivial linear
combination w+5∑

i=1

γi(ei1, ei2, . . . , eiw) = (0, 0, . . . , 0).
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Thus
∑w+5

i=1 γiRi = 0, whence∑
γi(αiD1+ βiD2) = 0 and logD1

D2 = −
(∑

γiαi

)/(∑
γiβi

)
mod r.

4.3. Analysis

The EG algorithm has a subexponential-time running time of

O
(
exp

((√
2+ o(1)

)√
logqg log logqg

))
bit operations forg/ logq → ∞. The following non-asymptotic analysis of the running
time for the relation-gathering stage was given in [20]. A good approximation for the number
Al of prime divisors of degreel in the factor base is

Al ≈ 1

2

(
1

l

∑
d|l

µ
( l

d

)
qd

)
, (10)

whereµ is the Möbius function. The factor base sizew is therefore well approximated by

F(t) =
t∑

l=1

Al = 1

2

t∑
l=1

(
1

l

∑
d|l

µ
( l

d

)
qd

)
. (11)

By [20, Lemma 2], the number oft-smooth reduced divisors inJC(k) is

M(t) =
g∑

i=1

(
[xi]

t∏
l=1

(
1+ xl

1− xl

)Al
)

, (12)

where ‘[ ]’ denotes the coefficient operator. Under the heuristic assumption that the propor-
tion of t-smooth divisors in〈D1〉 is the same as the proportion oft-smooth divisors in the
full groupJC(k), the expected number of random-walk iterations before at-smooth divisor
is encountered is

E(t) = #JC(k)/M(t). (13)

Finally, the expected number of random-walk iterations beforeF(t)+ 5 relations are gen-
erated is

T (t) = (F (t)+ 5)E(t). (14)

The system of sparse linear equations can be solved using Lanczos’s algorithm [5]. A
good estimate for the expected running time isα(F (t)+5)2 arithmetic operations modulon,
whereα is the average number of non-zero coefficients in an equation. Sinceα 6 g, the
approximation

L(t) = F(t)2 (15)

that we will use henceforth for the running time of the linear algebra stage is a reasonably
good one.

5. Analysis

For each compositeN ∈ [100, 600], we determine and compare the running times of
the GHS attack and Pollard’s rho method for solving the ECDLP in (potentially) crypto-
graphically interesting elliptic curves overF2N .
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Algorithm 13determines the elliptic curve parameters (in terms ofn, m andg) such that:

(i) there should exist (see Remark21) a cryptographically interesting elliptic curveE
overF2N with these parameters; and

(ii) the GHS attack is more efficient for solving the ECDLP inE(F2N ) than for solving
the ECDLP on any other cryptographically interesting elliptic curve overF2N .

5.1. Cases of Algorithm13

Three cases are considered.

Case1. The first case, denoted by EG1, considers only GHS attack parameters where the
factor base has size at most 107 ≈ 223. Solving sparse linear systems of this dimension
is on the edge of what is considered feasible today [21]. Thus the EG1 running times are
restricted to ECDLP instances where the linear algebra stage of the GHS attack is feasible
today.

If the numberA1 of degree-one divisors is greater than 107 for some hyperelliptic curve
of genusg overF2l , then, in order to achieve a factor base size less than or equal to 107, the
Enge–Gaudry algorithm could be modified by selecting the factor base to consist of only
a proportion 1/εof all prime divisors of degree 1; see [17]. However, the expected time
to find a smooth divisor will be increased by a factor ofεg. We therefore decided not to
consider this modification in our analysis.

Case2. The second case, denoted by EG2, places no restriction on the factor base size,
nor does it take into account the running time of the linear algebra stage when selecting the
optimal elliptic curve parameters. Listing EG2 running times is important, because they will
become relevant should faster algorithms be discovered for solving sparse linear systems.

Case3. The third case, denoted by EG3, places no restriction on the factor base size, but
doesconsider the running time of the linear algebra stage when selecting the optimal elliptic
curve parameters.

5.2. Running times

We express the running time for Pollard’s rho method in terms of elliptic curve operations.
For the EG1 and EG2 cases, the running times for the GHS attack are expressed in terms of
random-walk iterations in the Jacobian of the hyperelliptic curve. We do not consider the
different bit-complexities of operations for elliptic and hyperelliptic curves, since these are
expected to be roughly the same. For the running time of the GHS attack in the EG3 case,
both the number of random-walk iterations and the number of steps in the linear algebra
stage are considered. Comparing the running times of the two stages is problematic because
of the different bit-complexities for the basic operations involved and because, unlike the
linear algebra stage, the random-walk stage can be easily parallelized on a large distributed
system of computers, since the individual processors do not have to communicate with each
other. Nevertheless, for the sake of concreteness, we select GHS attack parameters in the
EG3 case, so that the maximum of the running times of the two stages is minimized. As
was justified in Remark3, we can ignore the time spent on mapping the ECDLP instance
to a HCDLP instance in each of the EG1, EG2 and EG3 cases.
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Algorithm 13 (finding optimal GHS attack parameters).
Input: N , ‘EG1’ or ‘EG2’ or ‘EG3’.
Output: Parametersn, m andg, for which there should exist a cryptographically interesting
elliptic curve overF2N whose ECDLP is most easily solved with the GHS attack; optimal
smoothness boundt ; (estimated) factor base sizeF ; (estimated) expected running timeT

in terms of random-walk iterations; and, in the EG3 case, (estimated) maximumTM of the
running times of the random-walk and linear algebra stages.

1. For all divisorsn > 2 of N , do the following.

(a) Setl←N/n andq←2l .
(b) { For EG1: The 107 bound on the factor base size must be violated ifA1 =

2l−1 > 107. }
Case EG1: Ifl > 25, then setTn←∞ and go to step 1.

(c) Writen = n1h whereh = 2e andn1 is odd.
(d) { Find the irreducible factors ofxn1 − 1 overF2 and their degrees. }

Factorxn1−1= f0(x)f1(x) · · · fs(x), where thefi are irreducible overF2, and
where 1= d0 6 d1 6 d2 6 · · · 6 ds , wheredi = deg(fi).

(e) { Compute a lower boundm′ on the magic numberm relative ton that yields a
large enough Jacobian (see Remark14). }
Form′ = 2, 3, . . . , n, do the following.
(i) Setg←2m′−1− 1. ComputeB1 andB2 as defined in (4) and (3).

(ii) If min {log2 B1, log2 B2} > N − 3, then go to step 1(f).

(iii) Set g←2m′−1. ComputeB1 andB2 as defined in (4) and (3).
(iv) If min {log2 B1, log2 B2} > N − 3, then go to step 1(f).

(f) { Find the smallest admissible magic numberm relative ton (see Theorem5). }
Form = m′, m′ + 1, . . . , n, do the following.
If m can be written in the form

∑s
i=0 diji with 0 6 ji 6 h, j0 > 1, then:

{ Determine if there are any elliptic curves having magic numberm relative
to n that arenot defined over a proper subfieldFqµ of Fqn (see Remark15).
}
For each expressionm = ∑s

i=0 diji with 0 6 ji 6 h, j0 > 1, do the
following.
(i) Let f (x) =∏s

i=0 fi(x)ji .
(ii) Let µ be the smallest divisor ofn such thatf (x) dividesxµ − 1.

(iii) If µ = n, then go to step 1(g).
(g) If m > m′, then setg←2m−1− 1.
(h) { If the size of the Jacobian is not too large (that is, ifgl 6 4096; see Remark16),

then find the optimum smoothness boundt for the Enge–Gaudry algorithm using:
(11) to estimate the factor base sizeF(t),
(13) to estimate the expected running timeE(t) to find a smooth divisor with
#JC(Fq) = 2gl ,
(14) to estimate the expected running timeT (t) of the random-walk stage, and
(15) to estimate the running timeL(t) of the linear algebra stage. }
If gl > 4097, then setTn←∞.
Else:
(i) Case EG1: setS←{1 6 t 6 120 : F(t) 6 107}.

Case EG2 or EG3: setS←{1,2, . . . , 120}.
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(ii) Case EG1 or EG2: lett be the index inS that minimizesT (t).
Case EG3: lett be the index inS that minimizesTM(t) = max{T (t), L(t)}.

(iii) Set mn←m; gn←g; tn←t ; Fn←F(tn).
Case EG1 or EG2: setTn←T (tn).
Case EG3: setTn←TM(tn).

2. If Tn = ∞ for all n, output ‘gl > 4097 for alln’.
Else, letnbe the index for whichTn is a minimum, and output ‘(n, mn, gn, tn, Fn, Tn)’.

5.3. Explanations of some steps of Algorithm13

Remark 14 (lower bound on log2 B1 and log2 B2). If we restrict our attention to cryp-
tographically interesting elliptic curvesE overF2N with #E(F2N ) = dr, whered ∈ {2, 4}
andr is prime, then

r > #E(F2N )/4 > (2N/2− 1)2/4 > 2N−1/4 = 2N−3, for N > 4.

Thus, if the hyperelliptic curveC over Fq generated by the GHS reduction has genusg,
then by (3) and (4) a necessary condition forJC(Fq) to have a subgroup of orderr is
min(B1, B2) > #JC(Fq) > 2N−3.

Remark 15 (elimination of subfield curves). There are some(N, l, g) parameters for
which elliptic curves overF2N with parameters(l, g) do exist, but none of these is crypto-
graphically interesting. For example, ifN = 160, the ECDLP is most easily solved with
the GHS attack if(n, l, m, g) = (8,20, 4, 8). Then, for the attack to work (see Lemma6,
condition (8)), we need TrK/F2(a) = 0; that is, without loss of generality,a = 0. Now,
consider an elliptic curveE : y2 + xy = x3 + b overF2160 that yields the magic number
m = 4 on performing the GHS attack withn = 8. We havexn − 1= (x − 1)8, and hence
(σ − 1)4b = 0 whereσ : F2160→ F2160 is defined byα 7→ α220

. That is,b ∈ F280, which
implies that #E(F280) divides #E(F2160). HenceE is not cryptographically interesting. The
next easiest instance of an ECDLP overF2160 for which a cryptographically interesting
curve can exist is(n, l, m, g) = (20, 8,6,31). Such a phenomenon always occurs when
(n, m) = (8,4) are the GHS parameters for which the ECDLP is most easily solved, which
is the case forN = 176,184, 192 and many otherN divisible by 8. But also forN = 224,
where(n, m) = (32, 6)would be best, we find that #E(F256) must divide #E(F2224) for any
elliptic curve with these parameters. Another example isN = 304, where(n, m) = (16,5)

would be optimal; here we find that #E(F2304) must be divisible by #E(F2152). Corollary10
is therefore used in step 1(f) of Algorithm13to eliminate from consideration elliptic curves
defined over a proper subfieldFqµ of Fqn . Note that step 1(f) does not exclude elliptic
curvesE defined over proper subfields ofFqn not containingFq . However, we expect that
such elliptic curves will be uniformly distributed among the classes of curves identified by
Ordb(x) (relative to the Frobenius mapα 7→ αq ), so they will not significantly affect the
countsI of potentially cryptographically interesting elliptic curves having a certain magic
numberm relative ton.

Remark 16 (the restriction that gl 6 4096). For g > 4097, we were unable to com-
pute the expected running time of EG1, EG2 or EG3 because of computational limitations
when computing the Taylor series expansions needed to evaluateM(t) (see formula (12)).
We therefore ignore all instances(n, l, g) wheregl > 4097. Notice that in this case the

137https://doi.org/10.1112/S1461157000000723 Published online by Cambridge University Press

https://doi.org/10.1112/S1461157000000723


Analysis of the GHS Weil descent attack

JacobianJC(Fq) has size at least 24097, whence any (cryptographically interesting) HCDLP
instance inJC(Fq) is infeasible using the known index-calculus algorithms. In particular,
if l = 1 andg = 4095, the smallest running time for EG2 is obtained witht = 120, and
amounts to≈ 2307 random-walk iterations, which is more than the expected number of
elliptic curve operations using Pollard’s rho method forN = 600.

5.4. Analysis

The outputs of Algorithm13 with compositeN ∈ [100, 600] as inputs are listed in
Appendix A. For the purposes of illustration, a small excerpt from this table is given in
Table1. In these tables, the entries forF , T , TM andρ are thelogarithms(base 2, rounded
to the nearest integer) of the factor base sizeF(t), the expected numberT (t) of random-
walk iterations in the Enge–Gaudry algorithm, the maximumTM(t) of T (t) andL(t), and
the number of elliptic curve operations in Pollard’s rho method, respectively.D1 andD2
denote the differencesρ−T (if positive) for EG1 and EG2, respectively, whileD3 denotes
the differenceρ−TM (if positive) for EG3.I denotes the logarithm (base 2, rounded) of the
number of isomorphism classes of elliptic curves which have a magic numberm relative to
n satisfying (8), and which are not defined over a proper subfieldFqµ of Fqn . If for someN

data is given for EG2 or EG3 but not for EG1, we are in the situation thatgl > 4097 for all
divisorsl 6 24 ofN (such as forN = 164 and 166 in Table1). If for someN data is given
for none of EG1, EG2 or EG3, we are in the situation thatgl > 4097 for alll dividing N

(such as forN = 169 in Table1).

Remark 17 (further limitations of our analysis). Our analysis yields the same run-
ning times whenever(g, l) are the same, independently ofN (for example,T = 59 when
(g, l) = (15,20) for bothN = 160 andN = 280 in the EG1 case; seeAppendix A). This is
because the running time of the Enge–Gaudry algorithm is computed under the assumption
that #JC(Fq) ≈ qg = 2gl . However, we expect that #JC(Fq) will be divisible only by
the large prime that divides #E(Fqn). Hence ifgl � N , it may well be the case that the
Jacobian obtained from Weil descent is much smaller in size thanqg, which would then
lead to a significantly smaller valueE(t) = #JC(k)/M(t), and hence also to a significantly
smaller running timeT (t). This observation is particularly meaningful wherel = 1, in
which case the Hasse–Weil lower bound(

√
2− 1)2g 6 #JC(F2) is trivial. For example,

if (l, g) = (1,511), we haveT = 2105 for EG1 for N = 170, 465,508,510 and 511.
Thus, caution must be exercised when interpreting our data for thoseN wheregl � N .
Nevertheless, ifgl ≈ N , our running-time estimates are precise.

Remark 18 (success of the GHS attack). There are some compositeN ∈ [160, 600]
for which the GHS attack succeeds onsomecryptographically interesting elliptic curves
over F2N . That is, Pollard’s rho algorithm is infeasible for solving the ECDLP on such
curves, and the GHS attack is successful in reducing instances of the ECDLP on these
curves to instances of the HCDLP that are solvable using known algorithms and existing
computer technology. Examples of suchN are 161,180, 186,217,248,300 (see Section7).

For many other compositeN ∈ [160, 600], the GHS attack, though infeasible today,
is successful in that it is significantly faster than Pollard’s rho algorithm for solving the
ECDLP on a large class of elliptic curves overF2N . A striking example isN = 600, where
the GHS attack can solve the ECDLP on 2202 curves overF2600 in about 279 steps, which is
less than the 2299 steps for Pollard’s rho algorithm.
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Table 1: Sample output of Algorithm13 (seeAppendix A).

EG1 N n l m g I t F T ρ D1

160 8 20 5 15 100 1 19 59 79 20

161 7 23 4 7 94 1 22 34 80 46

162 9 18 7 63 127 1 17 307 80 −
164 − − − − − − − − − −
165 15 11 5 15 57 2 20 37 82 45

166 − − − − − − − − − −
168 7 24 4 7 98 1 23 35 83 48

169 − − − − − − − − − −
170 170 1 10 511 13 28 23 105 84 −

EG2 N n l m g I t F T ρ D2

160 4 40 3 4 120 1 39 44 79 35

161 7 23 4 7 94 1 22 34 80 46

162 6 27 4 7 109 1 26 38 80 42

164 4 41 3 4 123 1 40 45 81 36

165 15 11 5 15 57 2 20 37 82 45

166 2 83 2 2 167 1 82 83 82 −
168 7 24 4 7 98 1 23 35 83 48

169 − − − − − − − − − −
170 5 34 5 15 171 1 33 73 84 11

EG3 N n l m g I t F T TM ρ D3

160 8 20 5 15 100 1 19 59 59 79 20

161 7 23 4 7 94 1 22 34 44 80 36

162 6 27 4 7 109 1 26 38 52 80 28

164 4 41 3 4 123 1 40 45 80 81 1

165 15 11 5 15 57 2 20 37 40 82 42

166 2 83 2 2 167 1 82 83 164 82 −
168 28 6 6 31 37 4 21 41 42 83 41

169 − − − − − − − − − − −
170 5 34 5 15 171 1 33 73 73 84 11

There are also many compositeN for which the GHS attack is infeasible today, yet
it takes less time than Pollard’s rho algorithm for solving the ECDLP onessentially all
elliptic curves overF2N . Examples of suchN are 170, 185,190, 215,220 (all with GHS
attack parametersn = 5, m = 5). ForN = 185, the GHS attack takes about 276 steps,
versus about 292 for Pollard’s rho algorithm. This case is of practical significance because
a specific elliptic curve overF2185 is listed in the IETF standard [19] for key establishment.

Remark 19 (failure of the GHS attack). We can conclude that for those composite
N ∈ [100, 600] for which D3 < 0 for EG3, the GHS attack does not reduce the level of
security offered: Pollard’s rho method is the faster algorithm forall elliptic curves overF2N .
We emphasize that our statements about the failure of the GHS attack are made under the
assumption that the Enge–Gaudry algorithm is essentially the best index-calculus algorithm
for the HCDLP.
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Remark 20 (effectiveness of the GHS attack). WhenD1 > 0 orD2 > 0 orD3 > 0
for some compositeN ∈ [100, 600], the level of security offered by some cryptographically
interesting elliptic curves defined overF2N may be reduced by means of the GHS attack.
However, note that our data corresponds to elliptic curves withleast possiblemagic numbers
and genera, and usually only a small proportion of elliptic curves yield this minimal magic
number. For example, ifN = 161, then only≈ 294 out of≈ 2162 elliptic curves overF2161

have magic numberm = 4 relative ton = 7. Correspondingly, forN = 165 the proportion
of non-subfield elliptic curves with magic numberm = 5 relative ton = 15 is only≈ 257

out of 2166. Galbraith, Hess and Smart [14] (see also [12]) presented an algorithm with
expected average running time ofO(qn/4+ε) for explicitly computing an isogeny between
two isogenous elliptic curve overFqn . (Two elliptic curvesE1/Fqn andE2/Fqn are said to
beisogenousoverFqn if #E1(Fqn) = #E2(Fqn).) They observed that this algorithm can be
used to extend the effectiveness of the GHS attack. In other words, given an ECDLP instance
on some cryptographically interesting elliptic curveE1/F2N , one can check whetherE1 is
isogenous to some elliptic curveE2/F2N that yields an easier HCDLP thanE1, and then
use an isogenyφ : E1→ E2 to map the ECDLP instance to an instance of the ECDLP in
E2(F2N ). For example, in the caseN = 165, we can expect that roughly 2135 out of 2166

elliptic curves overF2165 will be isogenous to one of the≈ 257 elliptic curves overF2165

having magic numberm = 5 relative ton = 15. Note, however, that finding a curve with
m = 5 isogenous to a given elliptic curve overF2165 (assuming that such an isogenous curve
exists) may be difficult, as one has essentially to search through the entire set of 257 curves.

Remark 21. (finding cryptographically interesting elliptic curves with given
(N, l, m) parameters). One can attempt to find a cryptographically interesting elliptic
curve with given(N, l, m) parameters as follows. First, select an arbitraryb from the set

B = {b ∈ Fqn : m(b) = m andb 6∈ Fqµ for all proper divisorsµ of n};
it can be seen from Theorem5(i) that the elements ofB can be efficiently enumerated. Next,
computeH = #Eb(F2N ), whereEb : y2 + xy = x3 + b, using Satoh’s algorithm [30,9],
and test whether eitherH or 2N+1+2−H (the order of the twist ofEb) is almost a prime.
Observe that ifb ∈ B, thenb2 ∈ B. Moreover,Eb andEb2 are isogenous overF2N . Thus, if

b ∈ B has already been tested, then one should not selectb2i
for any 16 i 6 N−1. Now, it

is known that the order of a randomly selected elliptic curve overF2N is roughly uniformly
distributed over the even integers in the Hasse interval[(2N/2 − 1)2, (2N/2 + 1)2]. Thus,
if the setB has sufficiently large cardinality (which can be determined from Theorem5),
then we can expect to quickly find an elliptic curve of almost prime order.

6. Elliptic curves from ANSI X9.62

The ANSI X9.62 standard [1, Appendix H.4] lists specific elliptic curves over fields
of characteristic two of the composite extension degreesN = 176,208,272, 304, 368.
TheseN factor as 16· p, wherep ∈ {11,13,17,19,23} is prime. Table2 lists the elliptic
curve parameters in hexadecimal notation, where each curve is defined by the equation
y2 + xy = x3 + ax2 + b. Notice that in all cases the coefficientsa andb lie in the proper
subfieldF216 of F2N , whence #E(F2N ) = rd with r prime andd ∈ [216+1−29, 216+1+29].

For a curve defined over a proper subfield ofFqn containingFq , it cannot be argued that
the kernel of the mapφ defined in (7) would not contain the large subgroup of orderr of
E(Fqn). In fact, the opposite is true.
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Table 2: Sample elliptic curves from ANSI X9.62.

E176,N=176,F2176 = F2[z]/(z176+ z43+ z2+ z+ 1), #E176(F2176) = 65390· r
a = E4E6DB2995065C407D9D39B8D0967B96704BA8E9C90B

b = 5DDA470ABE6414DE8EC133AE28E9BBD7FCEC0AE0FFF2

r = 10092537397ECA4F6145799D62B0A19CE06FE26AD

E208,N=208,F2208 = F2[z]/(z208+ z83+ z2+ z+ 1), #E208(F2208) = 65096· r
a = 0

b = C8619ED45A62E6212E1160349E2BFA844439FAFC2A3FD1638F9E

r = 101BAF95C9723C57B6C21DA2EFF2D5ED588BDD5717E212F9D

E272,N=272,F2272 = F2[z]/(z272+ z56+ z3+ z+ 1), #E272(F2272) = 65286· r
a = 91A091F03B5FBA4AB2CCF49C4EDD220FB028712D42BE752B2C40094DBAC

DB586FB20

b = 7167EFC92BB2E3CE7C8AAAFF34E12A9C557003D7C73A6FAF003F99F6CC8

482E540F7

r = 100FAF51354E0E39E4892DF6E319C72C8161603FA45AA7B998A167B8F1E

629521

E304,N=304,F2304 = F2[z]/(z304+ z11+ z2+ z+ 1), #E304(F2304) = 65070· r
a = FD0D693149A118F651E6DCE6802085377E5F882D1B510B44160074C1288

078365A0396C8E681

b = BDDB97E555A50A908E43B01C798EA5DAA6788F1EA2794EFCF57166B8C14

039601E55827340BE

r = 101D556572AABAC800101D556572AABAC8001022D5C91DD173F8FB561DA

6899164443051D

E368,N=368,F2368 = F2[z]/(z368+ z85+ z2+ z+ 1), #E368(F2368) = 65392· r
a = E0D2EE25095206F5E2A4F9ED229F1F256E79A0E2B455970D8D0D865BD94

778C576D62F0AB7519CCD2A1A906AE30D

b = FC1217D4320A90452C760A58EDCD30C8DD069B3C34453837A34ED50CB54

917E1C2112D84D164F444F8F74786046A

r = 10090512DA9AF72B08349D98A5DD4C7B0532ECA51CE03E2D10F3B7AC579

BD87E909AE40A6F131E9CFCE5BD967
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Remark 22 (failure of GHS-attack for subfield curves). Let E/Fqn be an elliptic
curve defined by the equationy2 + xy = x3 + ax2 + b. Let Fq(a, b) be the smallest
extension ofFq over whichE is defined. Then for any extension fieldK of Fq(a, b), the
GHS Weil descent ofE/K down toFq is independent ofK. That is, the GHS Weil descent
of E/K down toFq yields the same (up to birational equivalence) hyperelliptic curveC/Fq

as the GHS Weil descent ofE/Fq(a, b). This can be derived from the facts that the defining
equations forD in [17, Lemma 2] depend only onFq(a, b) but not onK, and that the same
is true for the set10 in [17, proof of Lemma 6]. Thus, ifFq(a, b) 6= Fqn , only points in
the small subgroupE(Fq(a, b)) of E(Fqn) are likely to be mapped to non-trivial divisors
in the JacobianJC(Fq), while points in the subgroup of orderr will be mapped to the zero
divisor, which is of no use for solving ECDLPs inE(Fqn).

Remark 23 (success of the GHS-attack for subfield curves). If Fq(a, b) = Fqn , the
same arguments as in the non-subfield case apply, and the GHS Weil descent should yield
a mapφ whose kernel does not contain the subgroup of orderr. Let n∗ be the smallest
integer such thata, b ∈ F2n∗ . Then, withq = 2l , we have Fq(a, b) = Fqn if and only
if lcm(n∗, l) = N .

For the curves given in Table2, n∗ = 16 andp = N/n∗ is prime. Remarks22 and
23 imply that we need to analyze exactly those descents fromFqn down toFq for which
gcd(n, p) = 1.

We can compute the values ofm using formula (5) of Theorem1 for the various decom-
positionsN = nl without actually performing the GHS reduction. Having computedm,
and using the fact thatg is equal to 2m−1 or 2m−1− 1, for each decompositionN = nl we
can estimate the respective running times for the Enge–Gaudry algorithm as explained in
Section4.2.

Our results for the five ANSI X9.62 curves are listed in Table3. For all cases where
m < 13, we performed the GHS reductions to determine the exact genera of the resulting
hyperelliptic curves; we found that in all cases,g = 2m−1 (and never thatg = 2m−1 − 1).
For each(n, l, m, g), we then computed the optimal smoothness boundt , the estimated size
F of the factor base, and the corresponding expected running timesT andTM for the three
cases of the Enge–Gaudry algorithm: with and without the upper bound 107 on the factor
base size (Cases EG1 and EG2, respectively), and with consideration of the running time
for the linear algebra step (Case EG3). For comparison, we list the expected running time
ρ = 2

√
πr/N of Pollard’s rho method in a subgroup of orderr combined with the speedup

of [15, 34] that is applicable since the elliptic curves are defined overF216. In Table3, the
entries forF , T , TM andρ are thelogarithms(base 2, rounded to the nearest integer) of
the actual values.D1 andD2 denote the differencesρ − T (if positive) for EG1 and EG2,
respectively, whileD3 denotes the differenceρ−TM (if positive) for EG3. For each curve,
the data corresponding to the smallest value ofT is given in bold face.

Regardless of the fact thatφ maps points in the large prime-order subgroup ofE(Fqn) to
the zero divisor (class) of the resulting Jacobian of the hyperelliptic curve, we determined
the attack data also for those descents where gcd(n, p) > 1; that is, wherel = 2i for
i ∈ {0, 1,2, 3,4}. These data become relevant should means be found such thatφ does not
kill the large prime-order subgroup. We found that, in all except two cases, either them-
values are too small for the Jacobians to potentially contain the large prime-order subgroup
(see also Remark25), or the genera of the hyperelliptic curves are larger than 212− 1, and
are thus too large for the resulting HCDLP to be feasible.
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Table 3: GHS attack data for some elliptic curves from ANSI X9.62.

EG1 EG2 EG3

EN n l m g t F T ρ D1 t F T ρ D2 t F T TM ρ D3

E176 2 88 2 2 − − − − − 1 87 88 78 − 1 87 88 174 78 −
4 44 4 8 − − − − − 1 43 58 78 20 1 43 58 86 78 −
8 22 8 128 1 21 737 78 − 6 128 222 78 − 5 107 225 225 78 −

16 11 16 215 − − − − − − − − − − − − − − − −
E208 2 104 2 2 − − − − − 1 103 104 94 − 1 103 104 206 94 −

4 52 4 8 − − − − − 1 51 66 94 28 1 51 66 102 94 −
8 26 7 64 − − − − − 4 101 161 94 − 3 75 162 162 94 −

16 13 14 213 − − − − − − − − − − − − − − − −
E272 2 136 2 2 − − − − − 1 135 136 126 − 1 135 136 270 126 −

4 68 4 8 − − − − − 1 67 82 126 44 1 67 82 134 126 −
8 34 8 128 − − − − − 5 167 285 126 − 4 133 289 289 126 −

16 17 16 215 − − − − − − − − − − − − − − − −
E304 2 152 2 2 − − − − − 1 151 153 142 − 1 151 152 302 142 −

4 76 4 8 − − − − − 1 75 90 142 52 1 75 90 150 142 −
8 38 8 128 − − − − − 4 149 305 142 − 4 149 305 305 142 −

16 19 16 215 − − − − − − − − − − − − − − − −
E368 2 184 2 2 − − − − − 1 183 184 174 − 1 183 184 366 174 −

4 92 4 8 − − − − − 1 91 106 174 68 1 91 106 182 174 −
8 46 7 64 − − − − − 3 135 222 174 − 2 90 229 229 174 −

16 23 13 212 − − − − − − − − − − − − − − − −

The two exceptions to this are E176 with(n, m, g) = (88,8,128) and E272 with
(n, m, g) = (136,8,128), for which we would have attack data as listed in Table4 if
the GHS descent were not doomed to fail for the reasons given in Remark22.

Table 4: GHS attack data in two special cases.

EG1 EN n l m g t F T ρ D1

E176 88 2 8 128 13 22 54 78 24
E272 136 2 8 128 13 22 54 126 72

EG2 EN n l m g t F T ρ D2

E176 88 2 8 128 17 29 51 78 27
E272 136 2 8 128 17 29 51 126 75

EG3 EN n l m g t F T TM ρ D3

E176 88 2 8 128 15 26 52 52 78 26
E272 136 2 8 128 15 26 52 52 126 74
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Remark 24 (failure of the GHS attack for E176 and E272). When evaluating the
mappingφ : E(F2176) → JC(F22) (whereE = E176) constructed by the GHS attack,
we found that the large subgroup〈P 〉 of prime orderr ≈ 2160 is indeed contained in the
kernel ofφ, and is thus of no use for solving ECDLPs inE(F2176). The same situation was
observed with the mappingφ : E(F2272)→ JC(F22) for E = E272.

Remark 25 (m values for the cases l = 1,2, 4, 8,16). Suppose thatl ∈ {1,2, 4, 8,16},
and letσ : α 7→ α2l

be the Frobenius map onF2N . Then, sinceb ∈ F216 \ F28, we have
(σ + 1)16/lb = 0 but(σ + 1)8/lb 6= 0. Thus we expect that 8/l < m6 16/l.

Remark 26 (applicability of the GHS reduction). For E176, E272 and E304, we have
TrK/F2(a) = 1, so that condition (6) of Theorem1 is not satisfied for these curves whenever
m(b) 6= n. However, the weaker condition (8) of Lemma6 does hold, and that is why the
GHS reduction does produce hyperelliptic curves of genus 2m−1 or 2m−1−1 overFq , even
whenm 6= n.

Remark 27 (existenceofisogenouscurvesthatmayyieldeasierHCDLPinstances).
To exclude the applicability of the extended GHS attack (see [14] and Remark20), we
checked whether any of the ANSI X9.62 curves are isogenous to an elliptic curve for which
the GHS reduction produces an easier HCDLP instance. For this, we use a modification
of Algorithm 13 that allows the elliptic curve to be defined over a proper subfieldF2lµ

of F2N with lµ 6 16 if and only if gcd(n, p) = 1 (see Remarks22 and 23). That is,
if gcd(n, p) = 1, in Algorithm 13 we acceptm even if Corollary10 applies, as long as
lµ 6 16.

Since this time we are interested not only in the best instance(N, n, m), but in any
instance for which the GHS attack yields an algorithm that is more efficient than Pollard
rho, we give the estimated running times forall decompositionsN = nl in Table5. The
notation is the same as in Table1. Observe that with the single exception of(N, n, m) =
(208,208,13), for all the parameters listed here curves exist that are defined over the full
field Fqn and no proper subfield of it.

(i) E176. The only possibility to improve on the GHS attack highlighted in Table3 is to
find a curve that is isogenous to E176, and for which(n, m) = (8,5). Since there are
I ≈ 2110 isomorphism classes of curves overF2176 with these parameters, it is quite
possible that such a curve exists. However, finding such a curve seems to be harder
than solving the ECDLP using Pollard rho.

(ii) E208. When allowing a factor base up to 225 elements, we could improve on the GHS
attack highlighted in Table3. However, similar to the case of E176, it does not seem
feasible to find a curve isogenous to E208 with(n, m) = (8,5) from among 2130

isomorphism classes.

(iii) E272. The best option would be to find a curve isogenous to E272 with(n, m) = (8,5).
But even if working with a factor base of size 233 were feasible, finding such a curve
from among the 2170 isomorphism classes seems well beyond the realm of feasibility.

(iv) E304. For the same reasons as for E272, it is not possible to improve on the GHS
attack using isogenies.

(v) E368. This case is the same as E304.
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Table 5: Extended GHS attack data for the ANSI X9.62 elliptic curves.

EG1 EG2 EG3

EN n l m g I t F T ρ D1 t F T ρ D2 t F T TM ρ D3

E176 2 88 2 2 177 − − − − − 1 87 88 78 − 1 87 88 174 78 −
4 44 3 4 132 − − − − − 1 43 48 78 30 1 43 48 86 78 −
8 22 5 15 110 1 21 61 78 17 2 42 59 78 19 1 21 61 61 78 17

11 16 − − − − − − − − − − − − − − − − − − −
16 11 9 255 99 2 20 839 78 − 12 127 225 78 − 10 106 230 230 78 −
22 8 − − − − − − − − − − − − − − − − − − −
44 4 − − − − − − − − − − − − − − − − − − −
88 2 − − − − − − − − − − − − − − − − − − −

176 1 − − − − − − − − − − − − − − − − − − −
E208 2 104 2 2 209 − − − − − 1 103 104 94 − 1 103 104 206 94 −

4 52 3 4 156 − − − − − 1 51 56 94 38 1 51 56 102 94 −
8 26 5 15 130 − − − − − 1 25 65 94 29 1 25 65 65 94 29

13 16 − − − − − − − − − − − − − − − − − − −
16 13 9 255 117 1 12 1688 94 − 11 139 248 94 − 10 126 250 252 94 −
26 8 − − − − − − − − − − − − − − − − − − −
52 4 − − − − − − − − − − − − − − − − − − −

104 2 − − − − − − − − − − − − − − − − − − −
208 1 13 4095 14 28 23 1208 94 − 120 113 307 94 − 120 113 307 307 94 −

E272 2 136 2 2 273 − − − − − 1 135 136 126 − 1 135 136 270 126 −
4 68 3 4 204 − − − − − 1 67 72 126 54 1 67 72 134 126 −
8 34 5 15 170 − − − − − 1 33 73 126 53 1 33 73 73 126 53

16 17 − − − − − − − − − − − − − − − − − − −
17 16 9 255 146 1 15 1691 126 − 10 156 280 126 − 9 140 282 282 126 −
34 8 10 511 82 3 21 1260 126 − 21 163 283 126 − 18 139 286 286 126 −
68 4 11 1023 45 6 21 1352 126 − 42 162 284 126 − 37 142 287 287 126 −

136 2 − − − − − − − − − − − − − − − − − − −
272 1 − − − − − − − − − − − − − − − − − − −

E304 2 152 2 2 305 − − − − − 1 151 152 142 − 1 151 152 302 142 −
4 76 3 4 228 − − − − − 1 75 80 142 62 1 75 80 150 142 −
8 38 5 15 190 − − − − − 1 37 77 142 65 1 37 77 77 142 65

16 19 − − − − − − − − − − − − − − − − − − −
19 16 − − − − − − − − − − − − − − − − − − −
38 8 − − − − − − − − − − − − − − − − − − −
76 4 − − − − − − − − − − − − − − − − − − −

152 2 − − − − − − − − − − − − − − − − − − −
304 1 − − − − − − − − − − − − − − − − − − −

E368 2 184 2 2 369 − − − − − 1 183 184 174 − 1 183 184 366 174 −
4 92 3 4 276 − − − − − 1 91 96 174 78 1 91 96 182 174 −
8 46 5 15 230 − − − − − 1 45 85 174 89 1 45 85 90 174 84

16 23 − − − − − − − − − − − − − − − − − − −
23 16 − − − − − − − − − − − − − − − − − − −
46 8 − − − − − − − − − − − − − − − − − − −
92 4 − − − − − − − − − − − − − − − − − − −

184 2 − − − − − − − − − − − − − − − − − − −
368 1 − − − − − − − − − − − − − − − − − − −
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Our analysis shows that the extended GHS attack does not yield a faster algorithm to solve
the ECDLP for the ANSI X9.62 curves. However, once the problem of finding an isogenous
curve from among the most vulnerable isomorphism classes identified above can be solved
more efficiently, the GHS attack takes significantly fewer steps than Pollard’s rho algorithm.

7. ECDLP challenges

We present some cryptographically interesting ECDLP instances that we hope will help
stimulate interest in both computational and theoretical work on the ECDLP, Weil descent,
and the HCDLP.Appendix Bprovides details on how the ECDLP instances were generated
verifiably at random in such a way that the solutions were not known to us a priori. The
ECDLP instances themselves, as well as the hyperelliptic curves and divisors produced by
invoking Hess’s KASH program [18] for performing the GHS reduction, are presented in
Appendix C. The remainder of this section provides a rationale for the choice of elliptic
curves.

The cryptographically interesting elliptic curves E161, E180, E186, E217, E248 and
E300 were specially selected from the class of elliptic curves overF2161, F2180, F2186, F2217,
F2248 andF2300, respectively, for which the GHS attack yields HCDLP instances that are
within reach of the Enge–Gaudry algorithm. Furthermore, Pollard’s rho algorithm for solv-
ing the ECDLP on these elliptic curves is infeasible. E186, E217 and E248 are extensions
of the E62, E93, E124 and E155 series of elliptic curves analyzed in [20]: these are elliptic
curves defined overF231l for which the GHS attack yields a genus 31 hyperelliptic curve
overF2l . The low genus of 31 is possible because the multiplicative order of 2 modulo 31
is small (see Theorem11).

Table6 lists the(n, l, g) GHS attack parameters that yield HCDLP instances that can be
solved in≈ 2TM steps using a smoothness bound oft and a factor base of size≈ 2F . Note
thatTM � ρ, where 2ρ is the approximate time taken to solve an ECDLP instance using
Pollard’s rho algorithm. The Enge–Gaudry parameters(t, F, T ) were selected to minimize
the running timeTM . Table7 illustrates how the factor base size, the expected number
of random-walk steps (≈2E) to find a smooth divisor and the total expected number of
random-walk steps depend on the smoothness boundt . The ECDLP in E161 is expected to
be a little easier than the ECDLP in the E155 curve of [20], which hasTM = 37. The latter
problem was concluded to be tractable in [20], on the basis of experimental data gathered
by solving the ECDLP in E62, E93 and E124.

We emphasize that these ECDLP challenge problems may become more tractable if
advances are made in index-calculus methods for the HCDLP, or in techniques for solving
large systems of sparse linear equations. Another avenue for improvement is to apply the
Weil descent methodology to map the ECDLP efficiently to the DLP in abelian varieties (not
necessarily hyperelliptic), which are easier to solve that the HCDLP instances produced by
the GHS attack. For an illustration of this possibility, see [2], where Weil descent is used
to reduce the ECDLP in elliptic curves over characteristic three finite fields to the DLP in
Cab curves. See also [7] for a study on Weil restriction.

The E176 and E272 elliptic curves are from ANSI X9.62. As discussed in Section6, the
GHS reduction maps these elliptic curves to hyperelliptic curves of genus 128 overF22,
where the HCDLP is feasible. However, the large prime-order subgroup is mapped to the
zero divisor, since for both curves,F22(a, b) = F216 6= Fqn . It is an open problem whether
and how the GHS attack could be modified in this case so that the resulting map does not
kill the large prime order subgroup. Diem [7, Proposition 3.13] shows how Weil descent
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Table 6: GHS attack parameters for the challenge curves.

Curve N n l g t F T TM ρ

E161 161 7 23 7 1 22 34 44 80
E180 180 30 6 31 4 21 41 42 89
E186 186 31 6 31 4 21 41 42 92
E217 217 31 7 31 3 18 49 49 108
E248 248 31 8 31 3 21 52 52 123
E300 300 30 10 31 3 27 58 58 149

E176 176 88 2 128 15 26 52 52 78
E272 272 136 2 128 15 26 52 52 126

E161-2 161 7 23 64 3 66 153 153 80

Table 7: Some Enge–Gaudry parameters for the challenge curves.

E161

t 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
F 22 44 66 89 112 134 157 180 203 226 249 271 294 317 340
E 12 4 2 1 1 0 0 0 0 0 0 0 0 0 0
T 34 48 68 90 112 135 157 180 203 226 249 271 294 317 340

E180

t 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
F 11 22 33 45 57 68 80 92 104 116 128 139 151 163 175
E 40 17 9 6 4 3 2 1 1 1 1 0 0 0 0
T 51 39 43 51 61 71 82 93 105 116 128 140 152 163 175

E186

t 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
F 5 10 15 21 27 32 38 44 50 56 62 67 73 79 85
E 109 51 30 20 15 11 8 7 5 4 4 3 3 2 2
T 114 61 46 41 41 43 47 51 55 60 65 70 76 81 87

E217

t 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
F 6 12 18 25 32 38 45 52 59 66 73 79 86 93 100
E 112 51 30 20 15 11 8 7 5 4 4 3 3 2 2
T 118 63 49 45 46 49 54 59 64 70 76 82 89 95 102

E248

t 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
F 7 14 21 29 37 44 52 60 68 76 84 91 99 107 115
E 112 51 30 20 15 11 8 7 5 4 4 3 3 2 2
T 119 65 52 49 51 55 61 67 73 80 87 94 102 109 117

E300

t 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
F 19 38 57 77 97 116 136 156 176 196 216 235 255 275 295
E 40 17 9 6 4 3 2 1 1 1 1 0 0 0 0
T 59 55 67 83 101 119 138 157 177 196 216 236 256 275 295
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could be applied to reduce an ECDLP in an elliptic curveE(F2pt ) defined overF2t to a
DLP in the group Cl0(C) of divisor classes of degree zero of a curveC of genus6 22t − 1
defined overF22t . Here,p is an odd prime, andt = ord2(p) denotes the order of 2 modulo
p. For example, an elliptic curve overF2136 defined overF28 could be transformed to the
DLP in Cl0(C) of a curveC of genus6 216− 1 defined overF216; however, Diem’s result
does not apply to E176 or E272.

Finally, the E161-2 elliptic curve was generated at random from the set of all cryp-
tographically interesting elliptic curves overF2161 (seeAppendix B). The GHS reduction
yielded(m, g) = (7,64) for (n, l) = (7,23),m = 23 for (n, l) = (23,7), andm = 158
for (n, l) = (161,1). All three resulting HCDLPs are outside the realm of feasibility of the
Enge–Gaudry algorithm. However, from the results in [14] (see Remark20), it is likely that
there exists an elliptic curveE′ overF2161 that is isogenous to E161-2, and for which the
GHS reduction produces a hyperelliptic curve of genus 7 overF223 in which the HCDLP
is feasible. If such an elliptic curveE′ could be found (this is no easy task, since there are
approximately 294 isomorphism classes of elliptic curves overF2161 with m = 4 forn = 7),
then the isogeny could be computed using the algorithm in [14].

8. Conclusions

We analyzed the GHS Weil descent attack on the ECDLP for elliptic curves defined
over characteristic two finite fieldsF2N of composite extension degreeN ∈ [100, 600]. For
some such fields, there are cryptographically interesting elliptic curves overF2N where the
ECDLP succumbs to the GHS attack. We provided ECDLP ‘challenges’ over six such fields:
F2161, F2180, F2186, F2217, F2248 andF2300. For other such fieldsF2N , our results demonstrate
that there are no cryptographically interesting elliptic curves overF2N for which the GHS
attack yields an ECDLP solver that is faster than Pollard’s rho method. Our analysis suggests
that the five elliptic curves overF2176, F2208, F2272, F2304 andF2368 in ANSI X9.62 resist the
GHS attack.

We stress that any statement we have made regarding the failure of the GHS attack on
some elliptic curves over some fieldF2N is dependent on the assumption that the Enge–
Gaudry algorithm cannot be significantly improved. Also, we stress that failure of the GHS
attack does not imply failure of the Weil descent methodology – there may be other useful
curves that lie on the Weil restrictionWE/k, but that were not constructed by the GHS
method. We thus hope that our work can serve as a stimulus for further work on the Weil
descent method, on subexponential-time index-calculus methods for the HCDLP, and on
algorithms for solving large systems of sparse linear equations.
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Appendix A. Results of our analysis

For an explanation of the notation used in the following tables, see Section5.
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Table 8: Results of our analysis

EG1 EG2 EG3
N n l m g I t F T ρ D1 n l m g I t F T ρ D2 n l m g I t F T TM ρ D3

100 5 20 5 15 101 1 19 59 49 − 4 25 3 4 75 1 24 29 49 20 4 25 3 4 75 1 24 29 48 49 1
102 6 17 4 7 69 1 16 28 50 22 6 17 4 7 69 1 16 28 50 22 6 17 4 7 69 1 16 28 32 50 18
104 8 13 5 15 65 1 12 52 51 − 4 26 3 4 78 1 25 30 51 21 8 13 5 15 65 2 24 41 48 51 3
105 7 15 4 7 62 1 14 26 52 26 7 15 4 7 62 1 14 26 52 26 7 15 4 7 62 1 14 26 28 52 24
106 − − − − − − − − − − 2 53 2 2 107 1 52 53 52 − 2 53 2 2 107 1 52 53 104 52 −
108 6 18 4 7 73 1 17 29 53 24 6 18 4 7 73 1 17 29 53 24 12 9 5 15 45 2 16 33 33 53 20
110 5 22 5 15 111 1 21 61 54 − 2 55 2 2 111 1 54 55 54 − 5 22 5 15 111 1 21 61 61 54 −
111 − − − − − − − − − − 3 37 3 3 112 1 36 39 55 16 3 37 3 3 112 1 36 39 72 55 −
112 7 16 4 7 66 1 15 27 55 28 7 16 4 7 66 1 15 27 55 28 7 16 4 7 66 1 15 27 30 55 25
114 6 19 4 7 77 1 18 30 56 26 6 19 4 7 77 1 18 30 56 26 6 19 4 7 77 1 18 30 36 56 20
115 5 23 5 15 116 1 22 62 57 − 5 23 5 15 116 2 44 61 57 − 5 23 5 15 116 1 22 62 62 57 −
116 − − − − − − − − − − 4 29 3 4 87 1 28 33 57 24 4 29 3 4 87 1 28 33 56 57 1
117 9 13 7 63 92 1 12 302 58 − 3 39 3 3 118 1 38 41 58 17 3 39 3 3 118 1 38 41 76 58 −
118 − − − − − − − − − − 2 59 2 2 119 1 58 59 58 − 2 59 2 2 119 1 58 59 116 58 −
119 7 17 4 7 70 1 16 28 59 31 7 17 4 7 70 1 16 28 59 31 7 17 4 7 70 1 16 28 32 59 27
120 6 20 4 7 81 1 19 31 59 28 6 20 4 7 81 1 19 31 59 28 15 8 5 15 42 2 14 31 31 59 28
121 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
122 − − − − − − − − − − 2 61 2 2 123 1 60 61 60 − 2 61 2 2 123 1 60 61 120 60 −
123 − − − − − − − − − − 3 41 3 3 124 1 40 43 61 18 3 41 3 3 124 1 40 43 80 61 −
124 31 4 6 31 28 5 17 31 61 30 31 4 6 31 28 5 17 31 61 30 62 2 7 63 17 10 16 32 32 61 29
125 − − − − − − − − − − 5 25 5 15 126 1 24 64 62 − 5 25 5 15 126 1 24 64 64 62 −
126 7 18 4 7 74 1 17 29 62 33 7 18 4 7 74 1 17 29 62 33 63 2 7 63 18 10 16 32 32 62 30
128 8 16 5 15 80 1 15 55 63 8 4 32 3 4 96 1 31 36 63 27 8 16 5 15 80 1 15 55 55 63 8
129 − − − − − − − − − − 3 43 3 3 130 1 42 45 64 19 3 43 3 3 130 1 42 45 84 64 −
130 10 13 6 31 79 1 12 125 64 − 2 65 2 2 131 1 64 65 64 − 5 26 5 15 131 1 25 65 65 64 −
132 6 22 4 7 89 1 21 33 65 32 6 22 4 7 89 1 21 33 65 32 12 11 5 15 55 2 20 37 40 65 25
133 7 19 4 7 78 1 18 30 66 36 7 19 4 7 78 1 18 30 66 36 7 19 4 7 78 1 18 30 36 66 30
134 − − − − − − − − − − 2 67 2 2 135 1 66 67 66 − 2 67 2 2 135 1 66 67 132 66 −
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EG1 EG2 EG3
N n l m g I t F T ρ D1 n l m g I t F T ρ D2 n l m g I t F T TM ρ D3

135 15 9 5 15 47 2 16 33 67 34 15 9 5 15 47 2 16 33 67 34 15 9 5 15 47 2 16 33 33 67 34
136 8 17 5 15 85 1 16 56 67 11 4 34 3 4 102 1 33 38 67 29 8 17 5 15 85 1 16 56 56 67 11
138 6 23 4 7 93 1 22 34 68 34 6 23 4 7 93 1 22 34 68 34 6 23 4 7 93 1 22 34 44 68 24
140 7 20 4 7 82 1 19 31 69 38 7 20 4 7 82 1 19 31 69 38 14 10 5 15 52 2 18 35 36 69 33
141 − − − − − − − − − − 3 47 3 3 142 1 46 49 70 21 3 47 3 3 142 1 46 49 92 70 −
142 − − − − − − − − − − 2 71 2 2 143 1 70 71 70 − 2 71 2 2 143 1 70 71 140 70 −
143 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
144 6 24 4 7 97 1 23 35 71 36 6 24 4 7 97 1 23 35 71 36 12 12 5 15 60 2 22 39 44 71 27
145 − − − − − − − − − − 5 29 5 15 146 1 28 68 72 4 5 29 5 15 146 1 28 68 68 72 4
146 146 1 11 1023 14 28 23 232 72 − 2 73 2 2 147 1 72 73 72 − 73 2 10 511 24 34 62 125 125 72 −
147 7 21 4 7 86 1 20 32 73 41 7 21 4 7 86 1 20 32 73 41 7 21 4 7 86 1 20 32 40 73 33
148 − − − − − − − − − − 4 37 3 4 111 1 36 41 73 32 4 37 3 4 111 1 36 41 72 73 1
150 15 10 5 15 52 2 18 35 74 39 15 10 5 15 52 2 18 35 74 39 15 10 5 15 52 2 18 35 36 74 38
152 8 19 5 15 95 1 18 58 75 17 4 38 3 4 114 1 37 42 75 33 8 19 5 15 95 1 18 58 58 75 17
153 51 3 9 255 30 9 23 165 76 − 3 51 3 3 154 1 50 53 76 23 3 51 3 3 154 1 50 53 100 76 −
154 7 22 4 7 90 1 21 33 76 43 7 22 4 7 90 1 21 33 76 43 14 11 5 15 57 2 20 37 40 76 36
155 31 5 6 31 34 5 22 36 77 41 31 5 6 31 34 5 22 36 77 41 31 5 6 31 34 4 17 37 37 77 40
156 12 13 5 15 65 1 12 52 77 25 6 26 4 7 105 1 25 37 77 40 12 13 5 15 65 2 24 41 48 77 29
158 − − − − − − − − − − 2 79 2 2 159 1 78 79 78 − 2 79 2 2 159 1 78 79 156 78 −
159 − − − − − − − − − − 3 53 3 3 160 1 52 55 79 24 3 53 3 3 160 1 52 55 104 79 −
160 8 20 5 15 100 1 19 59 79 20 4 40 3 4 120 1 39 44 79 35 8 20 5 15 100 1 19 59 59 79 20
161 7 23 4 7 94 1 22 34 80 46 7 23 4 7 94 1 22 34 80 46 7 23 4 7 94 1 22 34 44 80 36
162 9 18 7 63 127 1 17 307 80 − 6 27 4 7 109 1 26 38 80 42 6 27 4 7 109 1 26 38 52 80 28
164 − − − − − − − − − − 4 41 3 4 123 1 40 45 81 36 4 41 3 4 123 1 40 45 80 81 1
165 15 11 5 15 57 2 20 37 82 45 15 11 5 15 57 2 20 37 82 45 15 11 5 15 57 2 20 37 40 82 42
166 − − − − − − − − − − 2 83 2 2 167 1 82 83 82 − 2 83 2 2 167 1 82 83 164 82 −
168 7 24 4 7 98 1 23 35 83 48 7 24 4 7 98 1 23 35 83 48 28 6 6 31 37 4 21 41 42 83 41
169 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
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Results of our analysis,continued

EG1 EG2 EG3
N n l m g I t F T ρ D1 n l m g I t F T ρ D2 n l m g I t F T TM ρ D3

170 170 1 10 511 13 28 23 105 84 − 5 34 5 15 171 1 33 73 84 11 5 34 5 15 171 1 33 73 73 84 11
171 9 19 7 63 134 1 18 308 85 − 3 57 3 3 172 1 56 59 85 26 3 57 3 3 172 1 56 59 112 85 −
172 − − − − − − − − − − 4 43 3 4 129 1 42 47 85 38 4 43 3 4 129 1 42 47 84 85 1
174 − − − − − − − − − − 6 29 4 7 117 1 28 40 86 46 6 29 4 7 117 1 28 40 56 86 30
175 35 5 8 127 42 5 22 139 87 − 7 25 4 7 102 1 24 36 87 51 7 25 4 7 102 1 24 36 48 87 39
176 8 22 5 15 110 1 21 61 87 26 4 44 3 4 132 1 43 48 87 39 8 22 5 15 110 1 21 61 61 87 26
177 − − − − − − − − − − 3 59 3 3 178 1 58 61 88 27 3 59 3 3 178 1 58 61 116 88 −
178 178 1 13 4095 16 28 23 1208 88 − 2 89 2 2 179 1 88 89 88 − 2 89 2 2 179 1 88 89 176 88 −
180 15 12 5 15 62 2 22 39 89 50 15 12 5 15 62 2 22 39 89 50 30 6 6 31 38 4 21 41 42 89 47
182 14 13 5 15 67 1 12 52 90 38 7 26 4 7 106 1 25 37 90 53 14 13 5 15 67 2 24 41 48 90 42
183 − − − − − − − − − − 3 61 3 3 184 1 60 63 91 28 3 61 3 3 184 1 60 63 120 91 −
184 8 23 5 15 115 1 22 62 91 29 4 46 3 4 138 1 45 50 91 41 8 23 5 15 115 1 22 62 62 91 29
185 − − − − − − − − − − 5 37 5 15 186 1 36 76 92 16 5 37 5 15 186 1 36 76 76 92 16
186 31 6 6 31 40 4 21 41 92 51 31 6 6 31 40 5 27 41 92 51 31 6 6 31 40 4 21 41 42 92 50
187 17 11 9 255 101 2 20 839 93 − 17 11 9 255 101 12 127 225 93 − 17 11 9 255 101 10 106 230 230 93 −
188 − − − − − − − − − − 4 47 3 4 141 1 46 51 93 42 4 47 3 4 141 1 46 51 92 93 1
189 63 3 7 63 25 9 23 42 94 52 7 27 4 7 110 1 26 38 94 56 63 3 7 63 25 8 20 43 43 94 51
190 10 19 6 31 115 1 18 131 94 − 5 38 5 15 191 1 37 77 94 17 5 38 5 15 191 1 37 77 77 94 17
192 12 16 5 15 80 1 15 55 95 40 6 32 4 7 129 1 31 43 95 52 12 16 5 15 80 1 15 55 55 95 40
194 − − − − − − − − − − 2 97 2 2 195 1 96 97 96 − 2 97 2 2 195 1 96 97 192 96 −
195 15 13 5 15 67 1 12 52 97 45 15 13 5 15 67 2 24 41 97 56 15 13 5 15 67 2 24 41 48 97 49
196 28 7 6 31 43 3 18 49 97 48 7 28 4 7 114 1 27 39 97 58 28 7 6 31 43 3 18 49 49 97 48
198 9 22 7 63 155 1 21 311 98 − 6 33 4 7 133 1 32 44 98 54 6 33 4 7 133 1 32 44 64 98 34
200 10 20 6 31 121 1 19 132 99 − 4 50 3 4 150 1 49 54 99 45 8 25 5 15 125 1 24 64 64 99 35
201 − − − − − − − − − − 3 67 3 3 202 1 66 69 100 31 3 67 3 3 202 1 66 69 132 100 −
202 − − − − − − − − − − 2 101 2 2 203 1 100 101 100 − 2 101 2 2 203 1 100 101 200 100 −
203 − − − − − − − − − − 7 29 4 7 118 1 28 40 101 61 7 29 4 7 118 1 28 40 56 101 45
204 12 17 5 15 85 1 16 56 101 45 6 34 4 7 137 1 33 45 101 56 12 17 5 15 85 1 16 56 56 101 45
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Results of our analysis,continued

EG1 EG2 EG3
N n l m g I t F T ρ D1 n l m g I t F T ρ D2 n l m g I t F T TM ρ D3

205 − − − − − − − − − − 5 41 5 15 206 1 40 80 102 22 5 41 5 15 206 1 40 80 80 102 22
206 − − − − − − − − − − 2 103 2 2 207 1 102 103 102 − 2 103 2 2 207 1 102 103 204 102 −
207 9 23 7 63 162 1 22 312 103 − 3 69 3 3 208 1 68 71 103 32 3 69 3 3 208 1 68 71 136 103 −
208 16 13 9 255 117 1 12 1688 103 − 4 52 3 4 156 1 51 56 103 47 8 26 5 15 130 1 25 65 65 103 38
209 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
210 30 7 6 31 44 3 18 49 104 55 7 30 4 7 122 1 29 41 104 63 30 7 6 31 44 3 18 49 49 104 55
212 − − − − − − − − − − 4 53 3 4 159 1 52 57 105 48 4 53 3 4 159 1 52 57 104 105 1
213 − − − − − − − − − − 3 71 3 3 214 1 70 73 106 33 3 71 3 3 214 1 70 73 140 106 −
214 − − − − − − − − − − 2 107 2 2 215 1 106 107 106 − 2 107 2 2 215 1 106 107 212 106 −
215 − − − − − − − − − − 5 43 5 15 216 1 42 82 107 25 5 43 5 15 216 1 42 82 84 107 23
216 12 18 5 15 90 1 17 57 107 50 6 36 4 7 145 1 35 47 107 60 12 18 5 15 90 1 17 57 57 107 50
217 31 7 6 31 46 3 18 49 108 59 7 31 4 7 126 1 30 42 108 66 31 7 6 31 46 3 18 49 49 108 59
218 − − − − − − − − − − 2 109 2 2 219 1 108 109 108 − 2 109 2 2 219 1 108 109 216 108 −
219 73 3 10 511 34 9 23 375 109 − 3 73 3 3 220 1 72 75 109 34 3 73 3 3 220 1 72 75 144 109 −
220 10 22 6 31 133 1 21 134 109 − 4 55 3 4 165 1 54 59 109 50 5 44 5 15 221 1 43 83 86 109 23
221 17 13 9 255 119 1 12 1688 110 − 17 13 9 255 119 11 139 248 110 − 17 13 9 255 119 10 126 250 252 110 −
222 − − − − − − − − − − 6 37 4 7 149 1 36 48 110 62 6 37 4 7 149 1 36 48 72 110 38
224 28 8 6 31 49 3 21 52 111 59 7 32 4 7 130 1 31 43 111 68 28 8 6 31 49 3 21 52 52 111 59
225 15 15 5 15 77 1 14 54 112 58 15 15 5 15 77 2 28 45 112 67 15 15 5 15 77 1 14 54 54 112 58
226 − − − − − − − − − − 2 113 2 2 227 1 112 113 112 − 2 113 2 2 227 1 112 113 224 112 −
228 12 19 5 15 95 1 18 58 113 55 6 38 4 7 153 1 37 49 113 64 12 19 5 15 95 1 18 58 58 113 55
230 10 23 6 31 139 1 22 135 114 − 5 46 5 15 231 1 45 85 114 29 5 46 5 15 231 1 45 85 90 114 24
231 21 11 6 31 68 2 20 71 115 44 7 33 4 7 134 1 32 44 115 71 21 11 6 31 68 3 30 61 61 115 54
232 − − − − − − − − − − 4 58 3 4 174 1 57 62 115 53 8 29 5 15 145 1 28 68 68 115 47
234 18 13 8 127 105 1 12 721 116 − 6 39 4 7 157 1 38 50 116 66 6 39 4 7 157 1 38 50 76 116 40
235 − − − − − − − − − − 5 47 5 15 236 1 46 86 117 31 5 47 5 15 236 1 46 86 92 117 25
236 − − − − − − − − − − 4 59 3 4 177 1 58 63 117 54 4 59 3 4 177 1 58 63 116 117 1
237 − − − − − − − − − − 3 79 3 3 238 1 78 81 118 37 3 79 3 3 238 1 78 81 156 118 −
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Results of our analysis,continued

EG1 EG2 EG3
N n l m g I t F T ρ D1 n l m g I t F T ρ D2 n l m g I t F T TM ρ D3

238 14 17 5 15 87 1 16 56 118 62 7 34 4 7 138 1 33 45 118 73 14 17 5 15 87 1 16 56 56 118 62
240 30 8 6 31 50 3 21 52 119 67 15 16 5 15 82 2 30 47 119 72 30 8 6 31 50 3 21 52 52 119 67
242 − − − − − − − − − − 2 121 2 2 243 1 120 121 120 − 2 121 2 2 243 1 120 121 240 120 −
243 − − − − − − − − − − 3 81 3 3 244 1 80 83 121 38 3 81 3 3 244 1 80 83 160 121 −
244 − − − − − − − − − − 4 61 3 4 183 1 60 65 121 56 4 61 3 4 183 1 60 65 120 121 1
245 35 7 8 127 58 3 18 235 122 − 7 35 4 7 142 1 34 46 122 76 7 35 4 7 142 1 34 46 68 122 54
246 − − − − − − − − − − 6 41 4 7 165 1 40 52 122 70 6 41 4 7 165 1 40 52 80 122 42
247 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
248 31 8 6 31 52 3 21 52 123 71 31 8 6 31 52 4 29 49 123 74 31 8 6 31 52 3 21 52 52 123 71
249 − − − − − − − − − − 3 83 3 3 250 1 82 85 124 39 3 83 3 3 250 1 82 85 164 124 −
250 − − − − − − − − − − 5 50 5 15 251 1 49 89 124 35 5 50 5 15 251 1 49 89 98 124 26
252 252 1 9 255 11 28 23 53 125 72 7 36 4 7 146 1 35 47 125 78 63 4 7 63 32 7 24 52 52 125 73
253 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
254 254 1 9 255 13 28 23 53 126 73127 2 8 127 21 17 29 51 126 75127 2 8 127 21 15 26 51 52 126 74
255 255 1 9 255 14 28 23 53 127 74 15 17 5 15 87 2 32 49 127 78255 1 9 255 14 30 25 52 52 127 75
256 16 16 9 255 144 1 15 1691 127 − 4 64 3 4 192 1 63 68 127 59 8 32 5 15 160 1 31 71 71 127 56
258 − − − − − − − − − − 6 43 4 7 173 1 42 54 128 74 6 43 4 7 173 1 42 54 84 128 44
259 − − − − − − − − − − 7 37 4 7 150 1 36 48 129 81 7 37 4 7 150 1 36 48 72 129 57
260 20 13 7 63 91 1 12 302 129 − 4 65 3 4 195 1 64 69 129 60 10 26 6 31 157 2 50 101 101 129 28
261 − − − − − − − − − − 3 87 3 3 262 1 86 89 130 41 9 29 7 63 204 3 84 169 169 130 −
262 − − − − − − − − − − 2 131 2 2 263 1 130 131 130 − 2 131 2 2 263 1 130 131 260 130 −
264 12 22 5 15 110 1 21 61 131 70 6 44 4 7 177 1 43 55 131 76 12 22 5 15 110 1 21 61 61 131 70
265 − − − − − − − − − − 5 53 5 15 266 1 52 92 132 40 5 53 5 15 266 1 52 92 104 132 28
266 14 19 5 15 97 1 18 58 132 74 7 38 4 7 154 1 37 49 132 83 14 19 5 15 97 1 18 58 58 132 74
267 − − − − − − − − − − 3 89 3 3 268 1 88 91 133 42 3 89 3 3 268 1 88 91 176 133 −
268 − − − − − − − − − − 4 67 3 4 201 1 66 71 133 62 4 67 3 4 201 1 66 71 132 133 1
270 15 18 5 15 92 1 17 57 134 77 15 18 5 15 92 2 34 51 134 83 30 9 6 31 56 3 24 55 55 134 79
272 34 8 10 511 82 3 21 1260 135 − 4 68 3 4 204 1 67 72 135 63 8 34 5 15 170 1 33 73 73 135 62
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Results of our analysis,continued

EG1 EG2 EG3
N n l m g I t F T ρ D1 n l m g I t F T ρ D2 n l m g I t F T TM ρ D3

273 21 13 6 31 80 1 12 125 136 11 7 39 4 7 158 1 38 50 136 86 21 13 6 31 80 3 36 67 72 136 64
274 − − − − − − − − − − 2 137 2 2 275 1 136 137 136 − 2 137 2 2 275 1 136 137 272 136 −
275 − − − − − − − − − − 5 55 5 15 276 1 54 94 137 43 5 55 5 15 276 1 54 94 108 137 29
276 12 23 5 15 115 1 22 62 137 75 6 46 4 7 185 1 45 57 137 80 12 23 5 15 115 1 22 62 62 137 75
278 − − − − − − − − − − 2 139 2 2 279 1 138 139 138 − 2 139 2 2 279 1 138 139 276 138 −
279 31 9 6 31 58 2 16 67 139 72 31 9 6 31 58 4 33 53 139 86 31 9 6 31 58 3 24 55 55 139 84
280 14 20 5 15 102 1 19 59 139 80 7 40 4 7 162 1 39 51 139 88 28 10 6 31 61 3 27 58 58 139 81
282 − − − − − − − − − − 6 47 4 7 189 1 46 58 140 82 6 47 4 7 189 1 46 58 92 140 48
284 − − − − − − − − − − 4 71 3 4 213 1 70 75 141 66 4 71 3 4 213 1 70 75 140 141 1
285 15 19 5 15 97 1 18 58 142 84 15 19 5 15 97 2 36 53 142 89 15 19 5 15 97 1 18 58 58 142 84
286 − − − − − − − − − − 2 143 2 2 287 1 142 143 142 − 2 143 2 2 287 1 142 143 284 142 −
287 − − − − − − − − − − 7 41 4 7 166 1 40 52 143 91 7 41 4 7 166 1 40 52 80 143 63
288 12 24 5 15 120 1 23 63 143 80 6 48 4 7 193 1 47 59 143 84 12 24 5 15 120 1 23 63 63 143 80
289 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
290 − − − − − − − − − − 5 58 5 15 291 1 57 97 144 47 10 29 6 31 175 2 56 107 112 144 32
291 − − − − − − − − − − 3 97 3 3 292 1 96 99 145 46 3 97 3 3 292 1 96 99 192 145 −
292 292 1 12 2047 14 28 23 529 145 − 4 73 3 4 219 1 72 77 145 68 4 73 3 4 219 1 72 77 144 145 1
294 14 21 5 15 107 1 20 60 146 86 7 42 4 7 170 1 41 53 146 93 14 21 5 15 107 1 20 60 60 146 86
295 − − − − − − − − − − 5 59 5 15 296 1 58 98 147 49 5 59 5 15 296 1 58 98 116 147 31
296 − − − − − − − − − − 8 37 5 15 185 1 36 76 147 71 8 37 5 15 185 1 36 76 76 147 71
297 − − − − − − − − − − 3 99 3 3 298 1 98 101 148 47 9 33 7 63 232 3 96 181 192 148 −
298 − − − − − − − − − − 2 149 2 2 299 1 148 149 148 − 2 149 2 2 299 1 148 149 296 148 −
299 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
300 15 20 5 15 102 1 19 59 149 90 15 20 5 15 102 2 38 55 149 94 30 10 6 31 62 3 27 58 58 149 91
301 − − − − − − − − − − 7 43 4 7 174 1 42 54 150 96 7 43 4 7 174 1 42 54 84 150 66
302 − − − − − − − − − − 2 151 2 2 303 1 150 151 150 − 2 151 2 2 303 1 150 151 300 150 −
303 − − − − − − − − − − 3 101 3 3 304 1 100 103 151 48 3 101 3 3 304 1 100 103 200 151 −
304 − − − − − − − − − − 8 38 5 15 190 1 37 77 151 74 8 38 5 15 190 1 37 77 77 151 74
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Results of our analysis,continued

EG1 EG2 EG3
N n l m g I t F T ρ D1 n l m g I t F T ρ D2 n l m g I t F T TM ρ D3

305 − − − − − − − − − − 5 61 5 15 306 1 60 100 152 52 5 61 5 15 306 1 60 100 120 152 32
306 102 3 10 511 33 9 23 375 152 − 6 51 4 7 205 1 50 62 152 90 6 51 4 7 205 1 50 62 100 152 52
308 14 22 5 15 112 1 21 61 153 92 7 44 4 7 178 1 43 55 153 98 14 22 5 15 112 1 21 61 61 153 92
309 − − − − − − − − − − 3 103 3 3 310 1 102 105 154 49 3 103 3 3 310 1 102 105 204 154 −
310 62 5 7 63 39 5 22 65 154 89 31 10 6 31 64 4 37 57 154 97 31 10 6 31 64 3 27 58 58 154 96
312 24 13 7 63 91 1 12 302 155 − 6 52 4 7 209 1 51 63 155 92 12 26 5 15 130 1 25 65 65 155 90
314 − − − − − − − − − − 2 157 2 2 315 1 156 157 156 − 2 157 2 2 315 1 156 157 312 156 −
315 15 21 5 15 107 1 20 60 157 97 7 45 4 7 182 1 44 56 157 101 15 21 5 15 107 1 20 60 60 157 97
316 − − − − − − − − − − 4 79 3 4 237 1 78 83 157 74 4 79 3 4 237 1 78 83 156 157 1
318 − − − − − − − − − − 6 53 4 7 213 1 52 64 158 94 6 53 4 7 213 1 52 64 104 158 54
319 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
320 20 16 7 63 112 1 15 305 159 − 8 40 5 15 200 1 39 79 159 80 8 40 5 15 200 1 39 79 79 159 80
321 − − − − − − − − − − 3 107 3 3 322 1 106 109 160 51 3 107 3 3 322 1 106 109 212 160 −
322 14 23 5 15 117 1 22 62 160 98 7 46 4 7 186 1 45 57 160 103 14 23 5 15 117 1 22 62 62 160 98
323 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
324 18 18 8 127 145 1 17 726 161 − 6 54 4 7 217 1 53 65 161 96 12 27 5 15 135 1 26 66 66 161 95
325 − − − − − − − − − − 5 65 5 15 326 1 64 104 162 58 5 65 5 15 326 1 64 104 128 162 34
326 − − − − − − − − − − 2 163 2 2 327 1 162 163 162 − 2 163 2 2 327 1 162 163 324 162 −
327 − − − − − − − − − − 3 109 3 3 328 1 108 111 163 52 3 109 3 3 328 1 108 111 216 163 −
328 − − − − − − − − − − 8 41 5 15 205 1 40 80 163 83 8 41 5 15 205 1 40 80 80 163 83
329 − − − − − − − − − − 7 47 4 7 190 1 46 58 164 106 7 47 4 7 190 1 46 58 92 164 72
330 15 22 5 15 112 1 21 61 164 103 15 22 5 15 112 2 42 59 164 105 15 22 5 15 112 1 21 61 61 164 103
332 − − − − − − − − − − 4 83 3 4 249 1 82 87 165 78 4 83 3 4 249 1 82 87 164 165 1
333 − − − − − − − − − − 3 111 3 3 334 1 110 113 166 53 9 37 7 63 260 2 72 209 209 166 −
334 − − − − − − − − − − 2 167 2 2 335 1 166 167 166 − 2 167 2 2 335 1 166 167 332 166 −
335 − − − − − − − − − − 5 67 5 15 336 1 66 106 167 61 5 67 5 15 336 1 66 106 132 167 35
336 14 24 5 15 122 1 23 63 167 104 7 48 4 7 194 1 47 59 167 108 14 24 5 15 122 1 23 63 63 167 104
338 − − − − − − − − − − 2 169 2 2 339 1 168 169 168 − 2 169 2 2 339 1 168 169 336 168 −
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Results of our analysis,continued

EG1 EG2 EG3
N n l m g I t F T ρ D1 n l m g I t F T ρ D2 n l m g I t F T TM ρ D3

339 − − − − − − − − − − 3 113 3 3 340 1 112 115 169 54 3 113 3 3 340 1 112 115 224 169 −
340 340 1 11 1023 13 28 23 232 169 − 4 85 3 4 255 1 84 89 169 80170 2 10 511 24 34 62 125 125 169 44
341 31 11 6 31 70 2 20 71 170 99 31 11 6 31 70 3 30 61 170 109 31 11 6 31 70 3 30 61 61 170 109
342 18 19 8 127 153 1 18 727 170 − 6 57 4 7 229 1 56 68 170 102 6 57 4 7 229 1 56 68 112 170 58
343 − − − − − − − − − − 7 49 4 7 198 1 48 60 171 111 7 49 4 7 198 1 48 60 96 171 75
344 − − − − − − − − − − 8 43 5 15 215 1 42 82 171 89 8 43 5 15 215 1 42 82 84 171 87
345 15 23 5 15 117 1 22 62 172 110 15 23 5 15 117 2 44 61 172 111 15 23 5 15 117 1 22 62 62 172 110
346 − − − − − − − − − − 2 173 2 2 347 1 172 173 172 − 2 173 2 2 347 1 172 173 344 172 −
348 − − − − − − − − − − 12 29 5 15 145 1 28 68 173 105 12 29 5 15 145 1 28 68 68 173 105
350 70 5 9 255 47 5 22 315 174 − 7 50 4 7 202 1 49 61 174 113 14 25 5 15 127 1 24 64 64 174 110
351 − − − − − − − − − − 3 117 3 3 352 1 116 119 175 56 9 39 7 63 274 2 76 213 213 175 −
352 − − − − − − − − − − 8 44 5 15 220 1 43 83 175 92 8 44 5 15 220 1 43 83 86 175 89
354 − − − − − − − − − − 6 59 4 7 237 1 58 70 176 106 6 59 4 7 237 1 58 70 116 176 60
355 − − − − − − − − − − 5 71 5 15 356 1 70 110 177 67 5 71 5 15 356 1 70 110 140 177 37
356 − − − − − − − − − − 4 89 3 4 267 1 88 93 177 84 4 89 3 4 267 1 88 93 176 177 1
357 21 17 6 31 104 1 16 129 178 49 7 51 4 7 206 1 50 62 178 116 21 17 6 31 104 2 32 83 83 178 95
358 − − − − − − − − − − 2 179 2 2 359 1 178 179 178 − 2 179 2 2 359 1 178 179 356 178 −
360 15 24 5 15 122 1 23 63 179 116 15 24 5 15 122 2 46 63 179 116 15 24 5 15 122 1 23 63 63 179 116
361 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
362 − − − − − − − − − − 2 181 2 2 363 1 180 181 180 − 2 181 2 2 363 1 180 181 360 180 −
363 − − − − − − − − − − 3 121 3 3 364 1 120 123 181 58 3 121 3 3 364 1 120 123 240 181 −
364 28 13 6 31 79 1 12 125 181 56 7 52 4 7 210 1 51 63 181 118 14 26 5 15 132 1 25 65 65 181 116
365 73 5 10 511 54 5 22 724 182 − 5 73 5 15 366 1 72 112 182 70 5 73 5 15 366 1 72 112 144 182 38
366 − − − − − − − − − − 6 61 4 7 245 1 60 72 182 110 6 61 4 7 245 1 60 72 120 182 62
368 − − − − − − − − − − 8 46 5 15 230 1 45 85 183 98 8 46 5 15 230 1 45 85 90 183 93
369 − − − − − − − − − − 3 123 3 3 370 1 122 125 184 59 9 41 7 63 288 2 80 217 217 184 −
370 − − − − − − − − − − 5 74 5 15 371 1 73 113 184 71 10 37 6 31 223 2 72 123 144 184 40
371 − − − − − − − − − − 7 53 4 7 214 1 52 64 185 121 7 53 4 7 214 1 52 64 104 185 81
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Results of our analysis,continued

EG1 EG2 EG3
N n l m g I t F T ρ D1 n l m g I t F T ρ D2 n l m g I t F T TM ρ D3

372 31 12 6 31 76 2 22 73 185 112 31 12 6 31 76 3 33 64 185 121 31 12 6 31 76 3 33 64 66 185 119
374 − − − − − − − − − − 2 187 2 2 375 1 186 187 186 − 2 187 2 2 375 1 186 187 372 186 −
375 − − − − − − − − − − 15 25 5 15 127 1 24 64 187 123 15 25 5 15 127 1 24 64 64 187 123
376 − − − − − − − − − − 8 47 5 15 235 1 46 86 187 101 8 47 5 15 235 1 46 86 92 187 95
377 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
378 126 3 8 127 27 9 23 77 188 111 7 54 4 7 218 1 53 65 188 123 14 27 5 15 137 1 26 66 66 188 122
380 20 19 7 63 133 1 18 308 189 − 4 95 3 4 285 1 94 99 189 90 20 19 7 63 133 3 54 139 139 189 50
381 127 3 8 127 29 9 23 77 190 113127 3 8 127 29 14 37 66 190 124127 3 8 127 29 12 32 68 68 190 122
382 − − − − − − − − − − 2 191 2 2 383 1 190 191 190 − 2 191 2 2 383 1 190 191 380 190 −
384 24 16 7 63 112 1 15 305 191 − 12 32 5 15 160 1 31 71 191 120 12 32 5 15 160 1 31 71 71 191 120
385 35 11 8 127 90 2 20 362 192 − 7 55 4 7 222 1 54 66 192 126 7 55 4 7 222 1 54 66 108 192 84
386 − − − − − − − − − − 2 193 2 2 387 1 192 193 192 − 2 193 2 2 387 1 192 193 384 192 −
387 − − − − − − − − − − 3 129 3 3 388 1 128 131 193 62 9 43 7 63 302 2 84 221 221 193 −
388 − − − − − − − − − − 4 97 3 4 291 1 96 101 193 92 4 97 3 4 291 1 96 101 192 193 1
390 30 13 6 31 80 1 12 125 194 69 15 26 5 15 132 1 25 65 194 129 15 26 5 15 132 1 25 65 65 194 129
391 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
392 28 14 6 31 85 1 13 126 195 69 7 56 4 7 226 1 55 67 195 128 14 28 5 15 142 1 27 67 67 195 128
393 − − − − − − − − − − 3 131 3 3 394 1 130 133 196 63 3 131 3 3 394 1 130 133 260 196 −
394 − − − − − − − − − − 2 197 2 2 395 1 196 197 196 − 2 197 2 2 395 1 196 197 392 196 −
395 − − − − − − − − − − 5 79 5 15 396 1 78 118 197 79 5 79 5 15 396 1 78 118 156 197 41
396 18 22 8 127 177 1 21 730 197 − 12 33 5 15 165 1 32 72 197 125 12 33 5 15 165 1 32 72 72 197 125
398 − − − − − − − − − − 2 199 2 2 399 1 198 199 198 − 2 199 2 2 399 1 198 199 396 198 −
399 21 19 6 31 116 1 18 131 199 68 7 57 4 7 230 1 56 68 199 131 21 19 6 31 116 2 36 87 87 199 112
400 20 20 7 63 140 1 19 309 199 − 8 50 5 15 250 1 49 89 199 110 8 50 5 15 250 1 49 89 98 199 101
402 − − − − − − − − − − 6 67 4 7 269 1 66 78 200 122 6 67 4 7 269 1 66 78 132 200 68
403 31 13 6 31 82 1 12 125 201 76 31 13 6 31 82 3 36 67 201 134 31 13 6 31 82 3 36 67 72 201 129
404 − − − − − − − − − − 4 101 3 4 303 1 100 105 201 96 4 101 3 4 303 1 100 105 200 201 1
405 − − − − − − − − − − 15 27 5 15 137 1 26 66 202 136 15 27 5 15 137 1 26 66 66 202 136
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Results of our analysis,continued

EG1 EG2 EG3
N n l m g I t F T ρ D1 n l m g I t F T ρ D2 n l m g I t F T TM ρ D3

406 − − − − − − − − − − 14 29 5 15 147 1 28 68 202 134 14 29 5 15 147 1 28 68 68 202 134
407 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
408 24 17 7 63 119 1 16 306 203 − 12 34 5 15 170 1 33 73 203 130 12 34 5 15 170 1 33 73 73 203 130
410 − − − − − − − − − − 5 82 5 15 411 1 81 121 204 83 10 41 6 31 247 1 40 153 153 204 51
411 − − − − − − − − − − 3 137 3 3 412 1 136 139 205 66 3 137 3 3 412 1 136 139 272 205 −
412 − − − − − − − − − − 4 103 3 4 309 1 102 107 205 98 4 103 3 4 309 1 102 107 204 205 1
413 − − − − − − − − − − 7 59 4 7 238 1 58 70 206 136 7 59 4 7 238 1 58 70 116 206 90
414 18 23 8 127 185 1 22 731 206 − 6 69 4 7 277 1 68 80 206 126 6 69 4 7 277 1 68 80 136 206 70
415 − − − − − − − − − − 5 83 5 15 416 1 82 122 207 85 5 83 5 15 416 1 82 122 164 207 43
416 − − − − − − − − − − 8 52 5 15 260 1 51 91 207 116 8 52 5 15 260 1 51 91 102 207 105
417 − − − − − − − − − − 3 139 3 3 418 1 138 141 208 67 3 139 3 3 418 1 138 141 276 208 −
418 − − − − − − − − − − 2 209 2 2 419 1 208 209 208 − 2 209 2 2 419 1 208 209 416 208 −
420 60 7 7 63 50 3 18 103 209 106 15 28 5 15 142 1 27 67 209 142 15 28 5 15 142 1 27 67 67 209 142
422 − − − − − − − − − − 2 211 2 2 423 1 210 211 210 − 2 211 2 2 423 1 210 211 420 210 −
423 − − − − − − − − − − 3 141 3 3 424 1 140 143 211 68 9 47 7 63 330 2 92 229 229 211 −
424 − − − − − − − − − − 8 53 5 15 265 1 52 92 211 119 8 53 5 15 265 1 52 92 104 211 107
425 85 5 9 255 49 5 22 315 212 − 5 85 5 15 426 1 84 124 212 88 85 5 9 255 49 15 70 143 143 212 69
426 − − − − − − − − − − 6 71 4 7 285 1 70 82 212 130 6 71 4 7 285 1 70 82 140 212 72
427 − − − − − − − − − − 7 61 4 7 246 1 60 72 213 141 7 61 4 7 246 1 60 72 120 213 93
428 − − − − − − − − − − 4 107 3 4 321 1 106 111 213 102 4 107 3 4 321 1 106 111 212 213 1
429 − − − − − − − − − − 3 143 3 3 430 1 142 145 214 69 3 143 3 3 430 1 142 145 284 214 −
430 − − − − − − − − − − 5 86 5 15 431 1 85 125 214 89 10 43 6 31 259 1 42 155 155 214 59
432 24 18 7 63 126 1 17 307 215 − 12 36 5 15 180 1 35 75 215 140 12 36 5 15 180 1 35 75 75 215 140
434 62 7 7 63 53 3 18 103 216 113 14 31 5 15 157 1 30 70 216 146 14 31 5 15 157 1 30 70 70 216 146
435 − − − − − − − − − − 15 29 5 15 147 1 28 68 217 149 15 29 5 15 147 1 28 68 68 217 149
436 − − − − − − − − − − 4 109 3 4 327 1 108 113 217 104 4 109 3 4 327 1 108 113 216 217 1
437 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
438 146 3 11 1023 37 9 23 859 218 − 6 73 4 7 293 1 72 84 218 134 6 73 4 7 293 1 72 84 144 218 74
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Results of our analysis,continued

EG1 EG2 EG3
N n l m g I t F T ρ D1 n l m g I t F T ρ D2 n l m g I t F T TM ρ D3

440 20 22 7 63 154 1 21 311 219 − 8 55 5 15 275 1 54 94 219 125 8 55 5 15 275 1 54 94 108 219 111
441 63 7 7 63 53 3 18 103 220 117 63 7 7 63 53 6 38 72 220 148 63 7 7 63 53 5 32 75 75 220 145
442 − − − − − − − − − − 2 221 2 2 443 1 220 221 220 − 2 221 2 2 443 1 220 221 440 220 −
444 − − − − − − − − − − 12 37 5 15 185 1 36 76 221 145 12 37 5 15 185 1 36 76 76 221 145
445 − − − − − − − − − − 5 89 5 15 446 1 88 128 222 94 5 89 5 15 446 1 88 128 176 222 46
446 − − − − − − − − − − 2 223 2 2 447 1 222 223 222 − 2 223 2 2 447 1 222 223 444 222 −
447 − − − − − − − − − − 3 149 3 3 448 1 148 151 223 72 3 149 3 3 448 1 148 151 296 223 −
448 28 16 6 31 97 1 15 128 223 95 14 32 5 15 162 1 31 71 223 152 14 32 5 15 162 1 31 71 71 223 152
450 30 15 6 31 92 1 14 127 224 97 15 30 5 15 152 1 29 69 224 155 15 30 5 15 152 1 29 69 69 224 155
451 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
452 − − − − − − − − − − 4 113 3 4 339 1 112 117 225 108 4 113 3 4 339 1 112 117 224 225 1
453 − − − − − − − − − − 3 151 3 3 454 1 150 153 226 73 3 151 3 3 454 1 150 153 300 226 −
454 − − − − − − − − − − 2 227 2 2 455 1 226 227 226 − 2 227 2 2 455 1 226 227 452 226 −
455 35 13 8 127 106 1 12 721 227 − 7 65 4 7 262 1 64 76 227 151 7 65 4 7 262 1 64 76 128 227 99
456 24 19 7 63 133 1 18 308 227 − 12 38 5 15 190 1 37 77 227 150 12 38 5 15 190 1 37 77 77 227 150
458 − − − − − − − − − − 2 229 2 2 459 1 228 229 228 − 2 229 2 2 459 1 228 229 456 228 −
459 51 9 9 255 84 2 16 835 229 − 3 153 3 3 460 1 152 155 229 74 51 9 9 255 84 11 95 204 204 229 25
460 20 23 7 63 161 1 22 312 229 − 4 115 3 4 345 1 114 119 229 110 20 23 7 63 161 3 66 151 151 229 78
462 21 22 6 31 134 1 21 134 230 96 14 33 5 15 167 1 32 72 230 158 14 33 5 15 167 1 32 72 72 230 158
464 − − − − − − − − − − 8 58 5 15 290 1 57 97 231 134 8 58 5 15 290 1 57 97 114 231 117
465 465 1 10 511 14 28 23 105 232 12715 31 5 15 157 1 30 70 232 162 15 31 5 15 157 1 30 70 70 232 162
466 − − − − − − − − − − 2 233 2 2 467 1 232 233 232 − 2 233 2 2 467 1 232 233 464 232 −
468 36 13 9 255 117 1 12 1688 233 − 12 39 5 15 195 1 38 78 233 155 12 39 5 15 195 1 38 78 78 233 155
469 − − − − − − − − − − 7 67 4 7 270 1 66 78 234 156 7 67 4 7 270 1 66 78 132 234 102
470 − − − − − − − − − − 5 94 5 15 471 1 93 133 234 101 10 47 6 31 283 1 46 159 159 234 75
471 − − − − − − − − − − 3 157 3 3 472 1 156 159 235 76 3 157 3 3 472 1 156 159 312 235 −
472 − − − − − − − − − − 8 59 5 15 295 1 58 98 235 137 8 59 5 15 295 1 58 98 116 235 119
473 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
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Results of our analysis,continued

EG1 EG2 EG3
N n l m g I t F T ρ D1 n l m g I t F T ρ D2 n l m g I t F T TM ρ D3

474 − − − − − − − − − − 6 79 4 7 317 1 78 90 236 146 6 79 4 7 317 1 78 90 156 236 80
475 − − − − − − − − − − 5 95 5 15 476 1 94 134 237 103 5 95 5 15 476 1 94 134 188 237 49
476 28 17 6 31 103 1 16 129 237 108 14 34 5 15 172 1 33 73 237 164 14 34 5 15 172 1 33 73 73 237 164
477 − − − − − − − − − − 3 159 3 3 478 1 158 161 238 77 9 53 7 63 372 2 104 241 241 238 −
478 − − − − − − − − − − 2 239 2 2 479 1 238 239 238 − 2 239 2 2 479 1 238 239 476 238 −
480 60 8 7 63 57 3 21 106 239 133 15 32 5 15 162 1 31 71 239 168 15 32 5 15 162 1 31 71 71 239 168
481 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
482 − − − − − − − − − − 2 241 2 2 483 1 240 241 240 − 2 241 2 2 483 1 240 241 480 240 −
483 21 23 6 31 140 1 22 135 241 106 7 69 4 7 278 1 68 80 241 161 21 23 6 31 140 2 44 95 95 241 146
484 − − − − − − − − − − 4 121 3 4 363 1 120 125 241 116 4 121 3 4 363 1 120 125 240 241 1
485 − − − − − − − − − − 5 97 5 15 486 1 96 136 242 106 5 97 5 15 486 1 96 136 192 242 50
486 − − − − − − − − − − 6 81 4 7 325 1 80 92 242 150 6 81 4 7 325 1 80 92 160 242 82
488 − − − − − − − − − − 8 61 5 15 305 1 60 100 243 143 8 61 5 15 305 1 60 100 120 243 123
489 − − − − − − − − − − 3 163 3 3 490 1 162 165 244 79 3 163 3 3 490 1 162 165 324 244 −
490 70 7 9 255 65 3 18 545 244 − 14 35 5 15 177 1 34 74 244 170 14 35 5 15 177 1 34 74 74 244 170
492 − − − − − − − − − − 12 41 5 15 205 1 40 80 245 165 12 41 5 15 205 1 40 80 80 245 165
493 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
494 − − − − − − − − − − 2 247 2 2 495 1 246 247 246 − 2 247 2 2 495 1 246 247 492 246 −
495 − − − − − − − − − − 15 33 5 15 167 1 32 72 247 175 15 33 5 15 167 1 32 72 72 247 175
496 62 8 7 63 60 3 21 106 247 141 31 16 6 31 100 3 45 76 247 171 62 8 7 63 60 5 37 80 80 247 167
497 − − − − − − − − − − 7 71 4 7 286 1 70 82 248 166 7 71 4 7 286 1 70 82 140 248 108
498 − − − − − − − − − − 6 83 4 7 333 1 82 94 248 154 6 83 4 7 333 1 82 94 164 248 84
500 − − − − − − − − − − 4 125 3 4 375 1 124 129 249 120 20 25 7 63 175 3 72 157 157 249 92
501 − − − − − − − − − − 3 167 3 3 502 1 166 169 250 81 3 167 3 3 502 1 166 169 332 250 −
502 − − − − − − − − − − 2 251 2 2 503 1 250 251 250 − 2 251 2 2 503 1 250 251 500 250 −
504 63 8 7 63 60 3 21 106 251 145 14 36 5 15 182 1 35 75 251 176 14 36 5 15 182 1 35 75 75 251 176
505 − − − − − − − − − − 5 101 5 15 506 1 100 140 252 112 5 101 5 15 506 1 100 140 200 252 52
506 − − − − − − − − − − 2 253 2 2 507 1 252 253 252 − 2 253 2 2 507 1 252 253 504 252 −
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Results of our analysis,continued

EG1 EG2 EG3
N n l m g I t F T ρ D1 n l m g I t F T ρ D2 n l m g I t F T TM ρ D3

507 − − − − − − − − − − 3 169 3 3 508 1 168 171 253 82 3 169 3 3 508 1 168 171 336 253 −
508 508 1 10 511 13 28 23 105 253 148127 4 8 127 37 13 47 80 253 173127 4 8 127 37 11 40 81 81 253 172
510 510 1 10 511 14 28 23 105 254 14915 34 5 15 172 1 33 73 254 181 15 34 5 15 172 1 33 73 73 254 181
511 511 1 10 511 17 28 23 105 255 150511 1 10 511 17 52 46 80 255 175511 1 10 511 17 46 41 81 82 255 173
512 − − − − − − − − − − 8 64 5 15 320 1 63 103 255 152 8 64 5 15 320 1 63 103 126 255 129
513 − − − − − − − − − − 3 171 3 3 514 1 170 173 256 83 9 57 7 63 400 2 112 249 249 256 7
514 − − − − − − − − − − 2 257 2 2 515 1 256 257 256 − 2 257 2 2 515 1 256 257 512 256 −
515 − − − − − − − − − − 5 103 5 15 516 1 102 142 257 115 5 103 5 15 516 1 102 142 204 257 53
516 − − − − − − − − − − 12 43 5 15 215 1 42 82 257 175 12 43 5 15 215 1 42 82 84 257 173
517 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
518 − − − − − − − − − − 14 37 5 15 187 1 36 76 258 182 14 37 5 15 187 1 36 76 76 258 182
519 − − − − − − − − − − 3 173 3 3 520 1 172 175 259 84 3 173 3 3 520 1 172 175 344 259 −
520 40 13 9 255 117 1 12 1688 259 − 8 65 5 15 325 1 64 104 259 155 8 65 5 15 325 1 64 104 128 259 131
522 − − − − − − − − − − 6 87 4 7 349 1 86 98 260 162 6 87 4 7 349 1 86 98 172 260 88
524 − − − − − − − − − − 4 131 3 4 393 1 130 135 261 126 4 131 3 4 393 1 130 135 260 261 1
525 105 5 8 127 43 5 22 139 262 123 15 35 5 15 177 1 34 74 262 188 15 35 5 15 177 1 34 74 74 262 188
526 − − − − − − − − − − 2 263 2 2 527 1 262 263 262 − 2 263 2 2 527 1 262 263 524 262 −
527 31 17 6 31 106 1 16 129 263 134 31 17 6 31 106 3 48 79 263 184 31 17 6 31 106 2 32 83 83 263 180
528 24 22 7 63 154 1 21 311 263 − 12 44 5 15 220 1 43 83 263 180 12 44 5 15 220 1 43 83 86 263 177
529 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
530 − − − − − − − − − − 5 106 5 15 531 1 105 145 264 119 10 53 6 31 319 1 52 165 165 264 99
531 − − − − − − − − − − 3 177 3 3 532 1 176 179 265 86 9 59 7 63 414 2 116 253 253 265 12
532 28 19 6 31 115 1 18 131 265 134 14 38 5 15 192 1 37 77 265 188 14 38 5 15 192 1 37 77 77 265 188
533 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
534 − − − − − − − − − − 6 89 4 7 357 1 88 100 266 166 6 89 4 7 357 1 88 100 176 266 90
535 − − − − − − − − − − 5 107 5 15 536 1 106 146 267 121 5 107 5 15 536 1 106 146 212 267 55
536 − − − − − − − − − − 8 67 5 15 335 1 66 106 267 161 8 67 5 15 335 1 66 106 132 267 135
537 − − − − − − − − − − 3 179 3 3 538 1 178 181 268 87 3 179 3 3 538 1 178 181 356 268 −
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Results of our analysis,continued

EG1 EG2 EG3
N n l m g I t F T ρ D1 n l m g I t F T ρ D2 n l m g I t F T TM ρ D3

538 − − − − − − − − − − 2 269 2 2 539 1 268 269 268 − 2 269 2 2 539 1 268 269 536 268 −
539 − − − − − − − − − − 7 77 4 7 310 1 76 88 269 181 7 77 4 7 310 1 76 88 152 269 117
540 30 18 6 31 110 1 17 130 269 139 15 36 5 15 182 1 35 75 269 194 15 36 5 15 182 1 35 75 75 269 194
542 − − − − − − − − − − 2 271 2 2 543 1 270 271 270 − 2 271 2 2 543 1 270 271 540 270 −
543 − − − − − − − − − − 3 181 3 3 544 1 180 183 271 88 3 181 3 3 544 1 180 183 360 271 −
544 − − − − − − − − − − 8 68 5 15 340 1 67 107 271 164 8 68 5 15 340 1 67 107 134 271 137
545 − − − − − − − − − − 5 109 5 15 546 1 108 148 272 124 5 109 5 15 546 1 108 148 216 272 56
546 42 13 7 63 93 1 12 302 272 − 14 39 5 15 197 1 38 78 272 194 14 39 5 15 197 1 38 78 78 272 194
548 − − − − − − − − − − 4 137 3 4 411 1 136 141 273 132 4 137 3 4 411 1 136 141 272 273 1
549 − − − − − − − − − − 3 183 3 3 550 1 182 185 274 89 9 61 7 63 428 2 120 257 257 274 17
550 − − − − − − − − − − 5 110 5 15 551 1 109 149 274 125 10 55 6 31 331 1 54 167 167 274 107
551 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
552 24 23 7 63 161 1 22 312 275 − 12 46 5 15 230 1 45 85 275 190 12 46 5 15 230 1 45 85 90 275 185
553 − − − − − − − − − − 7 79 4 7 318 1 78 90 276 186 7 79 4 7 318 1 78 90 156 276 120
554 − − − − − − − − − − 2 277 2 2 555 1 276 277 276 − 2 277 2 2 555 1 276 277 552 276 −
555 − − − − − − − − − − 15 37 5 15 187 1 36 76 277 201 15 37 5 15 187 1 36 76 76 277 201
556 − − − − − − − − − − 4 139 3 4 417 1 138 143 277 134 4 139 3 4 417 1 138 143 276 277 1
558 31 18 6 31 112 1 17 130 278 148 31 18 6 31 112 3 51 82 278 196 31 18 6 31 112 2 34 85 85 278 193
559 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
560 28 20 6 31 121 1 19 132 279 147 14 40 5 15 202 1 39 79 279 200 14 40 5 15 202 1 39 79 79 279 200
561 51 11 9 255 102 2 20 839 280 − 3 187 3 3 562 1 186 189 280 91 51 11 9 255 102 10 106 230 230 280 50
562 − − − − − − − − − − 2 281 2 2 563 1 280 281 280 − 2 281 2 2 563 1 280 281 560 280 −
564 − − − − − − − − − − 12 47 5 15 235 1 46 86 281 195 12 47 5 15 235 1 46 86 92 281 189
565 − − − − − − − − − − 5 113 5 15 566 1 112 152 282 130 5 113 5 15 566 1 112 152 224 282 58
566 − − − − − − − − − − 2 283 2 2 567 1 282 283 282 − 2 283 2 2 567 1 282 283 564 282 −
567 63 9 7 63 67 2 16 153 283 130 63 9 7 63 67 6 50 84 283 199 63 9 7 63 67 5 42 85 85 283 198
568 − − − − − − − − − − 8 71 5 15 355 1 70 110 283 173 8 71 5 15 355 1 70 110 140 283 143
570 30 19 6 31 116 1 18 131 284 153 15 38 5 15 192 1 37 77 284 207 15 38 5 15 192 1 37 77 77 284 207
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Results of our analysis,continued

EG1 EG2 EG3
N n l m g I t F T ρ D1 n l m g I t F T ρ D2 n l m g I t F T TM ρ D3

572 − − − − − − − − − − 4 143 3 4 429 1 142 147 285 138 4 143 3 4 429 1 142 147 284 285 1
573 − − − − − − − − − − 3 191 3 3 574 1 190 193 286 93 3 191 3 3 574 1 190 193 380 286 −
574 − − − − − − − − − − 14 41 5 15 207 1 40 80 286 206 14 41 5 15 207 1 40 80 80 286 206
575 − − − − − − − − − − 5 115 5 15 576 1 114 154 287 133 5 115 5 15 576 1 114 154 228 287 59
576 24 24 7 63 168 1 23 313 287 − 12 48 5 15 240 1 47 87 287 200 12 48 5 15 240 1 47 87 94 287 193
578 − − − − − − − − − − 2 289 2 2 579 1 288 289 288 − 2 289 2 2 579 1 288 289 576 288 −
579 − − − − − − − − − − 3 193 3 3 580 1 192 195 289 94 3 193 3 3 580 1 192 195 384 289 −
580 − − − − − − − − − − 4 145 3 4 435 1 144 149 289 140 20 29 7 63 203 3 84 169 169 289 120
581 − − − − − − − − − − 7 83 4 7 334 1 82 94 290 196 7 83 4 7 334 1 82 94 164 290 126
582 − − − − − − − − − − 6 97 4 7 389 1 96 108 290 182 6 97 4 7 389 1 96 108 192 290 98
583 − − − − − − − − − − − − − − − − − − − − − − − − − − − − − − −
584 73 8 10 511 84 3 21 1260 291 − 8 73 5 15 365 1 72 112 291 179 8 73 5 15 365 1 72 112 144 291 147
585 585 1 13 4095 19 28 23 1208 292 − 15 39 5 15 197 1 38 78 292 214 15 39 5 15 197 1 38 78 78 292 214
586 − − − − − − − − − − 2 293 2 2 587 1 292 293 292 − 2 293 2 2 587 1 292 293 584 292 −
588 28 21 6 31 127 1 20 133 293 160 14 42 5 15 212 1 41 81 293 212 14 42 5 15 212 1 41 81 82 293 211
589 31 19 6 31 118 1 18 131 294 163 31 19 6 31 118 3 54 85 294 209 31 19 6 31 118 2 36 87 87 294 207
590 − − − − − − − − − − 5 118 5 15 591 1 117 157 294 137 10 59 6 31 355 1 58 171 171 294 123
591 − − − − − − − − − − 3 197 3 3 592 1 196 199 295 96 3 197 3 3 592 1 196 199 392 295 −
592 − − − − − − − − − − 8 74 5 15 370 1 73 113 295 182 8 74 5 15 370 1 73 113 146 295 149
594 − − − − − − − − − − 6 99 4 7 397 1 98 110 296 186 6 99 4 7 397 1 98 110 196 296 100
595 595 1 12 2047 17 28 23 529 297 − 7 85 4 7 342 1 84 96 297 201 7 85 4 7 342 1 84 96 168 297 129
596 − − − − − − − − − − 4 149 3 4 447 1 148 153 297 144 4 149 3 4 447 1 148 153 296 297 1
597 − − − − − − − − − − 3 199 3 3 598 1 198 201 298 97 3 199 3 3 598 1 198 201 396 298 −
598 − − − − − − − − − − 2 299 2 2 599 1 298 299 298 − 2 299 2 2 599 1 298 299 596 298 −
600 30 20 6 31 122 1 19 132 299 167 15 40 5 15 202 1 39 79 299 220 15 40 5 15 202 1 39 79 79 299 220
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Appendix B. Elliptic and hyperelliptic curve selection

We describe how the elliptic curve E186 was selected, and how a random instance of
the ECDLP in E186 was generated and reduced to an instance of the HCDLP in C186. The
elliptic curves E161, E180, E217, E248, E300 and the corresponding hyperelliptic curves
listed in Appendix Cwere generated in an analogous manner. Note that the hyperelliptic
curves produced by the GHS reduction are not unique – we merely list the hyperelliptic
curves generated by an invocation of Hess’s KASH program [18]. Including the hyperelliptic
curves and divisors will assist those who wish to implement the index-calculus methods for
the HCDLP without first having to perform the complicated GHS reduction. The elliptic
curve E161-2 was generated verifiably at random by selecting the curveEb : y2 + xy =
x3+ x2+ b, whereb is the element inF2161 identified (see below) with the smallest integer
greater than or equal to 2160 for which #Eb(F2161) is twice a prime. Finally, the elliptic
curves E176 and E272 are taken from ANSI X9.62 [1].

Appendix B.1. Elliptic curve generation

Let n = 31, and letq = 26. Let a be an arbitrary element of trace 1 inF2186. The order
of 2 modulon is t = 5. Lets = 6, and letfi , 0 6 i 6 s, be the monic irreducible factors of
x31−1 overF2 with f0(x) = x−1 (see Theorem11). Letσ : Fqn → Fqn be the Frobenius
map defined byx 7→ xq . Define

B = {b ∈ Fqn\Fq : (σ + 1)fi(σ )(b) = 0 for some 16 i 6 s}.
The elliptic curve E186 was chosen by selecting random elementsb ∈ B until the number
of F2186-rational points ony2+ xy = x3+ ax2+ b is twice a prime.

The elements ofF2186 are represented as binary polynomials modulo the irreducible
polynomialz186+ z11+1. We identify a 186-bit integerc = c1852185+ c1842184+· · ·+ c0
with the elementc185z

185+ c184z
184+ · · · + c0 of F2186. The defining equation for the

elliptic curve E186 isy2+ xy = x3+ ax2+ b, where

a = 3D7D03F4CB539C5B728D256DAD2E5E8ADDB81B524F7D68D,and

b = 35108742308B720FAABCFFB70D33E3840F8D93323635F7E

in hexadecimal notation. The number ofF2186-rational points on E186 is 2r, where

r = 200000000000000000000000E5BED0151962E91F6CDF581

is prime.

Appendix B.2. ECDLP instance generation

We selected two pointsP andQ from E186(F2186) verifiably at randomas follows.
We first defined 160-bit integersm1 and m2 to be the 160-bit outputs of the SHA-1
cryptographic hash function with inputs the strings ‘ ’ and ‘a’, respectively. (These two
strings are commonly used as inputs to generate test vectors for hash functions; see [25,
Table 9.6].) We identify a 160-bit integerc = c1592159+ c1582158+ · · · + c0 with the
elementc159z

159+c158z
158+· · ·+c0 of F2186. Then, for eachi ∈ {1,2}, we defineni to be

the smallest integer greaater than or equal tomi for which the field element corresponding
toni is thex-coordinate of some point of order not equal to 2 in E186(F2186); for such anni

we arbitrarily select one of the two possibley-coordinates to obtain two pointsP ′ andQ′,
and then we setP = 2P ′ andQ = 2Q′. In this way, we derive the following two points of
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orderr:

P = (6FE4D23FBAFBAF66317050A0D102E23075572174ADC304,

24E2CB9E1DAF261EA25FD0413F85CF067DB5FE50F4849B2);
Q = (EFD00F993676085F97D9BB9117E00A34F6185104629F42,

1EBBB1F436A53B00B4C74A93CF6E613F3C60D566BDB9653).

The ECDLP challenge is to find the integerλ ∈ [0, r − 1] such thatQ = λP . Note that
sinceP andQ were (pseudo)randomly generated, the discrete logarithmλ is not known by
us a priori.

Appendix B.3. HCDLP instance generation

Hess’s KASH program [18] for the Weil restriction represents elliptic curve points as
zero divisors. For technical reasons, it excludes the point at infinity from occurring in the
support of the divisors. Thus, instead of representing an elliptic curve pointP by a zero
divisor (P ) − (∞), we representP by the equivalent zero divisor(P + R) − (R), where
R is an arbitrary point on the curve. We arbitrarily selected the following point of orderr:

R = (3A9EE09AEC0996B46F3680D80835FF3081D795A93AB58FF,

FC867E29309F63717894B647A611E743919B511E204862).

Let P1 = P + R, P2 = Q + R andP3 = R. Hess’s KASH program was used to reduce
(E186, P1, P2, P3) to (C186, D1, D2, D3), where C186 is a genus-31 hyperelliptic curve
overF26 andD1, D2, D3 are divisors inJC186(F26). The elements ofF26 are represented
as binary polynomials modulo the irreducible polynomialw6 + w4 + w3 + w + 1. The
Weierstrass equation for the hyperelliptic curve C186 isv2+ h(u)v = f (u), where

f (u) = w30u63+ w10u62+ w40u60+ w54u56+ w23u48+ w26;
h(u) = w15u31+ wu30+ w21u28+ w59u24+ w41u16+ w10.

The divisorsD1, D2 andD3 are:

D1= div(u31+w32u30+w58u29+w57u28+w11u27+w25u26+w39u24+w37u23+w59u22

+w19u21+w3u20+w45u19+w47u18+wu16+w40u15+w6u14+w53u13

+w48u12+w30u11+w33u10+w19u9+w55u8+w28u7+w7u6+w20u5

+w5u4+w38u3+w29u2+w60u+w11, w36u30+w28u29+w27u28+w24u27

+w12u26+w58u25+w62u24+w8u23+w13u22+w41u21+w22u20+w11u19

+w40u18+w26u17+w39u16+w19u15+w39u14+w43u13+w6u8+w53u7

+w42u6+w50u5+w18u4+w2u3+w38u2+w11u+w),

D2= div(u31+w9u30+w23u29+w17u28+w23u27+w37u26+w34u25+w25u24

+w46u23+w21u22+w61u21+w42u20+w39u19+w7u18+w43u17+w50u16

+w43u15+w22u14+w24u13+w31u12+w24u11+w5u10+w28u9+w62u8

+w34u7+u6+w45u5+w18u4+w15u3+w54u2+w4u+1, w12u30+w32u29

+w19u28+w62u27+w25u26+w45u25+w50u24+w18u23+w51u22+wu21

+w36u20+w5u19+w58u18+w60u17+w22u16+w11u15+w12u14+w25u13

+w47u12+w4u11+w62u9+w60u8+w33u7+w52u6+w21u5+w43u4

+w36u3+w50u2+w5u+w20),
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D3= div(u31+w54u30+w42u29+w62u28+w38u27+w11u26+w15u25+w2u24

+w62u23+w54u22+w8u21+w53u20+w17u19+w6u18+u17+w51u16

+w22u15+w61u14+w2u13+w61u12+w40u11+w12u10+w14u9+w3u8

+w13u7+w31u6+w60u5+w16u4+w43u3+w3u2+w9u+w7, w25u30

+w24u29+w62u28+w13u27+w17u26+w53u25+w52u24+w43u23+w20u22

+w51u21+w23u20+w59u19+w60u18+w49u17+w20u16+w47u15+w53u14

+w40u13+w49u12+w28u11+w3u10+w6u9+w35u8+w41u7+w6u6

+w46u5+w57u3+w9u2+w21u+w53).

The task is to solve the following discrete logarithm problem inJC186(F26): find the
integerλ ∈ [0, r − 1] such that(D2−D3) = λ(D1−D3).

Appendix C. ECDLP challenge parameters

For an explanation of the notation used in the following tables, see Section7 and
Appendix B.

E161,N = 161,F2161 = F2[z]/(z161+ z18+ 1), #E161(F2161) = 2 · r, a = 1
b = 1102A36EE3EEE95C1DDA26A51A954391733728D22

r = FFFFFFFFFFFFFFFFFFFFFD03F975D827A7D20F89

P = (1CBF654BEEF0AE9F525F8E9F5FA1DED1D10C7D781,
175984F97695A39291B94B6D9BD89860C9AF5DF80)

Q = (AE24976AE483ED2E33A77FD48F78DAE06ED0F54E,
186EBA8B979ADAA320D47C7763CFF8EF810A970EB)

R = (1E7958EF1FA48A2B92889B442DADE6E9A6A7C173,
4EE6671B1A5D69A5578EFE30C05704FA69C78345)

C161,q = 223, F223 = F2[w]/(w23+ w5+ 1)

f (u) = w6691705u15+ w4316786u14+ w4857716u12+ w4289455u8+ w7257339

h(u) = w7540156u7+ w4708240u6+ w2060647u4+ w7822973

D1 = div(u7+w111674u6+w6262987u5+w5507868u4+w5024071u3+w7360243u2

+w4982988u+w3476956, w7214579u6+w1039748u5+w5362902u4

+w5575575u3+w6046318u2+w783556u+w7954483)

D2 = div(u7+w2418740u6+w6332447u5+w5288518u4+w6581623u3+w3461659u2

+w663714u+w2094946, w5819570u6+w5789770u5+w3853008u4

+w3628267u3+w4786898u2+w3463517u+w2504145)

D3 = div(u7+w7595037u6+w6492024u5+w5128797u4+w1479702u3+w3764869u2

+w2973617u+w3579984, w5819570u6+w5789770u5+w3853008u4

+w3628267u3+w4786898u2+w3463517u+w2504145)
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E180,N = 180,F2180 = F2[z]/(z180+ z3+ 1), #E180(F2180) = 2 · r
a = B3C8B5AF89342D73C9D12F1F5ACDD36011626BBC675C1

b = 990D04982994434CB4C14DB21204025865B40069225B2

r = 800000000000000000000023ABAE178BD70C3E01FDC31

P = (EE4AB1D7C359522ED9CABE52021DAD0EAF613C1ECE8CB,
670775621CD859D56079BB52298C0A509AB4E689593F9)

Q = (7F13258D03372C8A571E8C199DD9416A7642DDA05C515,
1182432B1B3C6C1856D47B139B28E003B6D9F440574FF)

R = (BAD2E0D1D655559AF62E346BE2090135E40AEC22EE5C3,
B5B71A32C4498B8CF0DF6BB90911D91CC16F506D508C5)

C180,q = 212, F212 = F2[w]/(w12+ w7+ w6+ w5+ w3+ w + 1)

f (u) = w1977u31+ w3517u30+ w3954u28+ w3666u24+ w3749u16+ w2880

h(u) = w3036u15+ w4031u14+ w1455u12+ w2278u8+ w2024

D1 = div(u15+w913u14+w120u13+w1222u12+w717u11+w1158u10+w406u9

+w3864u8+w3391u7+w3302u6+w906u5+w2528u4+w3620u3+w1164u2

+w119u+w68, w3862u14+w1139u13+w4055u12+w3324u11+w1436u10

+w1968u9+w1488u8+w22u7+w3071u6+w1736u5+w394u4+w1892u3

+w3461u2+w923u+w2371)

D2 = div(u15+w2828u14+w2507u13+w2845u12+w3821u11+w550u10+w837u9

+w3146u8+w1040u7+w1551u6+w2806u5+w2321u4+w251u3+w3983u2

+w1482u+w1796, w2370u14+w3993u13+w2270u12+w3787u11+w2128u10

+w2948u9+w72u8+w27u7+w1515u6+w1684u5+w385u4+w3635u3

+w1076u2+w1654u+w3081)

D3 = div(u15+w2485u14+w1754u13+w1638u12+w2078u11+w4039u10+w2857u9

+w2716u8+w230u7+w1139u6+w1330u5+w851u4+w1926u3+w428u2

+w2628u+w2729, w2543u14+w998u13+w37u12+w1097u11+w2830u10

+w770u9+w2604u8+w3011u7+w2334u6+w863u5+w1952u4+w1777u3

+w1122u2+w1754u+w3677)
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E186,N = 186,F2186 = F2[z]/(z186+ z11+ 1), #E186(F2186) = 2 · r
a = 3D7D03F4CB539C5B728D256DAD2E5E8ADDB81B524F7D68D

b = 35108742308B720FAABCFFB70D33E3840F8D93323635F7E

r = 200000000000000000000000E5BED0151962E91F6CDF581

P = (6FE4D23FBAFBAF66317050A0D102E23075572174ADC304,
24E2CB9E1DAF261EA25FD0413F85CF067DB5FE50F4849B2)

Q = (EFD00F993676085F97D9BB9117E00A34F6185104629F42,
1EBBB1F436A53B00B4C74A93CF6E613F3C60D566BDB9653)

R = (3A9EE09AEC0996B46F3680D80835FF3081D795A93AB58FF,
FC867E29309F63717894B647A611E743919B511E204862)

C186,q = 64,F26 = F2[w]/(w6+ w4+ w3+ w + 1)

f (u) = w30u63+ w10u62+ w40u60+ w54u56+ w23u48+ w26

h(u) = w15u31+ wu30+ w21u28+ w59u24+ w41u16+ w10

D1 = div(u31+w32u30+w58u29+w57u28+w11u27+w25u26+w39u24+w37u23

+w59u22+w19u21+w3u20+w45u19+w47u18+wu16+w40u15+w6u14

+w53u13+w48u12+w30u11+w33u10+w19u9+w55u8+w28u7+w7u6

+w20u5+w5u4+w38u3+w29u2+w60u+w11, w36u30+w28u29

+w27u28+w24u27+w12u26+w58u25+w62u24+w8u23+w13u22

+w41u21+w22u20+w11u19+w40u18+w26u17+w39u16+w19u15

+w39u14+w43u13+w3u12+w58u11+w52u10+w54u9+w6u8+w53u7

+w42u6+w50u5+w18u4+w2u3+w38u2+w11u+w)

D2 = div(u31+w9u30+w23u29+w17u28+w23u27+w37u26+w34u25+w25u24

+w46u23+w21u22+w61u21+w42u20+w39u19+w7u18+w43u17

+w50u16+w43u15+w22u14+w24u13+w31u12+w24u11+w5u10

+w28u9+w62u8+w34u7+u6+w45u5+w18u4+w15u3+w54u2

+w4u+1, w12u30+w32u29+w19u28+w62u27+w25u26+w45u25

+w50u24+w18u23+w51u22+wu21+w36u20+w5u19+w58u18

+w60u17+w22u16+w11u15+w12u14+w25u13+w47u12+w4u11

+w62u9+w60u8+w33u7+w52u6+w21u5+w43u4+w36u3

+w50u2+w5u+w20)

D3 = div(u31+w54u30+w42u29+w62u28+w38u27+w11u26+w15u25+w2u24

+w62u23+w54u22+w8u21+w53u20+w17u19+w6u18+u17+w51u16

+w22u15+w61u14+w2u13+w61u12+w40u11+w12u10+w14u9+w3u8

+w13u7+w31u6+w60u5+w16u4+w43u3+w3u2+w9u+w7, w25u30

+w24u29+w62u28+w13u27+w17u26+w53u25+w52u24+w43u23

+w20u22+w51u21+w23u20+w59u19+w60u18+w49u17+w20u16

+w47u15+w53u14+w40u13+w49u12+w28u11+w3u10+w6u9+w35u8

+w41u7+w6u6+w46u5+w57u3+w9u2+w21u+w53)
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E217,N = 217,F2217 = F2[z]/(z217+ z45+ 1), #E217(F2217) = 2 · r, a = 1
b = 11E8F97F344082577BB4D782D3F433FBE30D8F3D65684AE499694BA

r = 10000000000000000000000000000598FB15077594E7069CED749A1

P = (1B3E0A79E37A60852C959F1C776AEA48D328A75F8C683696CE74D55 ,
1CE258C697FC2A36401ADFC3DE84BB7EF5253E142159E79A474EA1)

Q = (13AC35CCA7052FE1368820D1CAFC23DB5F004681EB781C9319F39A1,
CD31941B339D9E6C6E54759E6C77C9A5FAF0BF5AB928F1EE63668F)

R = (19524EC31D1843F21AA0D8CF5318D83FA150A17FA519ACAF2E571A5,
DA7F2D3B1A16E78BF0704A07DD4FB438A0F23DCE8EEC04B3A50B2A)

C217,q = 128,F27 = F2[w]/(w7+ w + 1)

f (u) = w96u63+ w79u62+ w24u60+ w122u56+ w63u48+ w60u32+ w64

h(u) = w48u31+ w74u30+ w36u28+ w107u24+ w11u16+ w32

D1 = div(u31+w97u30+w66u29+w111u28+w125u27+w58u26+w88u25+w96u24

+w106u23+w68u22+wu21+w93u20+w108u19+w81u18+w107u17

+w78u16+w113u15+w68u14+w115u13+w92u12+w86u11+w67u10

+w73u9+w42u8+wu7+w46u6+w51u5+w116u4+w28u3+w99u2

+w105u+w29, w7u30+w22u29+wu28+w37u27+w114u26+w93u25

+w57u24+w121u23+w117u22+w7u21+w81u20+w98u18+w107u17

+w84u16+w45u15+w86u14+w108u13+w90u12+w50u11+u10

+w111u9+w16u8+w21u7+w44u6+w14u5+w93u4+w36u3

+w118u2+w97u+w3)

D2 = div(u31+w47u30+w40u29+w39u28+w108u27+w113u26+w99u25+w87u24

+w84u23+w33u22+w46u21+w34u20+w16u19+w51u18+w39u17

+w116u16+w41u15+w50u14+w121u13+w108u12+w82u11+w74u10

+w4u9+w118u8+w17u7+w95u6+w13u5+w23u4+w44u3+w29u2

+w52u+w7, w105u30+w124u29+w91u28+w92u27+w102u26+w76u25

+w2u24+w53u23+w98u22+w24u21+w58u20+w64u19+w76u18

+w24u17+w58u16+w5u15+w14u14+w19u13+w33u12+w14u11

+w71u10+w61u9+w125u8+w29u7+w73u6+w31u5+w25u4

+w115u3+w73u2+w62u+w70)

D3 = div(u31+w111u30+w5u29+w74u28+w44u27+w25u26+w53u25+w15u24

+w13u23+w44u22+w23u21+w46u20+w122u19+w52u18+w55u17

+w35u16+w81u15+w97u14+w14u13+w89u12+w114u11+w24u10

+w33u9+w87u8+w18u7+w83u6+w60u5+w100u4+w125u3+w68u2

+w44u+w40, w39u30+w108u29+w51u28+w100u27+w8u26+w43u25

+w108u24+w81u23+w12u22+w21u21+w84u20+w15u19+w109u18

+w114u17+w25u16+w18u15+w115u14+w122u13+u12+w74u11

+w34u10+w60u9+w58u8+w6u7+w80u6+w68u5+w7u4+w6u3

+w77u2+w31u)
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E248,N = 248,F2248 = F2[z]/(z248+ z15+ z14+ z10+ 1), #E248(F2248) = 2 · r
a = C65B1B2B48E3A7B2BC69C365B4CAE385CE3F023A9742C0EF16

C40E1D62ADA2
b = 1649390E2C5BBA8206486E33D3273AE269EE568F91AC46BC86

A6A792CF6CEA
r = 80000000000000000000000000000004B55AAB05CC2C4EE2E6

973D0C247E01
P = (4AF353C030AADA55B6FAED2BBF314EBC28C8B6FB1DFC09272

8A28E70F0E73F, 168FADD57DC3046C69A0121310D284A04C
145E0ECB88B91BAD8BE25F58CBE9)

Q = (62231B26EEF12154100D6257F7148AC78C5A61FC129532449
4368A42CA9FD5, 403910538623DE3633D0FD6690E12F4D81
D1915D3728C5617CD6A65B92AA41)

R = (D69A12AFCF86A8CF9F30051B8C655D050B238A215C19C8512
D41B547C1ADE2, A3FDA75DB34F93EF657FAAB2163AE05E0C
C1241175CE1E880841F77A369B8B)

C248,q = 256,F28 = F2[w]/(w8+ w4+ w3+ w2+ 1)

f (u) = w51u63+ w219u62+ w223u60+ w117u56+ w234u48+ wu32+ w39

h(u) = w153u31+ w178u30+ w217u28+ w186u24+ w188u16+ w187

D1 = div(u31+w111u30+w221u29+w204u28+w144u27+w62u26+w43u25+w56u24

+w131u23+w110u22+w31u21+w29u20+w47u19+w88u18+w250u17

+w32u16+w162u15+w9u14+w19u13+w224u12+w144u11+w97u10

+w195u9+w27u8+w101u7+w60u6+w175u5+w36u4+w195u3+w131u2

+w228u+w168, w140u30+w159u29+w51u28+w210u27+w180u26

+w172u25+w147u24+w20u23+w143u22+w196u21+w8u20+w126u19

+w236u18+w141u17+w174u16+w213u15+w115u14+w66u13+w147u12

+w145u11+w100u10+w105u9+w42u8+w97u7+w219u6+w133u5

+w123u4+w47u3+w239u2+w233u+w58)

D2 = div(u31+w236u30+w210u29+w144u28+w242u27+w40u26+w141u25

+w52u24+w137u23+w53u22+w10u21+w245u20+w175u19+w28u18

+w202u17+w23u16+w128u15+w209u14+w13u13+w170u12+w76u11

+w70u10+w116u9+w134u8+w218u7+w93u6+w53u5+w51u4+w168u3

+w232u2+w232u+w22, w48u30+w223u29+w35u28+w139u27+w66u26

+w157u25+w101u24+w251u23+w186u22+w149u21+w224u20+w83u19

+w223u18+w102u17+w154u16+w96u15+w13u14+w123u13+w7u12

+w129u11+w86u10+w115u9+w111u8+w99u7+w161u6+w78u5+w86u4

+w60u3+w204u2+w54u+w85)

D3 = div(u31+w74u30+w68u29+w111u28+w44u27+w242u26+w160u25

+w252u24+w111u23+w79u22+w140u21+w98u20+w35u19+u18

+w238u17+w205u16+w77u15+w216u14+w215u13+w195u12+w138u11

+w124u10+w82u9+w113u8+w3u7+w58u6+w231u5+w248u4+w97u3

+w140u2+w131u+w249, w52u30+w219u29+w5u28+w221u27+w210u26

+w177u25+w210u24+w41u23+w198u22+w62u21+w105u20+w64u19

+w163u18+w36u17+w219u16+w238u15+w108u14+w7u13+w21u12

+w131u11+w224u10+w6u9+w50u8+w17u7+w241u6+w84u5+w247u4

+w105u3+w37u2+w57u+w230)
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E300,N = 300,F2300 = F2[z]/(z300+ z5+ 1), #E300(F2300) = 2 · r
a = 8F8EEC356CB05D6FC50A73F3639AB70C19A18E5234A172276EE

631E42A6A2CE5A28250424E4

b = 44808A33D47780EC13CC721C66605252A082008AC5910272188

6382368CCB415802A4E95ACE

r = 7FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF09A007BD63597

47C0A7181FC6DA9704EFB0C1

P = (9F080369EA917727D1E1C709CC5BF2674AA7C79A2DFA5E5B44

7F364F61690CD6DBAC05F5EFD, 558B8FB728CECBB9D0AA367

687E17D6E97793769C71645AA168EEDCA3E2AE03D642B722572)

Q = (F93C3685D5E9AB2A0F7C7BD7F687A9C4E42C10C94BD477F419

E5C25B6E643B919F51CB3730B, 4C11A5F31FAD729F839F98D

34FB59D279C70A3126FFC3D5C1611F949340EEE12474A66263AC)

R = (FF00541676FD0036D12C0FEC3A1B8D8C692627F4E8DB62F45B

708D9431C2E99F299984FD406, 37E09E68926A8157861A512

A86696A4A78A0F0C15F9EAC4AECF8BF6D2B818284E8C3F5853BD)

C300,q = 220, F220 = F2[w]/(w20+ w10+ w9+ w7+ w6+ w5+ w4+ w + 1)

f (u) = w327321u31+ w349092u30+ w995286u28+ w930226u24+ w602756u16+ w602843

h(u) = w687948u15+ w946981u14+ w169852u12+ w811172u8+ w458632

D1 = div(u15+w173675u14+w1014246u13+w193959u12+w558539u11+w376720u10

+w149697u9+w852573u8+w522198u7+w78372u6+w576415u5+w577000u4

+w1025691u3+w1030913u2+w224944u+w165103, w153473u14+w159391u13

+w624451u12+w540652u11+w1026818u10+w895055u9+w925553u8

+w700268u7+w449406u6+w518791u5+w428720u4+w109656u3+w362556u2

+w818181u+w438018)

D2 = div(u15+w672767u14+w60108u13+w592469u12+w806912u11+w209094u10

+w21555u9+w351715u8+w1006855u7+w553595u6+w115789u5+w940657u4

+w411255u3+w553233u2+w410382u+w440174, w456657u14+w165272u13

+w940178u12+w506617u11+w970890u10+w791679u9+w336652u8

+w568666u7+w937671u6+w23894u5+w617541u4+w400003u3+w792481u2

+w36607u+w409913)

D3 = div(u15+w745174u14+w152075u13+w759312u12+w254997u11+w718088u10

+w134849u9+w84810u8+w1017558u7+w909326u6+w549738u5+w64404u4

+w337345u3+w700483u2+w960561u+w789792, w163511u14+w370136u13

+w421951u12+w972631u11+w113274u10+w380219u9+w648060u8

+w564150u7+w642068u6+w819577u5+w633633u4+w662299u3+w542356u2

+w473005u+w146842)
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E161-2,N = 161,F2161 = F2[z]/(z161+ z18+ 1), #E161(F2161) = 2 · r
a = 1
b = 10000000000000000000000000000000000000062

r = FFFFFFFFFFFFFFFFFFFFD5D528D29B3677A6BF15

P = (1590236CF8BCADEA57D2ABABDC7C918CD991F7FD1,
16019BB593140463E7C859426E4AD76188D4EA3C8)

Q = (ACA7F2D366101B27A6043551C0B0D8C60A32ED98,
C15307FE705B5A5D638B40DF023D202E434D7D75)

E176,N=176,F2176 = F2[z]/(z176+ z43+ z2+ z+ 1), #E176(F2176) = 65390· r
a = E4E6DB2995065C407D9D39B8D0967B96704BA8E9C90B

b = 5DDA470ABE6414DE8EC133AE28E9BBD7FCEC0AE0FFF2

r = 10092537397ECA4F6145799D62B0A19CE06FE26AD

P = (96E2498B189AAD455FC2431323B24E0603155C4EEE24,
2056F497331B645ACAB8519F3F71099A71EBDD7E2D06)

Q = (8CE8805EA1D92A77975F69988FF0B2C99A3C344D469D,
27A65C20DA08E0732D6327CF41E3C4B27AB9DB63706A)

E272,N=272,F2272 = F2[z]/(z272+ z56+ z3+ z+ 1), #E272(F2272) = 65286· r
a = 91A091F03B5FBA4AB2CCF49C4EDD220FB028712D42BE752B2C4

0094DBACDB586FB20

b = 7167EFC92BB2E3CE7C8AAAFF34E12A9C557003D7C73A6FAF003

F99F6CC8482E540F7

r = 100FAF51354E0E39E4892DF6E319C72C8161603FA45AA7B998A

167B8F1E629521

P = (DE9DE5CD3B90447A206BEFE8167505CB7A28616DADABC639B42

1DF763F961D689DA9, 49831637686123445336FE8B59FF791C7

1CF455823A4C375280A148B043DE7ECF17F)
Q = (C9189420F828C242771E2D64768930089AB56BA7E6D3A1DB294

AEDAD60BAC9591E65, EB0123561D81715B23575A5DF3B13A771

C8521523C4EA853C0C4DF3294F70BF65AAA)
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